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Preface

The SPIN workshop series brings together researchers and practitioners inter-
ested in explicit state model checking technology as it is applied to the verifica-
tion of software systems.

Since 1995, when the SPIN workshop series was instigated, SPIN workshops
have been held on an annual basis at Montréal (1995), New Brunswick (1996),
Enschede (1997), Paris (1998), Trento (1999), Toulouse (1999), Stanford (2000),
and Toronto (2001). While the first SPIN workshop was a stand-alone event, later
workshops have been organized as more or less closely affiliated events with larger
conferences, in particular with CAV (1996), TACAS (1997), FORTE/PSTV
(1998), FLOC (1999), World Congress on Formal Methods (1999), FMOODS
(2000), and ICSE (2001). This year, SPIN 2002 was held as a satellite event
of ETAPS 2002, the European Joint Conferences on Theory and Practice of
Software. The co-location of SPIN workshops with conferences has proven to be
very successful and has helped to disseminate SPIN model checking technology
to wider audiences. Since 1999, the proceedings of the SPIN workshops have
appeared in Springer-Verlag’s “Lecture Notes in Computer Science” series.

The history of successful SPIN workshops is evidence for the maturing of
model checking technology, not only in the hardware domain, but increasingly
also in the software area. While in earlier years algorithms and tool development
around the SPIN model checker! were the focus of this workshop series, the
scope has recently widened to include more general approaches to software model
checking. Current research in this area concentrates not so much on completely
verifying system models, but rather on analyzing source code in order to discover
software faults. The state space sizes that this analysis has to cope with require
building adequate abstractions as well as algorithmic optimizations, which is
reflected in a number of papers presented at SPIN 2002.

Out of the 20 research papers submitted, 10 were selected by the program
committee. Every paper received three reviews. The reviewing and acceptance
decision making for a submitted research paper for which one of the editors
of this volume was a co-author was handled by a sub-committee chaired by
Moshe Vardi. A further 3 out of the 20 submitted papers were accepted as
extended abstracts in the “work in progress” category which was introduced to
give emerging research ideas an opportunity for presentation. One submitted
research paper was accepted as a tool demonstration. All three submitted tool
presentations were accepted in that category. One tutorial was submitted, and
it was also accepted in the tutorial category.

In addition to the selected technical program, SPIN 2002 featured two in-
vited presentations. Edmund M. Clarke (Carnegie-Mellon University), one of the
founding fathers of model checking technology, presented work on the use of SAT

! Freely available on the web from
http://netlib.bell-labs.com/netlib/spin/whatispin.html.



VI Preface

solvers in the context of counterexample guided abstraction refinement. Patrick
Cousot (ENS Paris), who pioneered research on abstract interpretation, talked
about theory and practice of abstract interpretation. For the first time a SPIN
workshop offered an invited beginners’ tutorial aimed at teaching participants a)
how to write models, and b) how to write models that can be efficiently analyzed
by the SPIN model checker. This tutorial was given by Theo Ruys (University
of Twente) and was open to all ETAPS 2002 participants.

Since overcoming barriers between academia and industry is essential to the
advancement of model checking science and technology, industrial usage reports
were invited for presentation, as in previous years, and included as extended
abstracts into this proceedings volume. Cindy Eisner (IBM) and Doron Peled
(University of Texas) presented a comparison of the use of symbolic and explicit
model checking techniques in an industrial application environment. Per Bjesse
(Prover Technology) discussed perspectives for and limitations of the industrial
use of SAT-based model checking techniques. Finally, Yves-Marie Quemener
(France Telecom) illustrated the use of model checking technology in the gener-
ation of test cases for XML-based telecommunications equipment.

Acknowledgements. The volume editors wish to thank all members of the pro-
gram committee as well as the external reviewers for their tremendous effort
which led to the selection of this year’s program. We furthermore wish to thank
ETAPS 2002 for inviting us to hold SPIN 2002 as a satellite event. Our par-
ticular appreciation goes to Susanne Graf, who acted as our liaison to ETAPS
2002, for accommodating the needs of SPIN 2002. Finally, we wish to thank
METAFrame Technologies GmbH for allowing us to use their Conference Online
Service system free of charge.

April 2002 Dragan Bosnacki
Stefan Leue
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SAT-Based Counterexample Guided
Abstraction Refinement

Edmund M. Clarke

Department of Computer Science
Carnegie Mellon University

(This is joint research with Anubhav Gupta and Ofer Strichman)

Abstract. We describe new techniques for model checking in the coun-
terexample guided abstraction / refinement framework. The abstraction
phase ‘hides’ the logic of various variables, hence considering them as
inputs. This type of abstraction may lead to ‘spurious’ counterexam-
ples, i.e. traces that cannot be simulated on the original (concrete) ma-
chine. We check whether a counterexample is real or spurious with a
SAT Checker. We then use a combination of Integer Linear Program-
ming (ILP) and machine learning techniques for refining the abstraction
based on the counterexample. The process is repeated until either a real
counterexample is found or the property is verified. We have implemented
these techniques on top of the model checker NuSMV and the SAT solver
Chaff. Experimental results prove the viability of these new techniques.

D. Bosnacki and S. Leue (Eds.): SPIN 2002, LNCS 2318, p. 1, 2002.
© Springer-Verlag Berlin Heidelberg 2002



Abstract Interpretation: Theory and Practice

Patrick Cousot

Ecole normale supérieure
Département d’informatique
45 rue d’Ulm
75230 Paris cedex 05, France
Patrick.Cousot@ens.fr
http://www.di.ens.fr/ cousot/

Our objective in this talk is to give an intuitive account of abstract interpretation
theory [TI2I3/45] and to present and discuss its main applications [6].

Abstract interpretation theory formalizes the conservative approximation of
the semantics of hardware or software computer systems. The semantics pro-
vides a formal model describing all possible behaviors of a computer system
in interaction with any possible environment. By approximation we mean the
observation of the semantics at some level of abstraction, ignoring irrelevant de-
tails. Conservative means that the approximation can never lead to an erroneous
conclusion.

Abstract interpretation theory provides thinking tools since the idea of ab-
straction by conservative approximation is central to reasoning (in particular on
computer systems) and mechanical tools since the idea of an effectively com-
putable approximation leads to a systematic and constructive formal design
methodology of automatic semantics-based program manipulation algorithms
and tools (e.g. [7]).

Semantics have been studied in the framework of abstract interpretation
[BI9] and compared according to their relative precision. A number of seman-
tics including among others small-step, big-step, termination and nontermina-
tion semantics, Plotkin’s natural, Smyth’s demoniac, Hoare’s angelic relational
and corresponding denotational semantics, Dijkstra’s weakest precondition and
weakest liberal precondition predicate transformers and Hoare’s partial and to-
tal axiomatic semantics have all been derived by successive abstractions starting
from an operational maximal trace semantics of a transition system. This results
in a hierarchy of semantics providing a complete account of the structure and
relative precision of most well-known semantics of programming languages [10].

Program transformation (such as online and offline partial evaluation,
program monitoring (e.g. for security policy enforcement or scheduling), etc.) is
an abstract interpretation [IT] where the program syntactic transformation is
an effective approximation of a corresponding undecidable transformation of the
program semantics. The correctness of this program transformation is expressed
as an observational equivalence of the subject and transformed semantics at
some level of abstraction.

Typing, that is formal type systems and type inference algorithms, is an ap-
proximation of the denotational semantics of higher-order functional programs

D. Bosnacki and S. Leue (Eds.): SPIN 2002, LNCS 2318, pp. 2-[5 2002.
© Springer-Verlag Berlin Heidelberg 2002
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[12]. The abstraction is powerful enough to show statically that “typable pro-
grams cannot go wrong” in that the denotational semantics of these programs
cannot raise at run-time those errors excluded by typing. This point of view
leads to a hierarchy of type systems, which is part of the lattice of abstract
interpretations of the untyped lambda-calculus. This hierarchy includes clas-
sical Milner/Mycroft and Damas/Milner polymorphic type schemes, Church/-
Curry monotypes and Hindley principal typing algorithm as well as new a la
Church/Curry polytype systems.

Model-checking classical linear-time and branching-time state-based algo-
rithms are sound and complete abstract interpretations of the trace-based se-
mantics of transition systems [13]. Surprisingly, for the /7-calculus, a novel gen-
eral temporal specification language featuring a natural and rich time-symmetric
trace-based semantics, model-checking turned out to be incomplete, even for fi-
nite systems [T3]. Moreover, any model-checking algorithm for the /7-calculus
abstracting away from sets of traces will be necessarily incomplete [14].

Static program analysis is the first and most prevalent application of
abstract interpretation [TJ3J4]. By effective approximation of the fixpoint seman-
tics of programs through abstraction [3/4] and convergence acceleration [3J15],
a program analyzer will produce maybe incomplete but always sound informa-
tion about the run-time behavior of programs. Abstract interpretation provides
a general theory behind all program analyzers, which only differ in their choice
of considered programming languages (e.g. imperative [I6J17], parallel [I8/19],
functional [20], logic [21], etc), program properties (among many others, run-
time errors [1622], precision [23], security [2425], fair liveness [26], probabilistic
termination [27], etc) and their abstractions. Finally, we will discuss the vari-
ous possible designs of program analyzers, from general-purpose to application-
specific ones.
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SPIN Tutorial:
How to Become a SPIN Doctor
(Extended Abstract)

Theo C. Ruys

Faculty of Computer Science, University of Twente,
P.O. Box 217, 7500 AE Enschede, The Netherlands
http://www.cs.utwente.nl/"ruys/

Abstract. SPIN is a model checker for the verification of software sys-
tems. SPIN uses a high level language called PROMELA to specify systems
descriptions. The goal of this tutorial is to introduce novice users to both
PROMELA and SPIN. The tutorial itself is divided into two parts. The BA-
SIC SPIN part is targeted towards novice users of SPIN. The ADVANCED
SPIN part of the tutorial could also be of considerable interest to inter-
mediate SPIN users.

1 Introduction

SpPIN [2[3] is a model checker for the verification of software systems. During the
last decade, SPIN has been successfully applied to trace logical design errors in
distributed systems, such as operating systems, data communications protocols,
switching systems, concurrent algorithms, railway signaling protocols, etc. [7].
SPIN checks the logical consistency of a specification; it reports on deadlocks,
unspecified receptions, flags incompleteness, race conditions, and unwarranted
assumptions about the relative speeds of processes [2]. SPIN is considered to be
one of the most powerful and advanced model checkers (freely) available today.
SPIN is widely distributed and has a large user base.

SPIN Beginner’s Tutorial. SPIN uses a high level language called PROMELA
(PROcess MEta LAnguage) to specify systems descriptions. The purpose of
this tutorial at the SPIN 2002 Workshop is to introduce novice users to both
PROMELA and SPIN. The first part of the tutorial (BASIC SPIN) gives an intro-
duction to PROMELA and presents an overview of the validation and verification
features of SPIN. The material will be illustrated by several demo’s using XSPIN,
the graphical user interface to SPIN. The second part of the tutorial (ADVANCED
SPIN) discusses guidelines to construct efficient PROMELA models and shows how
to use SPIN in the most effective way. Topics to be discussed include: SPIN’s op-
timisation algorithms, directives and options to tune verification runs with SPIN,
guidelines for effecitve PROMELA modelling, using SPIN as a debugger, validation
management, etc.

D. Bosnacki and S. Leue (Eds.): SPIN 2002, LNCS 2318, pp. 6-[13] 2002.
© Springer-Verlag Berlin Heidelberg 2002



SPIN Tutorial: How to Become a SPIN Doctor 7

Although the “SPIN Beginner’s Tutorial” at the SPIN 2002 Workshop will be
targeted towards novice users of SPIN, this ‘extended abstract’ focuses more on
some advanced SPIN topics. The reason for not including ‘beginner’s material’
is twofold. First of all, an abstract is clearly too short to present a thorough
introduction to SPIN and PROMELA. But more importantly, there is already a
wealth of excellent introductory material available on SPIN; either online or in
print (see below).

The organisation of this extended abstract is as follows. To guide the beginning
SPIN user through all the available SPIN material, Section 2 provides some point-
ers to SPIN resources. Section [2] also presents a general procedure that can be
followed when verifying a property with XSPIN. Section [3] presents several guide-
lines with respect to the effective use of PROMELA and SPIN. Some of these
guidelines may be too concise to be fully understood. Most of the topics in this
extended abstract, however, are discussed in much greater depth in the author’s
PhD Thesis [10].

2 Basic SPIN

SPIN Material. As said, this paper is not meant as a tutorial for PROMELA
or SPIN. Users not yet familiar with the basic operations of SPIN have to turn
to other sources of introductory information on SPIN. The usual first piece of
advice for beginning users is as always: RTFM — Read The Fine Manual. And
this time, the documentation is really fine. Apart from the book on the first
version of SPIN by Gerard Holzmann [3], the recent versions of SPIN come with
extensive online documentation in accessible .html format on both the tool and
the PROMELA language. For beginning users of SPIN, the following documents
are highly recommended:

m (online) The Basic SPIN Manual [L1] is a general introduction to the lan-
guage PROMELA and the tool SPIN. This document only discusses the basic
use of SPIN. It does not discuss extensions to the language that have been
introduced in the later versions of SPIN, i.e. 2.x and 3.x, which are docu-
mented elsewhere [I5].

m (online) The document Guidelines for Verification with XsPIN [12] explains
how to use SPIN using the graphical interface XSPIN, which runs indepen-
dently from SPIN itself and helps by generating the proper SPIN commands
based on menu selections.

m And albeit slightly older, [4] is still a good tutorial to get started with
SPIN. Naturally, the newer language and tool additions are not covered,
but the core of the system — which has not changed over the years — is
nicely introduced.

After browsing these documents, one is advised to plunge into the comprehensive
set of examples and exercises:

m SPIN Verification Examples and Exercises — a sample set of exercises with
SPIN [13].
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General procedure to verify a (general) property ¢ on a PROMELA model M
using the model checker SPIN:

1. Sanity check. Perform some interactive and random simulation runs on the
model M and the property ¢ either using XSPIN or SPIN.

2. Partial check. Use SPIN’s bitstate hashing mode to quickly sweep over the
state space. SPIN’s bitstate hashing mode is fast and if there are some silly
mistakes in the model, chances are high, that SPIN will find them quickly.
This ‘partial check’ is especially useful if the model M is big and it is
estimated that the verification will take considerable time.

3. Ezxhaustive check. Run an exhaustive check on the model M and the prop-
erty ¢. If the exhaustive verification fails because there is not enough mem-
ory to hold the complete state space, there are several ways to proceed:

— Compression. Try one of SPIN’s memory compression options, to reduce
the size of the state space.

e The compile-time option -DCOLLAPSE collapses state vectors sizes
by up to 80% to 90% [6].

e The compile-time option -DMA=N makes pan use a minimized DFA
encoding [8] for the state space assuming a maximum of N bytes in
the state vector. This option is very effective, but will also increase
the running time of the verification run considerably.

Both options can be combined.

— Optimisations. Make sure that the model is optimised in terms of the
number of states and the size of the state vector. Follow the guidelines
in Section [3 to optimise the model M as aggressively as possible.

— Abstractions. If the memory compression options do not work (or are
not really an option due the implications on the time of the verification
run), one should try to make the model M smaller by making abstrac-
tions of the model. Go back to step 1 and try to verify the abstracted
model.

— Bitstate hashing: If the other methods do not work to get M verified,
one might use SPIN’s bitstate hashing or hash compaction verification
modes to partially verify the model.

Fig. 1. Verification of a property ¢ for a PROMELA model M using the model checker
SPIN.

The investment into the exercises will be well spent in the sense that one will
get a good feeling of the systems and PROMELA models that can be analysed
with SPIN.

For the intermediate to advanced user, the online documentation contains
reference information on all language constructs [I4] and a concise language
reference by Rob Gerth [I]. The SPIN community is quite active in testimony
whereof the (at least) yearly SPIN Workshops, which are being organised since
1995. The proceedings of these workshops — which are publicly available online
via the SPIN home-page [2] — contain a wealth of information on, among others:
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— discussions on new and significant algorithms within SPIN;
contributions and proposals to improve or extend SPIN;
reports on (successful) industrial applications with SPIN;
proven best practices when applying SPIN.

Validation Procedure. XSPIN is a so-called Integrated Validation Environ-
ment (IVE) on top of SpIN; it allows the user to edit, simulate and verify
PROMELA models. Most users start using SPIN through XsPIN. For casual use
and small to moderate verification projects, XSPIN suffices. And even for the
more advanced user of SPIN, XSPIN is very convenient as it releases the user of
remembering all options and directives to tune the verification runs with SPIN:
most of these options can be set via dialog boxes within XSPIN.

Although XSPIN is user-friendly and straightforward to use, most beginning
SPIN users do not know where to start to effectively apply XSPIN (or SPIN) to
check a property. Fig. [ presents a validation procedure to verify a model M
against a property ¢ using XSPIN. Step 1. and 2. of Fig. [l require some user
guidance and inspection but are generally quite fast. Step 3. may take much
longer but after pressing the Run button does not need any additional user
input.

3 Advanced SPIN

In this section we discuss some more advanced topics with respect to application
of SPIN. We focus on the effective use of the modelling language PROMELA. In
the tutorial at the SPIN 2002 Workshop other more pragmatic issues will be
discussed as well.

Extreme Modelling. Now that model checking tools in general and SPIN in
particular are becoming more widespread in use [5], these tools are starting to
be applied by people that only want to press the button and that do not know
precisely what is ‘under the hood’ of such verification tools. Press-the-button
verification is only feasible for small to medium-sized applications. Industrial-
size applications need aggressive use of the modelling language, the properties to
be checked and the verification tool itself. There is generally a big difference in
efficiency in the models developed by a ‘casual’ user and the models developed by
an ‘expert’ user. Moreover, the ‘expert’ user knows how to exploit the directives
and options of the model checker to optimise the verification runs. Efficient use of
model checking tools seems to require an ‘assembler programming’ approach to
model building: use all tricks of the model checker to minimise the state space of
the model and make the verification process as efficient as possible. The ‘expert’
verification engineer resembles the seasoned programmer, who not only has a
deep knowledge and understanding of data structures and algorithms but also
knows the options and directives to tune the programming tools that he or she
is using.
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From XsPIN’s Help, Reducing Complexity dialog box:
When a verification cannot be completed because of computational complexity;
here are some strategies that can be applied to combat this problem.

0.

Slicing. Run the Slicing Algorithm (in the Run Menu) to find potential re-
dundancy in your model for the stated properties.

Abstraction. Try to make the model more general, more abstract. Remember
that you are constructing a verification model and not an implementation.
SPIN’s strength is in proving properties of interactions in a distributed sys-
tem (the implicit assumptions that processes make about each other) — its
strength is mot in proving things about local computations, data dependen-
cies, etc.

. Redundancy. Remove everything that is not directly related to the property

you are trying to prove: redundant computations, redundant data. Avoid
counters; avoid incrementing variables that are used for only book-keeping
purposes. The Syntax Check in the Run Menu option will warn about the
gravest offenses.

Channels. Asynchronous channels are a significant source of complexity
in verification. Use a synchronous (rendez-vous) channel where possible.
Reduce the number of slots in asynchronous channels to a minimum (use
2, or 3 slots to get started).

. Intermediate processes. Look for processes that merely transfer messages.

Consider if you can remove processes that only copy incoming messages
from one channel into another, by letting the sender generate the final mes-
sage right away. If the intermediate process makes choices (e.g. to delete or
duplicate, etc.), let the sender make that choice, rather than the interme-
diate process.

Local computations. Combine local computations into atomic or d_step
sequences.

Temporary data. Avoid leaving scratch data around in variables. You can
reduce the number of states by, for instance, resetting local variables that
are used inside atomic sequences to zero at the end of those sequences; so
that the scratch values aren’t visible outside the sequence. Alternatively:
introduce some extra global ‘hidden’ variables for these purposes (see the
WhatsNew.html document [I5]). Use the predefined variable “_” as a write-
only scratch variable wherever possible.

Combine behaviour. If possible to do so: combine the behaviour of two pro-
cesses into a single one. Generalise behaviour; focus on coordination aspects
(i.e. the interfaces between processes), rather than the local computation
inside processes.

Exploit PO. Try to exploit the partial order reduction strategies. Use the xr
and xs assertions (see WhatsNew.html [15]); avoid sharing channels between
multiple receivers or multiple senders. Avoid merging independent data-
streams into a single shared channel.

Fig. 2. The Reducing Complexity guidelines of the XSPIN 3.4.x Help.
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Guidelines to construct PROMELA models for efficient verification with SPIN:

The macro processor m4 is more powerful than cpp and can be used to
generalise PROMELA models.

Beware of infinite loops in the presence of atomic and d_step clauses.

® A non-deterministic random construct should be constructed using an if-

clause.

Do not use an array of bits in Promela; use a (self-defined) bitvector
instead.

Variables whose values are always smaller than 16 should be declared as
unsigned variables.

User defined types can be efficiently implemented in PROMELA using
(inline) macros and d_step constructs.

Lossy channels can best be modelled by letting the sending process ‘lose’
messages or by a ‘stealing daemon’ process.

A multicast or broadcast application is best modelled on top of a multicast
or broadcast service.

Use local variables for variables that are only used within a single process.
If a local variable is to be used in a never claim, one should define it as a
local global variable.

PROMELA processes that may terminate should not be created last in a
PROMELA model, unless you want the terminating processes to be replaced
by new processes.

Do not use an unguarded monitor process with an assert statement to
check for invariance if the original model contains a timeout statement.
Changing the layout of the state vector can have (positive) effects on the
effectiveness of SPIN’s bitstate hashing mode.

When checking an invariant property with SPIN, use a monitor process
with a guarded assert statement.

Fig. 3. Summary of the PROMELA and SPIN ‘recipes’ presented in [9/10].

Fortunately, it is not necessary to become an ‘expert’ verification engineer to
use SPIN effectively. Several pragmatic guidelines and rules of thumb have been
identified over the last few years which can be applied by novice and intermediate
users to develop verification-effective PROMELA models (see below).

1. Number of states. Because of the state space explosion, it is crucial to reduce
the number of states as much as possible. So reduction of the number of states

is the first consideration.

Optimisation Order. With model checking tools there is — just as with pro-
gramming — a trade-off between time and space requirements. For the model
checking process, however, the space requirements are much more important
than the time requirements. With respect to effective model checking with SPIN,
the following optimisation order should be adopted:
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2. State vector size. The minimization of the size of the state vector (i.e. the
amount of memory which is needed to encode a single state) is the next
concern.

3. Size of search stack. Our next priority lies with the minimisation of SPIN’s
depth-first search stack of states.

4. Verification time. Only in the last case, reduction of the verification time
should be taken into account.

SPIN has several optimisation algorithms to make verification runs more effec-
tive, for instance: partial order reduction, minimised automaton encoding of
states, state vector compression and bitstate hashing. SPIN supports several
command-line options and directives to tune these optimisation algorithms. Not
surprisingly, many of these options are related to the trade-off between space and
time requirements. Within XSPIN, these options and directives can be accessed
and modified via: Run — Set Verification Parameters — Set Advanced Options.
These options and directives are concisely explained in XSPIN’s Help.

Reducing Complexity. In Fig.[Il we mentioned that one should optimise the
PROMELA model to make the verification with SPIN feasible. Users that are new
to SPIN, however, might not know what is meant by an ‘optimised” PROMELA
model.

The best advice to reduce the complexity of a PROMELA model stems from
the help system of the XsSPIN program itself. Under Help, Reducing Complexity,
Gerard Holzmann has listed several rules of thumb that should be applied first to
reduce the complexity of the PROMELA model under verification. For reference,
we have included this list of guidelines in Fig.[2. The SPIN user who already lives
by all these rules-of-thumb, is on the right track.

Additional Guidelines. For his PhD Thesis [10], the author has investigated
several ‘expert’ techniques to optimise both the modelling and verification pro-
cess when using SPIN. These techniques are mostly concerned with the minimi-
sation of the number of states or the reduction of the state vector. The proposed
techniques are verified and checked using numerous controlled experiments with
SPIN itself. Fig. [ summarises most lessons learned from [9[10]. In the tutorial
at the SPIN 2002 Workshop a few of these guidelines will be discussed in greater
depth.

4 Conclusions

SPIN is considered to be one of the most powerful and advanced model checkers
(freely) available today. When provided with a model M and a property ¢ to be
verified, in principle, SPIN comes up with a result fully automatically. Problems
arise when the state space of the PROMELA model is too large to be checked
exhaustively. Although users of SPIN do not have to know what is happening
‘under-the-hood’ of SPIN, one should obey certain ‘rules-of-thumb’ to reduce the
complexity of PROMELA models as much as possible. SPIN users should be aware
of these guidelines when constructing their verification models.
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Abstract. This paper provides a brief description, including a bibliography, of
the SPIN2002 tutorial on abstraction in model checking of software.

1 Introduction

The tutorial assumes familiarity with the principles of model checking ( [CGP99]),
which is an approach to the formal verification of temporal correctness properties of
finite state systems. The starting point of a model checker is a verification model: a
formal system description, called abstract system henceforth, having a state space that is
small enough to render model checking feasible. The goal is to establish correctness of
the original system being modelled. When a (more detailed) formal description is also
available for this concrete system, one can try and formalize the relation between these
systems, possibly with the aim of offering automated support for the abstraction process.
In the context of model checking, the term abstraction refers to methodology, theory,
techniques, and tools that deal with the relation between formalized system descriptions
at different levels of detail.

Abstraction methodologies are concerned with the process of abstraction: Given a
concrete system and a property to be checked, how to get to a suitable abstract system?
This process typically involves a form of trial-and-error, and depends on rules-of-thumb
and ingenuity. Abstraction theory focuses on formalizing the relation between the se-
mantic models of concrete and abstract systems. A prime requirement of such a relation
is that it ensures preservation of correctness properties: A property checked to be true for
the abstract system should also hold for the concrete system being modelled. By abstrac-
tion techniques we mean the methods that can be employed to construct abstract systems
from concrete ones. These range from slicing and variable hiding to more general, less
algorithmic approaches like program transformation based on abstract interpretation,
which may require human interaction. There exist several software tools that implement
such abstraction techniques. At its front end such a tool offers what is essentially a pro-
gramming language in which a system description may be entered. The core of the tool
consists of a collection of components that implement techniques, sometimes several al-
ternative ones, for abstraction. Also, methodological guidelines may be provided aiding
in the selection of a sequence of abstraction steps. At the back end, a verification model
is then produced in a form that is accepted by a model checker.

D. Bosnacki and S. Leue (Eds.): SPIN 2002, LNCS 2318, pp. 14-21] 2002.
(© Springer-Verlag Berlin Heidelberg 2002
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As abstraction is a very broad field, we cannot discuss all relevant approaches. Tech-
niques that can be viewed as instances of abstraction but that will not be further touched
upon here include data-independence, (de)compositionality, parameterization, partial or-
der reduction, real time verification, and symmetry techniques. The focus will be mostly
on model checking of software source code — as a consequence BBD-based approaches
to abstraction will receive less attention.

Much of the tutorial is based on [Dam96].

2 Methodology

There is relatively little research into the methodological aspects of combining model
checking and abstraction. Generally, the process follows the cycle that occurs in all
approaches to software validation. For the case of model checking the steps are sum-
marized in [CGP99], p. 4: modeling, specification, verification. If the last of these steps
fails, then inspection of the counterexample will indicate an error in the system, in the
model, or in the specification, leading to a repetition of the steps.

For an approach that combines model checking with formal abstraction, an instance
of this cycle is commonly proposed. In this setting, the model can be viewed as the result
of applying an abstraction to the concrete system, and thus the triple (system, model,
specification) may be replaced by (system, abstraction, specification). A negative answer
produced by running a model checker on this may indicate an error in any of the three
ingredients. The term false negative refers to the case that the abstraction is too coarse
— inspection of the counterexample may then suggest a way to refine it.

More or less explicit descriptions of methodologies are found in [BH99,BROIT]
DHIT01,Hol0T,[HS02, [LBBO0OT,WC99], often embedded in reports on case studies,
or in descriptions of verification tools by which they are supported. A paper discussing
methodological issues in formal methods at a more general level is [Hei98].

3 Theory

Because of its strong roots in the formal methods community, there is a large body of
theory on abstraction. Here we focus on papers that provide the common theoretical
underpinnings. Papers that provide the foundations for specific techniques and tools
may be found through references given in the sections below.

State-transition systems are commonly used as the formal semantics on both the
concrete and abstract sides. Results on property-preserving relations between these draw
on the theory of formal languages and automata ( [[HU79]), in particular on results
about homomorphisms and language inclusion ( [Gin68]), minimization and partition
refinement ( [BFH192,[GV90I[Hop71|[KS90,[PT87]), and on extensions of automata to
infinite words ( [[Buc60])). The topic of comparative semantics has also been extensively
studied in the context of process algebra ( [BWI0]), see e.g. [DNS7vGYU]. In particular
the notion of bisimulation ( [Par81]]), weaker equivalences and pre-orders related to it
( [GWS8Y,[MiI71Mil80]), and their connection to modal and temporal logic ( [ASBT94,
BCGS88BFGT91/BR83l/Cho95/DNVIOIGKPI2IGS84/HMS0,Kur94!Sti89lvBvES94])
are relevant.
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The partition refinement algorithms mentioned above may be used in a quotient
construction that produces a minimal transition system that is equivalent to the original
system under some notion of behavioural (bisimulation-like) equivalence. The starting
point for model checking under abstraction is usually a more drastically reduced system
which is related to the concrete system through a behavioural pre-order like simulation
( [CGLOY4]). The satisfaction of (temporal) logic formulas over these abstract systems is
usually non-standard: properties may evaluate to “unknown” as a result of abstracting
away certain information. A similar notion of incomplete information is common in
the related area of program analysis and Abstract Interpretation ( [CC77,INNH99]).
Reasoning with it in terms of modal and temporal logic, in the context of model checking,
is a topic that is receiving considerable attention: [BG99, CDET01,[DGGO0al[HISOT].
An overview of many-valued modal logics is given in [Fit91,[Fit92].

In a general framework for abstracting transition systems that accommodates for
the preservation of universal as well as existential temporal properties, not only the
evaluation of atomic propositions in states, but also the treatment of transitions between
states becomes non-standard. Notions of abstract transition systems that feature two
different, dual transition relations are presented in [CIY94l[DGG94, IGHIOT, Kel95],
and the approach in [LGST95] uses two separate transition systems — intuitively, one
representing an over- and the other an under-approximation. Modal transition systems
( [LT88]) also combine two transition relations (“may” and “must”) but there they are
not strictly dual.

An orthogonal duality is formed by the distinction between invariance and progress
properties. Although both are preserved in most of the frameworks mentioned above,
abstraction tends to introduce more false counterexamples to progress than to safety
properties. In terms of Floyd-Hoare style correctness proofs, abstractions tend to be
more like invariants than ranking functions. This problem is addressed in [BLSOOLCSO1}
DGGO0b].

The question whether a finite abstraction that is suitable for model checking any
given temporal property always exists, is answered positively in [KPV99].

4 Techniques/Algorithms

Abstraction techniques are the methods or algorithms that can be employed to construct
abstract systems from concrete ones. One approach consist in having the user choose
abstract interpretations, given a concrete system and a property to be verified. These are
replacements of data types with smaller-sized types that only reflect certain aspects of
the original values; operations on these types will then have to be lifted correspondingly.
Such abstracted data types may already exists, e.g. in the form of a library, or they may be
newly constructed ( [DHIT01,[AMGMY9]). In the latter case, safety of the abstractions
may have to be proven ( [SBLS9Y]).

More ambitious are the attempts to automatically derive suitable abstractions, e.g.
[ASSSV94]BLOYE, [CU9E| IDGGI3LGS97, INKOO, RS99]. The technique proposed in
[GS97] is now known as predicate abstraction and has inspired many case studies,
tools, and approaches to abstraction refinement, see e.g. [AKNO2,BHPV00,BMMRO1},
BPRIICGIT00/[DDP99,[GQOT].
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On the other hand there are several techniques that are less general but fully automatic,
like slicing ( [HDZ00]), variable hiding ( [BH99,[DHHQ2]), and localization reduction

( [Kur94]).

5 Tools

Some tools that combine model checking with abstraction and the URLs at which they
can be found are:

aSpin:

http://polaris.lcc.uma.es/~ gisum/fmse/tools/

Bandera: http://www.cis.ksu.edu/santos/bandera/

SLAM: http://www.research.microsoft.com/projects/slam/
FeaVer: http://cm.bell-labs.com/cm/cs/what/feaver/
InVeSt: http://www-verimag.imag.fr/~async/INVEST/
JPF: http://ase.arc.nasa.gov/visser/jpt/

STeP: http://www-step.stanford.edu/
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Abstract. Symmetry reduction techniques exploit symmetries that oc-
cur during the execution of a system, in order to minimize its state space
for efficient verification of temporal logic properties. This paper presents
a framework for concisely defining and evaluating two symmetry reduc-
tions currently used in software model checking, involving heap objects
and, respectively, processes. An on-the-fly state space exploration algo-
rithm combining both techniques is also presented. Second, the relation
between symmetry and partial order reductions is investigated, showing
how one’s strengths can be used to compensate for the other’s weak-
nesses. The symmetry reductions presented here were implemented in
the dSPIN model checking tool. We performed a number of experiments
that show significant progress in reducing the cost of finite state software
verification.

1 Introduction

The increasing complexity in the design of concurrent software artifacts demands
new validation techniques. Model checking [M] is a widespread technique for
automated verification of concurrent systems that has been recently applied to
the verification of software. Unfortunately, the use of model checking tools [13]
is often limited by the size of the physical memory, due to the state explosion
problem. In order to deal with this problem, various reduction techniques have
been proposed in the literature. Among those, symmetry reductions [3], [8] and
partial-order reductions [10], [22] have gained substantial credibility over the past
decade. Both techniques are automatic and can be applied on-the-fly, during
model checking. The reduction achieved can be significant, in the best cases
exponential in the size of the state space.

Symmetry reductions exploit the structure of states in order to identify sym-
metries that occur during verification. The intuition behind these strategies is

* This work was supported in part by NSF under grant CCR-9703094, by the U.S.
Army Research Laboratory and the U.S. Army Research Office under agreement
number DAAD190110564, and from the Formal Verification of Integrated Modu-
lar Avionics Software cooperative agreement, NCC-1-399, sponsored by Honeywell
Technology Center and NASA Langley Research Center.

D. Bosnacki and S. Leue (Eds.): SPIN 2002, LNCS 2318, pp. 22-H1] 2002.
© Springer-Verlag Berlin Heidelberg 2002



Symmetry Reduction Criteria for Software Model Checking 23

that the order in which state components (processes, objects) are stored in a
state does not influence the future behavior of the system. That is, the suc-
cessors of two symmetric states are also symmetric. Many criteria have been
proposed to decide whether two states are symmetric on-the-fly, without any in-
formation about the future states. They usually exploit the ordering of processes
[6], communication channels and the structure of temporal logic formulas used
to express correctness requirements [§]. Ideally, the reduced state space will have
only one state representing each symmetry equivalence class. Unfortunately, de-
tecting all symmetries usually requires very expensive computations, that may
make such reductions impractical.

Partial order reductions exploit the commutativity of concurrent transitions,
which result in the same state when executed in different orders. The decision
whether two transitions are independent, so that they can be safely swapped,
is usually made using compile-time static analysis. In practice, this information
is a conservative approximation of the real run-time independence. As in the
case of symmetry reductions, using more information about the system helps
detecting more independence, however it is computationally more expensive. It
has been shown [7] that symmetry and partial order reductions are orthogonal
strategies and can be used in combination to achieve better verification results.

The main contribution of this paper is applying both techniques to a partic-
ular class of software, namely dynamic programs, for which the number of state
components (processes, objects) is continuously modified as a result of their on-
going execution. This concept can be used to formalize the semantics of most
high-level object-oriented programs, such as the ones written in Java or C++.
We show how existing reduction techniques can be specialized to exploit the dy-
namic nature of software systems in order to achieve more effective verification
results.

The present paper is, to some extent, the continuation of our work reported
in [19]. There we presented a canonical symmetry reduction that applies only to
the heap of the program. Here we combine the heap symmetry reductions with
more traditional approaches, such as process symmetries [06]. We first define a
framework that allows us to express both reductions formally and compare their
efficiency, in terms of canonical properties. Then we describe an explicit-state
exploration algorithm that combines heap with process symmetry reduction on-
the-fly. Finally, we investigate further optimizations by relating heap symmetries
with partial order reductions. Preservation of temporal logic properties is dis-
cussed throughout the paper. A prototype implementation of the ideas described
in this paper has been done in dSPIN [I7], an extension of SPIN [13], especially
designed for software model checking. We performed a number of experiments
on two non-trivial test cases in order to obtain a practical assessment of our
ideas.

1.1 Related Work

Among the first to use symmetries in model checking were Clarke, Filkorn and
Jha [3], Emerson and Sistla [8] and Ip and Dill [20]. These approaches consider
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systems composed of a fixed number of active components (processors) [3], vari-
ables of a special symmetry-preserving data type (scalarset) [20] as well as sym-
metries of specifications [§]. Using sorting permutation to reduce the complexity
of representatives computations has been addressed by the work of Bosnacki and
Dams [6]. The problem of exploiting heap symmetries in software model checking
has been informally addressed by Visser and Lerda in [2I]. To our knowledge,
they are the only other group that have addressed heap symmetries to date.
Their approach looks attractive due to its simplicity, but no formal evidence of
its canonical properties has yet been provided by the authors.

2 Preliminaries

In this section we present some background notions regarding symmetry. The
classical framework [3], [8] starts from the basic notion of group of automor-
phisms in order to define symmetry as an equivalence between states. Since
automorphisms preserve graph structure, it can be shown that the symmetry
induced by a group of automorphisms is a bisimulation in the sense of Milner
[12]. It is therefore possible to define a quotient structure in which each state is
a (representative of a) symmetry equivalence class. Model checking the reduced
structure preserves all properties that can be expressed using temporal logics
[@].

Unfortunately, applying this framework directly to software model checking
faces the difficulty of giving the automorphisms appropriate semantic definitions.
Indeed, when considering a program in which the number of state components
(such as objects or threads) may experience an unbounded growth along an
execution path, one cannot consider only one group of permutations as the group
of system automorphisms. Instead, we consider a (possibly infinite) family of such
groups and chose one at each step, by keeping track of the number of components
in every state.

Let G,, denote the set of all permutations on the set {1,...,n}. It is easy to
see that G, forms a group with function composition, inverse and the identity
mapping as neutral element. Formally, we represent program executions by an
(augmented) Kripke structure K = (S, R, L, N') over a set of atomic propositions
P and a set of actions X', where:

— S is a set of states,

— RC S x X x S is a transition relation,

— L:S — 2% is a function that labels states with sets of atomic propositions,

— N is a family of functions 1, : S — IN, where 7,(s) is the number of
components of type 7 occurring in state s.

In cases where the last (A) component is irrelevant for the discussion, we may
omit it. A transition (s,a,t) € R is also denoted by s % ¢. We consider that
permutations on numbers induce permutations on states. Let 7 € G, be a
permutation. We denote by 7, (s) the application of 7 only to the components
of type 7 in s, given that n,(s) = n. More precisely, let Sy, = {s € 5| n,(s) =
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n} be the set of all states whose number of T-components is n. Any bijection
7 Srp — Srp is a state permutation. In Section B] we formally express
in function of 7 for two types of state components: heap-allocated objects and
processes.

Definition 1. Let K = (S,R,L,N) be a structure. For some component type
T, a binary relation =, C S X S is a T-symmetry iff, for all s =, t, the following
hold:

— L(s) = L(t),
— Nrp(8) = n(t), for alln, €N,
— 7 (s) =t for some € G, ().

Using basic group theory, it can be proved that =, is an equivalence relation.
The equivalence class, also known as the orbit, of a state s is denoted by [s].
Throughout this paper we omit 7 whenever it is implicit or irrelevant to the
discussion. The quotient structure w.r.t. a 7-symmetry is defined as follows:

Definition 2. Given a structure K = (S, R, L, N') and a symmetry relation =,
on S, the quotient structure for K w.r.t to =7 is K== (S, R;, L+, N;), where:

— S ={[s]- | s €S},

— R ={([s]r, o [t]7) | (s, 1) € R},
— ([ l-) = () for all s €S,

— Nz([s]7) = (), for all n, eN

The states of a quotient structure are equivalence classes of states from the orig-
inal structure and a transition occurs between two equivalence classes whenever
a transition (labeled with the same action) occurs between states from the orig-
inal structure. It is clear, from the first two points of Definition (), that L.
and N, are well defined for the quotient structure. Since the set S, is a (pos-
sibly non-trivial) partition of S, it is potentially more efficient to model check
a temporal logic formula on K,=_instead of K, provided that they represent
equivalent computations. We use here the notion of bisimulation in the sense of
Milner [12] strengthened with equivalence w.r.t to the set of atomic propositions

P:

Definition 3. Let Ky = (S1, R1, L1) and Ko = (S, Re, Ls) be Kripke structures
over the set of actions X. A binary relation ~ C Sy x Sy is a bisimulation iff,
for all s1 = so and o € X, all the following hold:

— Li(s1) = La(s2),
- Vit €87. (sl,a,tl) ER =dty eSSy . (Sg,a,tg) € Ry and t1 = to,
— Vi eS8y, (Sg,a,tg) ERy, =3dt €57 . (817a,t1) € Ry and t1 = ts.

If ~ is total on S; and S5 we say that K7 and Ky are bisimilar, and denote this
by K1 =~ Ks. It is known fact that bisimilar states cannot be distinguished by
formulas of mu-calculus or any of its sub-logics, such as computation-tree logic
(CTL) or linear-time temporal logic (LTL) [4].
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Using the symmetry framework in explicit-state model checking requires com-
putation of representatives for each equivalence class. Unfortunately, finding the
general solution to this problem is known to be as hard as proving graph iso-
morphism, for which no polynomial-time solution is known to exist [3]. Solu-
tions proposed in the literature either deal with incomplete equivalence classes
for which the orbit problem has polynomial solution [3] (i.e., the bounded orbit
problem), or use heuristic strategies [6], [19].

Definition 4. Given a structure K = (S, R, L) and a symmetry relation =, a
function h : S — S is said to be a canonical representative for =, iff, for all
s, 8" € S both the following hold:

— s=; h(s), and,
—s=;8 < h(s) =h(s).

Throughout this paper we use sorting heuristics, as the ones described in
[6], [19]. Below we introduce a formal definition that captures the idea of such
strategies.

Definition 5. Let K = (S,R,L,N) be a structure and £ : S x IN x IN —
{true, false} be a partial boolean mapping. Given a state s and component type
T, a permutation ©¢ € G, s said to be sorting for s iff for all 0 < 4,5 <
ne(s), (1) < () = E(s,i,]) = true,

In the following, we refer to the £ function as to the sorting criterion. The
reason why & is allowed to be partial is a rather technical formality: we are not
interested in the values £(s, 7, ) where 4 or j is greater than 7, (s). The intuition
behind sorting criteria and sorting permutations are better explained with an
example. Let v : {1,...,n} — IN be a (finite) vector whose elements are natural
numbers. Obviously, the vector is sorted when, for all 1 < i < j < n we have
v(i) <v(j) (= &(v,1i,7)). Otherwise, for some k < [ the condition &(v, k, 1) is not
met. In this case, a permutation = € G, exists such that the new vector v o7 is
sorted. Then we say that 7 is sorting for v w.r.t to the £ criterion.

The heuristics used in this paper follow the same pattern. Given a state s
and a sorting criterion ¢ we compute a sorting permutation 7¢ for s w.r.t. &.
The representative of the symmetry equivalence class [s], will be h(s) = 7 (s).
Necessary and sufficient conditions for the representative function to be canonical
in the sense of Definition [@)) are given by the following theorem. Due to space
limitations, all proofs are omitted from this paper.

Theorem 1. Let K = (S, R, L,N) be a structure, =, C S x S be a symmetry
relation and & be a sorting criterion. Then the sorting permutations induced by &

are canonical representatives for =, iff, for each state s € S and 0 < 0,5 < n(s),
1 #£ j, both the following hold:

— & remains invariant under permutations of s, i.e, Vr € Gy (s, &(syi,4) =
§(mr(s), m(i), m(1)) and,

— & induces a strict total order on the set {0,...,n.(s) — 1} i.e., &(s,4,7) V
&(s,4,1) = true and —&(s,1,5) V —&(s, 4,4) = true.
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The above result leverages the difficult task of proving strategies canonical.
It will be applied in Section Bl in order to compare two techniques, involving
the detection of state symmetries induced by permutations of heap objects and
processes. It will be also shown that the reduction strategy involving heap objects
is canonical, while the one involving processes is not.

3 Semantic Definitions of State Symmetries

In this section we are concerned with defining state symmetries i.e., symmetries
that can be discovered by inspecting the structure of the state. We present
a (partial) semantic definition of programs that modify the number of state
components (objects, processes) as part of their execution. This class of programs
is also referred to in the literature as dynamic programs [17]. For space reasons,
we are not going to enter here all the details of language definition. For more
details, the interested reader is referred to [16]. Instead, in the following we define
program configurations and give small-step operational semantic rules only for
some of the allocator statements.

Store = Variable — Location Process = ProcCnt x Store
Heap = Location —> Store ProcPool = Procld — Process
StateHeap = Heap x Location State Proc = ProcPool x Procld

Fig. 1. Semantic domains

3.1 Domains and Rules

Consider the semantic domains in Figure[ll The definition of Store is the classi-
cal one: a partial mapping between variables and values. For simplicity reasons
we assume that all variables will take memory reference values from the set
Location. A Heap consists of a partial mapping between memory locations and
stores. We may refer to the stores in the range of a heap as to objects. The second
component of a StateHeap is a location used to describe the implementation of
object allocator statements; it holds the last allocated location. A Process is a
pair consisting of a program counter and a store for local variables. Processes
are referred to by means of Procld values, and the ProcPool domain represents
a collection of active processes. Similarly, the second component of a State Proc
represents the last allocated ProcId. We conclude our description of the semantic
domains with the following assumptions:

1. there exists a strict total ordering <, C Variable x Variable.
2. there exists a strict total ordering <; C Procldt x Procldr, where Procldr
= ProcIdU{T} and T is less than every element of Procld.



28 Radu Iosif

3. there exists a strict total ordering <. C ProcCnt x ProcCnt and a function
next : ProcCnt — ProcCnt such that next(c) always returns the next
element w.r.t. to <. i.e, the program location of the next statement within
the process; computations are assumed to be infinite; the least element in
the order is denoted by init.

4. there exists a strict total ordering on Location and a function new : Location
— Location such that new(l) always returns the next location in that or-
dering; the least element is denoted by null; the set Location is assumed to
be infinite and countable.

With the above definitions and assumptions, we consider a program config-
uration (state) to be an element of the State set, defined as follows:

o € State = Store x StateHeap x StateProc

Intuitively, the first component of the triple ¢ is a store that holds global vari-
ables, the second is a heap referencing all existing objects, and the third is the
thread pool referencing all active threads in o.

Figure Rl presents structural rules that define the small-step semantics of
object allocator statements. These rules are needed mostly for the discussion in
Section[fl For some j € Procld, the notation o -; ast = o’ expresses the fact
that the process referred to by j in state o, executing the statement given by
the abstract syntax tree ast changes the program state into o”’.

o= (s, (h,1),(p,1), s(z)#L, p(j)=(c Sl)
¢ =next(c), I =new(l), o= Iv.null

oF x=new() = (z = Vs, (F 5 00,5 & @ ) oY
o= (57 (h’ l)a (pv Z))v p(]) = (Cv Sl)v S/(JZ) 7éJ—7 d = next(c)
' = new(l), s =[x =1, o= Av.null,
(NEW?2)

o Fjx=new() = (s, (I’ = olh,l"), ([ — (¢, s")]p, 1))

Fig. 2. Allocator Rules

The first rule (NEW1) describes the state changes that occur due to an
object allocation where the left hand side of the statement is a global variable
(s(z) #L). Analogous, the second rule (NEW2) describes the state changes
caused by a heap allocation where the left hand side is a local variable. All
rules reflect also the implicit change of control within the current process. It
is to be noticed that the allocation strategies exploit the order on the set of
memory locations. Namely, the next available element, as returned by the new
function, is used for allocation of fresh components. Such allocation strategies are
commonly used in real-life implementation of dynamic programming languages.
For the purposes of this paper, we will refer to these techniques as to next-free
allocation strategies.
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We are now able to complete the formal definition of state symmetries by
defining the meaning of a permutation 7 applied to the heap and process com-
ponents of a state o = (s, (h,1), (p,4)). Formally, since the set Location in Figure
[[ has been considered countable, we have Location = {lg,l1,...,} and by 7(l,)
we actually denote [ (,). A similar notation is used for the application of per-
mutations to the elements of the set Procld below.

Theap(0) = (Theap(5); (Theap(h), 1), (Theap(p), 1)) (1)
Theap(s) = Av.m(s(v)) (2)
Theap(h) = MNv.m(h(771(1),v)) (3)
Theap(P) = Ai(Acs.(¢; Theap(s)))p(7) (4)
Tproc(0) = (8, (hs 1), (Tproc(p), ) (5)
Tproc(p) = Ni.p(m~ (i) (6)

Informally, the equations ([ - M) say that, applying a permutation to a state,
will permute all locations that are values of reference variables in the global
store, local stores within processes, and in each heap object. The objects in the
heap are also permuted, by the inverse permutation, in order to consistently
reflect this change. Permuting processes (f - [B]) is easier, since we consider that
processes are not referenced by variables, in our simple language.

3.2 Heap and Process Sorting Criteria

The other issue that remains to be dealt with in order to use heap and process
symmetries in practical software model checking, is the complexity of computing
the representatives of symmetry equivalence classes. As mentioned before, in
Section [2I we rely on sorting heuristics in order to improve the performance
of our reduction algorithm. In the remainder of this section, we will briefly
explain the ideas behind such heuristics using sorting criteria, as introduced by
Definition (H). Sorting heap objects is discussed in more detail in [19], while
specific information regarding sorting processes can be found in [6].

Since the heap is not a linear structure, finding a canonical order can be done
via topological sorting. However, a topological order is usually partial. Normally,
a total order can be derived from a partial one by linearization and in our case we
achieve that assuming a strict total order on variables (<, ) and process identifiers
(<;). In practice, it is often the case that a strict total order on the set of variables
can be found at compile-time, and one might consider for instance alphabetical
order, declaration order, etc. This automatically induces the required order on
the set of sequences of variables prefixed by a process identifier. There is need
for a process identifier as prefix in order to distinguish between local variables.
Identical processes will contain multiple copies of the same local variable and
they can only be ordered using unique process identifiers. Record fields can be
distinguished from global or local variables by prefixing them with the name of
the record, as it is done in most object-oriented compilers.
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Intuitively, when sorting a heap structure, we take into account, for each
object, reachability information that is, the chains of variables including global,
local or field variables, that reach every object. Formally, let Variable® denote
the set of sequences of variables and let <} be the lexicographical order induced
by <, on sequences. Also, let <* be a strict total order on the set Chain =
Procldt x Variable* naturally induced by both the order on Procldr (<;) and
<. As a convention, we use the literals ¢, j to denote process identifiers, v, u to
denote sequences and x,y to denote variables. The notation min* denotes the
greatest lower bound with respect to <* and (v,u) is sequence concatenation.
The L symbol denotes undefinedness of partial mappings. Consider the following
partial mappings:

reach : State x Chain — Location

s(z) v={(T,z)
reach(o,v) = s'(x) p(i) = (¢,8") Ao = (i, z)
’ h(reach(o,u),x) reach(o,u) #L Av = (u, )
+ otherwise

trace : State x Location — Chain
trace(o, 1) = min*{v | reach(o,v) =1} Ju € Cﬁam . reach(o,u) =1
1 otherwise
The sorting criterion for heap objects is denoted by &peqp and is defined as
follows:
Eheap(0,m,n) = (trace(o, ly,) < trace(o, 1)) (7)

In order to asses the performance of this sorting criterion, we will show that it
actually can be the base for a canonical reduction strategy.

Lemma 1. For all m € G

m(1))-

The first condition of Theorem [ holds as a consequence of Lemma [l The
second condition holds due to the fact that <* was assumed to be a strict
total order on the set C'hain and that each chain uniquely identifies a reachable
object location (one variable cannot point to two different objects, from the
definitions of Store and Heap). Consequently, the strategy based on heap objects
is canonical, yielding optimal reductions.

The heuristics proposed in [6] use the idea of sorting processes. One such
strategy, called pc-sorted, uses the values of the program counters in the sorting
criterion. Let ¢ <. ¢’ stand for ¢ <. ¢’ V ¢ = ¢’. Formally, we denote by &proc
the following predicate:

0= (87 (h7 1), (p, Z))
Eproc(s,m,n) = (p(m) = (¢, ") Ap(n) = (", s") A 2 ) (8)

Mheap(0)» L € Location, trace(o,l) = trace(Theap(0),

It is easy to see that the first condition of Theorem [lis met by &,,0c, While the
second one is not aways met. Indeed, it can be often the case that two identical
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processes are at the same location, that is, the values of their program counters
are equal. This situation violates the second requirement of Theorem [I] therefore
the reduction strategy induced by &y is not necessarily canonical.

4 Combining Heap and Process Symmetries

The main contribution of this section is the presentation of a reduced state space
search algorithm that combines the heap and process symmetry reduction strate-
gies defined in Section Blon-the-fly. For heap symmetries, we briefly describe the
algorithm used to compute canonical sorting permutations.

Assuming the existence of a representative function rep, Figure Bl shows the
basic depth first search algorithm [I5] with symmetry reductions. The correct-
ness of the algorithm in Figure [B]is ensured by the fact that for each s, we have
s = rep(s) by Definition (). In case rep(s) is already in the state space when
the search reaches s, all its outgoing transitions have been already explored by
DFS and since all transitions originating in s are bisimilar to the ones originat-
ing in rep(s), the search algorithm can safely backtrack. The extension of the
correctness argument to the cycle detection algorithm [5], which is the base of
the automata-theoretic approach [5] in SPIN, was reported in [2].

DFS(s)
if error(s) then report error fi
add(rep(s), Statespace)
for each successor ¢t of s do
if rep(t) not in Statespace then DFS(¢) fi
od
end DFS

Fig. 3. Symmetry Reduced Depth First Search

In the following, we discuss the effective computation of rep(s). Intuitively,
the algorithm used to implement rep can be decomposed into two distinct phases.
First we generate a sorting permutation 7 for s; the result of rep will be the
application of this permutation to the family 7 of components in s, i.e., m(s).
The rules for applying a permutation to heap objects and processes in s are the
ones given by equations (- [@) in Section Bl

For heap objects, the algorithm used to compute sorting permutations is
presented in Figure @l Let us remember the fact that a total strict order <,
on the set of variables is assumed to exist. We consider a function ordered :
Stores — Variables® that returns, for a given store, the <,-ordered sequence
of variables that are defined in that store.

The correctness of the algorithm in Figure [4 has been discussed in great
detail in [I9]. In this case, correctness implies that the generated permutation
Theap always meets the sorting criterion {peqp, defined in Section Bl Informally, it
can be noticed that, every (reachable) object stored at location [ in state o, will
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Input: configuration o = (s, (h,1), (p,1))
Output: sorting permutation Theap € Gry,,,, ()

SORT (store)

for next v from ordered(store) do
l; = store(v)
if I; not marked do

begin main

k =0; Theap = Az. L
SORT(s)

for each 0 < i < Nproc(o) do

mark [;
' (*) (¢, 8") = p(4)
Theap = [7/ — k]ﬂ-heap /
ke 41 o SORT(s")
SORT (h(L:)) end main
od
od
end SORT

Fig. 4. Generation of Sorting Permutations for Heap Objects

be eventually reached by a call to the SORT procedure. The complexity of the
sorting permutation algorithm for heap objects is O(npeap(0)), since SORT visits
every object and every field connecting two objects only once. Let us notice that
in this case, the maximum number of outgoing edges from an object is bounded
by a compile-time constant which is the maximum number of variables declared
in the program.

The problem of computing sorting permutations for processes reduces to
the vector sorting problem, which can be solved by existing algorithms in time
O(Mproc(0)1og(Mproc(0))). As a remark, the process ordering strategies presented
in [6] do not explicitly separate sorting permutation computation and applica-
tion, but rather compute representatives in one step. Here we need to keep that
distinction in order to describe the composition of the two reduction strategies.
The following discussion will present the combined strategy.

The idea of combining the two reduction techniques originates from the ob-
servation that the application of two permutations p and 7 to heap objects and
processes respectively, as defined by equations (- ), operate independently on
different types of components. Therefore their composition could be easily de-
fined, i.e., Preap(Tproc(0)). It is clear from the equations (@ -[@), that the compo-
sition is commutative, in the following sense: pheap(Tproc(0)) = Tproc(Pheap(d))-
However, using this straightforward composition to define the representative
function rep for the algorithm in Figure Bl faces the following problem: if p has
been computed in o using the sorting criterion &peqp, it might be the case that p
is no longer sorting, according to &peqp, for mproc(o). Analogously, computing p
in mproc(0) might not satisfy &peqp for o. As a result, applying the heap permu-
tations computed according to &peqp (by the algorithm in Figuredl) does not give
the canonical representatives for heap symmetric states. The reason lies within
the definition of £peqp (Section B)), since a chain that reaches a location may be
prefixed with a process identifier, and therefore the minimal chain trace(o,!)
may depend on the order of processes. In other words, permuting processes may
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affect the canonical property of the heap symmetry reduction. In order to over-
come this difficulty, we need to record information that allows us to establish a
fixed order on processes during the state space search. The following definition
captures the formal meaning of the combined symmetry:

Definition 6. Let K = (S,R,L,N) be a structure, with N' = {Nheap, Nproc}-
Two states 0,0’ are said to be fully symmetrical, denoted by o =g, o iff the
following hold:

— L(o) = L(d"),
- nheap(a) = nheap(a-/) and ’r]p'r'oc(U) = 77p7'oc(a/);
= Cheap(Tproc(0)) = o' for some ¢ € Gy, (0) and w € Gy, (0).

We will proceed under the simplifying assumption that all processes are cre-
ated (statically) in the initial state of the progra. We consider two functions
50Ttheap 1 S X G — G and s0rtp,oc : S — G that generate sorting permutations
according to the &peqp and &proc sorting criteria, respectively. Let us notice that
50Ttheqp NOW takes into account a process permutation in order to produce a
canonical heap permutation. The state space search algorithm with combined
reductions is presented in Figure

RDFS(s, 7)
if error(s) then report error fi
add(s, Statespace)
for each successor t of s do
7' = sortproc(t)
(#)p = sortheap(t, )
= heap(Throc (1))
if ¢’ not in Statespace then RDFS(t', 7' o )
od
end RDFS

Fig. 5. Depth First Search Combining Heap and Process Symmetry

Informally, the search algorithm in Figure [5] keeps track of the process per-
mutation resulting from the cumulative composition of all process permuta-
tions computed along every path within the quotient structure. Formally, let
II(w,k) =mgom o...0om,_1 where w = Sg, 81, .., Sk—1 and m; = S0Ttproc(8i)-
Intuitively, IT(w, k) gives the information needed to restore, in each state, the
initial order of processes. It is easy to show that, in a (recursive) call to RDFS in
Figure[H such that w is sequence of states passed as first parameter, IT(w, |w|)
represents the permutation passed as second parameter.

The implementation of the sortpeq, function uses a modified version of the
heap sorting algorithm in Figure H] in which the line marked by (*) has been
changed into:

! The extension of the algorithm to handle the dynamic creation of processes is con-
sidered as future work.
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(¥) (e,8) =p(r=" (1)

Here by m we denote the second argument in the invocation of sortpeqp, as in
the line marked with (#) in Figure[ The idea is to use the inverse permutation
in order to restore the original order of processes and maintain the canonical
properties of the algorithm in Figure Al

The following result gives sufficient conditions under which our combined
algorithm still performs a canonical heap reduction. Let Id,, denote the identity
permutation (neutral element) of G,.

Lemma 2. Let 0 = (s,(h,1),(p,7)) and ¢’ = (s',(h,1),(p',i)) be two states
such that 0 =y 0.

1. Let m € G, (o) be a process permutation such that p' = Tproc(p). Let
¢ = s0rtheap(o, Idy,, . (0)) and (' = sortpeqp(o’,m) be two heap permuta-
tions computed by the algorithm in Figure[4 with the (*) modification. Then
Cheap(Tproc(0)) = C;Leap(gl)-

2. Let w = 0¢,01,...,0p, = 0 and W' = 0¢,01,...,0, = o’ be two paths. Let
¢ = 80rtheap(o, II(w, k) and ' = sortpeqp(o’, I (w',1)) be two heap per-
mutations computed by the algorithm in Figure ] with the (*) modification.
Then ((0) =proc (' (o).

Informally, Lemma [2] shows that using the algorithm in Figure [}l and com-
puting heap permutations using the modified version of the algorithm in Figure
M still preserves the properties of the original heap symmetry reduction, without
process symmetry.

5 Symmetry versus Partial Order Reductions

In this section we investigate the relation between symmetry and partial order
reductions applied to the model checking of dynamic programs that execute al-
location statements. The previous work of Godefroid [11] also uses partial order
information to detect symmetries between states, however it focuses mostly on
flat programs, by defining permutations of actions and inferring that symmet-
ric states are reached from the initial state by transition-symmetric paths. Our
approach exploits the nature of dynamic programs that make use of the next-
free allocation policy for which a semantics has been provided in Section Bl The
notion of independence is extended via symmetry to define symmetric indepen-
dence. It can be shown that paths differing only by a permutation of adjacent
symmetric independent actions lead to symmetric states. In practice, this corre-
sponds to the very common situation in which various interleavings of threads
that perform heap allocations generate heap symmetric states. By conservatively
exploiting this observation, when using partial order reductions in combination
with symmetry reductions we can achieve better results when dynamic models
of behavior are considered.

For the rest of this section, let K = (S, R, L) be a Kripke structure over the
set of actions Y. An action « is said to be enabled in state s if there exists a
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state t such that s = t in R. By enabledy (s) we denote the set of all actions
enabled in s, according to the structure K. We can now introduce the concept
of independent actions.

Definition 7. A symmetric irreflexive relation I € X x X is said to be an
independence relation for K iff for all (o, 8) € I and for each s € S such that
a, B € enabledk (s), we have:

— if s 3t then B € enabled (t)
— if for some s',s" € S, s S By andsgs”gt’, thent =1t'.

All partial order reduction algorithms [10], [22], [14] exploit (conservative
under-approximations) of action independence. In practice, it has been shown
that larger independence relations yield better partial order reductions. The con-
tribution of this work to improving partial order reductions is based on defining
and exploiting a weaker notion than the one from Definition [7

Definition 8. Given a symmetry relation = on S, a symmetric irreflexive re-
lation Ig € X x X is said to be a symmetric independence relation for K iff for
all (a, B) € Is and for each s € S such that a, 8 € enabledy (s), we have:

— if s 5t then 3 € enabledg (1)

— if for some §',s" € S, s % s By andsgs”ﬁt', thent =t'.

The only change with respect to the Definition () is that, in Ig, two tran-
sitions are allowed to commute modulo symmetry. An independence relation is
trivially a symmetric independence. Let us notice however that Is can be much
larger than I, since the number of states in a symmetry equivalence class can be
exponential in the number of state components e.g., objects, processes. Dually,
one can refer to the notion of dependence, which is defined as D = X' x X'\ I.
Similarly, we can define the notion of symmetric dependence as Dg = X' x X'\ Ig.
We can now formally relate the two notions of independence.

Lemma 3. Given a symmetry relation =C Sx.S, I is a symmetric independence
for K iff I is an independence for K /=.

A second point of our discussion concerns visibility of actions. An action « is
said to be invisible with respect to a set of atomic propositions P C P iff, for all
s,t € S such that s = # it is the case that L(s)NP = L(t)NP. Given the quotient
structure K,= = (S’, R', L’), by Definition (2)) we have that L(s) = L'([s]) for
each s € S, therefore an action is invisible in K iff it is invisible in K /=.

The correctness result of this section is based on the main result of [7]: per-
forming partial order reduction on an already built quotient structure yields
the same structure as using an on-the-fly algorithm that combines both partial
order and symmetry reduction. Figure [ (a) shows a classical state space ex-
ploration algorithm with partial order reductions on the already built quotient
structure K ,= = (S, R, L"), while Figure[d (b) depicts the changes done to the
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DFS([s]) DFS(s)
add([s], Statespace) add(rep(s), Statespace)
push([s], Stack) push(rep(s), Stack)
for each I in ampleq([s]) do for each I in ampley(s) do
let [t] such that [s] — [¢] let ¢ such that s - ¢
if [t] € Statespace DFS([t]) i if rep(t) ¢ Statespace DFS(t) fi
od od
pop(Stack) pop(Stack)
end DFS end DFS

(a) (b)

Fig. 6. Depth First Search with Partial Order and Symmetry Reductions

algorithm in order to use both partial order and symmetry reduction on-the-fly.
Assume that rep : S — S is a canonical representative function (see Definition
H). We consider two functions ample, : S’ — X and ample, : S — X that
return, for a state s, a subset of the set of enabled actions in s for the quo-
tient and original structures respectively, i.e., ample,(s) C enabledr,_(s) and
ampley(s) C enabledg (s). In order for the reduction to be sound?, ample, must
satisfy the following requirements [4], for each state s:

C0-a ample,([s]) # 0 <= enabledr,_([s]) # 0

Cl-a on every path that starts with [s] in K,=, an action that is dependent
on some action in ample,([s]) cannot be taken before an action from
ample,([s]) is taken.

C2-a if ample,([s]) C enabledy,_([s]) then every a € ample,([s]) is invisible.

C3-a if ample,([s]) C enabledk ,_([s]) then for every a € ample,([s]) such that

[s] = [t], then [t] & Stack holds.

In order to define the ample, function (used by the algorithm in Figure
(b)), we change conditions [C0-a] and [C2-a] into [CO-b], [C2-b] by syntactically
replacing ample, with ampley, [s] with s and K= with K. Since K and K ,— are
bisimilar, conditions [C0-a] and [CO-b] are actually equivalent. From the previous
discussion concerning visibility of actions, we can conclude that also [C2-a] and
[C2-b] are equivalent. The rules [C1-b] and [C3-b] are as follows:

C1-b on every path that starts with s in K, an action that is symmetric depen-
dent on some action in ampley(s) cannot be taken before an action from
ampley(s) is taken.

C3-b if ampley(s) C enabledg (s) then for every a € ampley(s) such that s = ¢,
then rep(t) ¢ Stack holds.

A consequence of Lemma (@) is that conditions [C1-a] and [C1-b] are equivalent.
Equivalence of [C3-a] and [C3-b] can be shown as an invariant of the lockstep

2 Property preservation for partial order reductions uses the notion of stuttering path
equivalence, a weaker notion than bisimulation. For more details, the interested
reader is referred to [22]
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execution of the algorithms in Figure Bl The proof of the following theorem can
be done between the lines of Theorem 19 in [7].

Theorem 2. The state space explored by the algorithm (a) running on the quo-
tient structure K = is isomorphic to the one explored by the algorithm (b) run-
ning on the original structure K.

According to [22], partial order reduction preserves all formulas of the LT L_X
(next-free LTL) logic. An algorithm for partial order reduction that preserves
properties expressible in CTL*_X can be found in [9]. As a consequence of this
and Theorem [2, combining partial order with symmetry reductions will preserve
all properties written as next-free temporal logic formulas.

Having discussed the correctness of our partial order reduction that uses di-
rectly symmetric independence, we need to identify actions (program statements)
that are (globally) symmetric independent without inspecting the program exe-
cutions described by K or the reduced structure K ,=. The operational semantics
defined in Section Bl comes into place now. In particular, we are interested by
the rules (NEW1) and (NEW2) that define object allocator actions. It can be
noticed that the first-free allocation policy used by both (NEW1) and (NEW?2)
actions is sufficient to obtain the second point of Definition (8). non-deterministic
choices in our language. In the following, let a and b denote two distinct program
variables.

Lemma 4. Leto = (s, (h,lx), (p,)) be a state and o« = [a = new|, § = [b = new|
be two actions whose semantics are described by either one of the rules (NEW1)

or (NEW2). If o', ¢",0" and 0" are states such that ¢ = o’ 2oy ando B o S
0", then 0" =peqp 0"

In order to meet the first requirement of Definition (), one can take the classi-
cal [14] approach of defining safe actions. A safe action belonging to a process
p(4) is globally independent from all actions belonging to other processes p(j)
(i # j) and invisible with respect to the set of atomic propositions that occur
in a property expressible as a temporal logic formula. Both requirements are
met by actions x = new where x is a local variable, in cases where the property
refers only to global variables. Otherwise, static analysis can be used to com-
pute a conservative over-approximation of the set of aliases in the program and
consequently, conservatively under-approximate the set of safe actions enabled
in a state.

To conclude, we have shown how the concept of symmetry can be used to
extend the notion of independence used by partial order reductions. Identify-
ing symmetric independent actions can be done by a syntactic analysis of the
program and using them in the model checking algorithm may result in a bet-
ter partial order reduction. As a remark, none of the two reduction techniques
considered in this paper can fully replace the other. Since it uses a conservative
under-estimation of the symmetric independence relation, partial order reduction
might not always detect all symmetric states caused by different interleavings of
allocators. Symmetry reduction is therefore needed in order to deal with these
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cases. On the other hand, it has been shown that partial order reduction that
uses symmetric independence is equivalent to performing classical partial order
reduction on an already built quotient structure, the result being a subset of the
quotient structure that preserves meaningful properties. In cases where all sym-
metrical states are generated by interleavings of safe allocator actions, partial
order reductions alone can actually outperform symmetry reductions.

6 Implementation and Experience

The heap symmetry and partial order reductions with symmetric independence
have been implemented in the dSPIN model checker [17]. We performed experi-
ments involving two test cases: the first one is a model of an ordered list shared
between multiple updater threads, and the second models an interlocking pro-
tocol used for controlling concurrent access to a shared B-tree structure. Both
models are verified for absence of deadlocks, as we performed these tests mainly
to assess the effectiveness of our reduction techniques.

dSPIN is an automata theoretic explicit-state model checker designed for the
verification of software. It provides a number of novel features on top of standard
SPIN’s [I3] state space reduction algorithms, e.g., partial-order reduction and
state compression. The input language of dSPIN is a dialect of the PROMELA
language [13] offering, C-like constructs for allocating and referencing dynamic
data structures. On-the-fly garbage collection is also supported [I8]. The pres-
ence of garbage collector algorithms in dSPIN made the implementation of heap
symmetry reductions particularly easy. The algorithm used to compute sorting
permutations is in fact an instrumented mark and sweep garbage collector. The
explicit representation of states allowed the embedding of such capabilities di-
rectly into the model checker’s core. This served to bridge the semantic gap
between high-level object oriented languages, such as Java or C++4, and for-
mal description languages that use abstract representations of systems, such as
finite-state automata.

The first test case represents a dynamic list ordered by node keys. The list
is updated by two processes that use node locks to synchronize: an inserter that
adds given keys into the list, and an extractor that removes nodes with given
keys from the list. The example scales in the maximum length of the list (L).

The second example is an interlocking protocol that ensures the consistency of
a B-tree* data structure accessed concurrently by a variable number of replicated
updater processes. Various mutual exclusion protocols for accessing concurrent
B-tree* structures are described in [I] and our example has been inspired by this
work. The example scales in the number of updater processes (N), B-tree order
(K) and maximum depth of the structure (D).

Symmetries arise in both examples because different interleavings of the up-
dater processes cause different allocation orderings of nodes with the same data.
The results of our experiments are shown in TableIl The table shows the number
of states generated by the model checker with standard partial order reduction
only (-), with partial order based on symmetric independence only (SI), with
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Table 1. Experimental Results

i. Ordered List Example

L SI+SR SR SI -

8 296159 296159 766297 766297

9 727714 727714 2.29669e+06 | 2.29669e+06
10 |1.75287e4-06(1.75287e+4-06| 4.62012e+06 | 4.62012e+06

ii. B-Tree* Example

N, K, D| SI+SR SR SI -
2,2,3 1259 6816 1259 94105
2,4,3 3027 18773 3027 766842
2,4, 4 32998 142371  |out of memory|out of memory

symmetry reductions only (SR) and with combined partial order and symmetry
reductions (SI+SR).

In the first example (Ordered List) partial order reductions using symmet-
ric independence do not contribute to the overall reduction of the state space.
The reason is that the allocator statements in this model handle only global
variables, being therefore labeled as “unsafe” by the dSPIN transition table con-
structor. On the contrary, in first two instances of the second example (Btree*)
partial order reductions using symmetric independence manage to detect all
heap symmetries arising as result of interleaving allocators, therefore symmetry
reductions do not contribute any further to the overall reduction. The results
show that combining partial order with symmetry reductions can outperform
each reduction technique applied in isolation.

7 Conclusions

In this work, we have tackled issues related to the application of model checking
techniques to software verification. Programs written in high-level programming
languages have a more dynamic nature than hardware and network protocols.
The size of a program state is no longer constant, as new components are added
along executions. We have formalized this matter by means of semantic defini-
tions of program states and actions. This semantics allows definition of various
symmetry criteria for programs. We gave such criteria formal definitions, and
described algorithms for on-the-fly symmetry reductions in automata theoretic
model checking. In particular, we have discussed the combination of two or-
thogonal symmetry reductions, related to heap objects and processes. We have
also shown how our heap symmetry reduction technique relates with partial
order reductions. The emphasis is on how to adapt existing state space reduc-
tion techniques to software model checking. The ideas in this paper have been
implemented in a software model checker that extends SPIN with dynamic fea-
tures. Using this prototype implementation, a number of experiments have been
performed. Preliminary results are encouraging, making us optimistic about the



40

Radu Iosif

role symmetry and partial order reductions can play in enhancing model checking
techniques for software.
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Abstract. Java bytecode verification is traditionally performed by a
polynomial time dataflow algorithm. We investigate an alternative based
on reducing bytecode verification to model checking. Despite an expo-
nential worst case time complexity, model checking type-correct bytecode
is polynomial in practice when carried out using an explicit state, on-
the-fly model checker like SPIN. We investigate this theoretically and
experimentally and explain the practical advantages of this alternative.

1 Introduction

Java is a popular programming language that is well suited for building dis-
tributed applications where users can download code that they can locally exe-
cute. To combat the security risks associated with mobile code, Sun has devel-
oped a security model for Java and a central role is played by bytecode verifica-
tion [7/IR], which ensures that no malicious code is executed by a Java Virtual
Machine (JVM). Bytecode verification takes place when loading a Java class
file and the process verifies that the loaded bytecode program has certain prop-
erties that the interpreter’s security builds upon. By checking these properties
statically before execution, the JVM can safely omit the corresponding runtime
checks.

In this paper we show how model checking can be used to check type safety
properties (which is the essential, and non-trivial, part of bytecode verification)
of Java class files. We have built a system for this task, shown in Figure[ll. The
system takes as input a Java class file as well as a specification of an abstraction
of the Java virtual machine. From these, the system produces an intermediate
representation consisting of a transition system (for the abstracted machine) and
a specification of safety properties formalizing conditions sufficient for bytecode
type safety. Afterwards, these descriptions are translated into the input language
of public domain model checkers, currently the SPIN [4] and SMV [5] systems.
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in the ByCoMoChe project.
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Specification Reader

Method
Abstraction

( SPIN SMV )
CodeGen CodeGen

Fig. 1. Overall System Architecture

Motivation and Contributions

There are three reasons why we focused on this problem. First, we were inter-
ested in using formal methods to improve the security of the entire verification
and execution process. In formalizing the Java Virtual Machine and its abstrac-
tion, we show how to explicitly model bytecode verification in a precise language
that makes explicit the exact nature of the bytecode verification problem. This
goes far beyond the Java documentation [7], which gives only a semi-formal
description of bytecode verification and leaves numerous aspects of both the
bytecode verifier and the Java Virtual Machine either ambiguous or underspeci-
fied. Moreover, by basing a bytecode verifier directly on a general model checker,
our approach reduces the chance of errors arising during an implementation of
specialized dataflow algorithms. It is noteworthy in this regard that, as Stark
and Schmid point out [16], there are legal Java programs whose compiled byte-
code is type correct but are not accepted by Sun’s bytecode verifier. The classes
of programs that they define (based on calling subroutines in different contexts)
are unproblematic for our approach.

Second, we were interested in determining whether this approach is prac-
tical and scales to realistic examples. The answer is not obvious. In contrast
to conventional bytecode verification, which is based on dataflow analysis and
has polynomial time complexity, using a model checker for this task has a time
complexity that is exponential in the worst case. We show that for type correct
bytecode, model checking can yield results comparable to dataflow procedures.
The reason for this is that despite the exponential number of states, for cor-
rect code, only polynomially many are reachable (see Section Bl for the exact
analysis). Our experiments validate that the use of SPIN, which constructs the
state space incrementally, on-the-fly, produces results in agreement with these
bounds. This is in contrast to symbolic BDD-based model checking approaches
like SMV that must represent the entire state space and therefore turn out to
be impractical for this kind of problem. For incorrect bytecode, both explicit
state and symbolic methods may fail to terminate (or exhaust memory). This is
not an issue in practice; when too many resources are used, one may either time
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out (giving a conservative answer) or use an alternative approach (e.g., property
simplification, as described in Section B.3) to detect an error.

Our result suggests the usefulness of bytecode verification by model check-
ing, especially in domains where time and space requirements are less important
than correctness and possible extensibility. One such application is Java for smart
cards (JavaCard). The JavaCard is a highly secure smart card platform with a
simplified JVM. Due to memory limitations, bytecode verification must be per-
formed off-card (where correct code can then be digitally signed by the verifier),
instead of by the run-time environment. Our original motivation for this work
was to investigate whether model checking could be used as an alternative in
this domain, a question we can now answer positively.

There is a final, independent reason why we think this is an interesting prob-
lem: there is an unlimited supply of scalable, real life examples. The Java dis-
tribution, for example, comes with thousands of class files that we could use
for testing our system. Indeed, for this reason, we would like to suggest byte-
code verification as a problem domain to be generally used to test and compare
different model checkers. Our system is freely available for such benchmarking
purposes.

Related Work

The widespread use of Java and the lack of formal treatment originally given in
[7] have motivated considerable research. A number of different approaches have
been proposed for type checking bytecode and [6] contains an excellent overview
of the area. Most of this work is theoretically oriented and is concerned with
formalizing the JVM [2] and defining related type systems [BT2/T3[17). There
has also been considerable work on formally proving the soundness of various
approaches or verifying sufficient conditions for bytecode verifiers to be correct
[2IRTOUTT].

In the recent years there has been a convergence of ideas in static analysis
and model checking: different kinds of program analysis can be performed by
fixed-point computations and these computations can either be carried out by
specialized algorithms or by general purpose model checkers [T4]15]. Whereas
static analysis techniques have a longstanding history, the application of model
checking to static analysis problems is more recent. The idea of using model
checking for bytecode verification was originally suggested by Posegga and Vogt
[9]. They carried out a few small examples by hand to suggest how, in principle,
this approach could work for a subset of the JVM. Our work represents the
first large scale effort to apply model checking to this problem and to study its
practical significance.

Organization

The remainder of this paper is organized as follows. In Section 2] we explain the
reduction of bytecode verification to model checking. Afterwards, in Section Blwe
present experimental results and an analysis. We draw conclusions in Section @l
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class Test { Method int fac(int)
>> max_stack=4, max_locals=2 <<
int fac (int i) { 0 iload_1
if (i==0) ifne 4
return 1; iconst_1
else ireturn
return i*fac(i-1); iload_1
aload_O
iload_1
iconst_1
isub
invokevirtual <Test.fac(int):int>

(-
© 00 ~NO O WN -

-
o

imul
11 ireturn

Fig. 2. Java code and Bytecode of method fac

2 Abstracting Classfiles to Model Checking Problems

2.1 Background

In this section we briefly explain the bytecode verification problem and describe
the main elements of our approach.

Bytecode and the JVM. Java programs are compiled to bytecode instructions
that are interpreted by the JVM (see Figure 2 for a small example). The result
of compilation, a classfile, contains a symbol table (called the constant pool)
describing the fields of the class and a list of the methods of the class. The
JVM supports object orientation and there are specific bytecode instructions
for generating and accessing the objects of a class. The overall architecture is
that of a stack machine: the JVM possesses an operand stack, which is used for
the evaluation of expressions. For instance, an imul instruction multiplies the
topmost two elements of the operand stack, discards those elements from the
stack, and pushes the result of the multiplication back on the operand stack.
In addition to the stack, the JVM also uses an array of registers to store local
variables.

Most JVM instructions are typed. For instance, the getfield C.f.7 instruc-
tion, which accesses the field f of type 7 in class C, requires that the operand
stack contains a reference to an object of class C' (and not, for instance, an in-
teger, which would correspond to an attempt to forge a reference). The operand
stack and the registers (local variables) however are not typed.

Bytecode Verification. To guarantee the secure operation of the JVM, one must
show that each method is well-typed, i.e., that one can assign a state type to
each point in the program. The state type specifies what kind of values the
operand stack and the local variables may contain at the given program point.
For example, the state type (0, Empty, loc[0 — REF(Test), 1+ INT]) associates
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to the program point 0 those states with an empty operand stack whose first
local variable contains an object of class Test and whose second local variable
contains an integer. Given this notion of a well-typing, one can show that the
execution of a well-typed method will never lead to a bad state of the JVM, that
is, a state where the instructions operate on inappropriate data. This allows the
JVM to execute more efficiently by eliminating runtime type checks.

Conventional Bytecode Verification. Conventional bytecode verification works
by abstracting a method to a state transition system and then computing a type
of the method by dataflow analysis. The bytecode verifier checks, on-the-fly, that
the computed type is a well-typing, i.e. satisfies the conditions for the correct
execution of the instructions.

Type construction is carried out by computing the supremum of the state
types of all possible execution paths. This requires the unique existence of such a
supremum, which is however, in the presence of multiple inheritance (interfaces),
not the case. There are several solutions to address this problem, including con-
sidering sets of types instead of single types or checking correct implementation
of interfaces at runtime (as done by SUN’s bytecode verifier).

Conventional bytecode verification is further complicated by the existence of
subroutines, which are used to compile the finally part of a Java try-catch-
finally construct. The complication is due to the fact that one can call (jsr)
and return from (ret) subroutines from different program points where the call-
ing contexts (the stack and the register values not used by the subroutine) of
different execution paths can be incompatible. This results in non-trivial com-
plications; solutions include structural restrictions on bytecode (Sun’s approach)
and polyvariant dataflow analysis [6]. It is an open question which solution is
best. The polyvariant approach seems more elegant but has a time complexity
that is exponential in the depth of subroutine nesting.

Model Checking Approach. In our approach we also abstract a method to a
state transition system. However, instead of performing a dataflow analysis, we
formalize the correctness properties as predicates of the states of the abstract
transition system and use an off-the-shelf model checker like SPIN or SMV to
check that these properties are satisfied. The model checker then either reports
the correctness of the method, or it provides a counter example in form of an
execution trace that leads to a failure.

This approach is simpler than conventional bytecode verification, as the re-
quirements for the correctness can be clearly and comprehensibly formalized in
an easy to understand language, which helps to avoid errors in the formaliza-
tion. Moreover, with our approach, multiple inheritance is not problematic since
the formalization of the correctness properties requires only that the types are
ordered.

Note further that the problems alluded to above concerning subroutines do
not arise in our approach since model checkers consider all possible runs of the
system; they are, in the words of [6] p281], “the ultimate polyvariant analysis”.
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However, the cost is a time complexity exponential in the depth of subroutine
nesting. We investigate this problem and its implications in Section B.2|.

2.2 Abstraction/Transition System

We abstract a method M to a finite state transition system (Q,qo, A). The
set @ C N x (7 stack) x (7 array) of states contains triples that consist of
the program counter, the operand stack, and the array of local variables of the
method M. The set T of types contains the primitive types and the reference
types of the JVM (NULL represents the polymorphic type of the null reference)
and the program addresses that can be targets of ret instructions. We add an
element UNDEF to represent uninitialized values.

prim = {INT, FLOAT, LDOUBLE, HDOUBLE, LLONG, HLONG}
ref = {REF(cn)|cn € classnames} U {NULL}
adr = {ADR(z) |7 € N}
T = {UNDEF} U prim U ref U adr
Since only a finite subset of 7 occurs in a particular transition system, we
can compute this subset by inspecting the signature and the method body. The
signature of a method, which has the form
S = (M, result _type, [arg_typey, . .., arg_type,))

specifies the method’s name, its argument types and its result type. The method
body is given as a list ins of bytecode instructions. The various instructions in
the method body also introduce new types, e.g.,

types_of _ins(imul) = {INT}
types_of _ins(new C') ={C}
types_of__ins(getfield C.f.7) = {C,7}

Thus the set T of types occurring in a method that belongs to class C' is
T ={REF(C), result_type, arg_typey, . .., arg_type, } U
U types_of_ins(ins,).
p€{0,...,lins|—1}

We compute the initial state ¢y of the transition system for a method M with
signature S that belongs to a class C' as follows: Execution starts at program
counter 0 with an empty operand stack, the this reference, and the actual pa-
rameters, which are passed through the first n+ 1 local variables. The remaining
local variables loc[n + 1], ..., loclmazloc| are initially undefined (mazloc is spec-
ified in the classfile), i.e.,

loc[0] = REF(C)
qo = (0, Empty, loc), where loc[1] = arg_typey, ..., loc[n] = arg_type,
loc[n 4+ 1] = UNDEF, . .., loc[mazloc] = UNDEF.
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Fig. 3. Subtyping relation Cr

The transition relation of the abstract method is defined by the instructions
of the method. We give here a few representative examples, which show how
the program counter pc, the operand stack opst, and the local variables loc are
modified:

istore n (pe, opst, loc) — {(pc + 1, opst, loc[n — top(opst)])}
iload n (pe, opst, loc) — {(pc + 1, loc[n].opst, loc)}
imul (pc, opst, loc) — {(pc + 1,INT.pop(pop(opst)), loc)}
new C (pe, opst, loc) — {(pc + 1,REF(C).opst, loc)}
getfield C.f.r  (pe, opst,loc) — {(pc + 1, T.pop(opst), loc)}
ifeq offset (pe, opst, loc) — { (pc + 1, pop(opst), loc),

(pc + offset, pop(opst), loc)}
jsr offset (pe, opst, loc) — {(pc + offset, ADR(pc + 1).0pst, loc)}
ret n (pe, opst, loc) — {(retaddr(loc[n]), opst, loc)}

2.3 Type Safety Properties

We formalize correctness properties as predicates on the states of the abstract
transition system. These properties must hold globally for all possible runs of
the system and this motivates our use of a temporal specification formalism.
Two different kinds of properties are required.

First, the operand stack must not overflow. The operand stack is only used
to evaluate expressions and hence the maximal stack-height maxstack can be
computed in advance. This value is given as a method attribute in the classfile
of the method. We can formulate the corresponding condition as size(opst) <
mazxstack.

Second, each instruction must always operate on data of the appropriate type.
Note that due to object orientation, for some instructions different types of data
are acceptable as determined by the subtyping relation Cp, which depends on
the program I'. Figure Bl shows the subtyping relation T for a program I
consisting of three classes C, D, and E. In the specification of the JVM, the
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well-typing conditions can be formalized in a straightforward, declarative way.
We give here a few representative examples:

aload n — loc[n] € ref N'T
iload n — loc[n] = INT
imul — (top(opst) = INT) A (top(pop(opst)) = INT)

getfield C.f.7 — top(opst) Cp REF(C)
putfield C.f.7 — top(pop(opst)) Cr REF(C) A top(opst) Cp 7

For a given program I, the relation Cp is finite and thus the conditions can
be unfolded and automatically checked. The condition for the getfield C.f.7
instruction, for instance, would be unfolded to

local_cond(getfield C.f.7) = top(opst) = REF(C) V top(opst) = REF(D) Vv
top(opst) = REF(E) V top(opst) = UNIT.

The overall correctness property for a method is the conjunction of the global
property for the stack height and the local property for each program point.

(size(opst) < maxstack) N /\ (pc = p = local_cond(insy))
p€e{0,...,ins|—1}

2.4 Backends for SPIN and SMV

We have implemented two different backends: one for SPIN and one for SMV.
The basic idea in both is the same. From our intermediate representation we
produce a transition system in the input language of the model checker and a
property specification. The property specification states globally invariant cor-
rectness properties, i.e., properties that must hold at every program point. In
LTL this corresponds to checking Oy for a state property ¢ and in CTL this
corresponds to checking AG(¢p).

We briefly describe here the SPIN backend (SMV is similar in most respects).
The formalization of the transition system in SPIN’s input language PROMELA
is straightforward. The types of the transition system, i.e. the elements of the
set T, are represented as integers. The stack and the array of local variables
are modeled as arrays of integers. As an example, Figure [4] shows the abstract
transition system for the fac bytecode presented in Section [l The data required
to model this method are the address labels {ADR(0),...,ADR(11)} and the
types {UNDEF,INT, UNIT, REF(Test)}. They are represented (in this order) by
the numbers 0 through 15. Initially the operand stack is empty, the local variable
loc[0] contains the this reference REF(Test) and the local variable loc[1] contains
the INT argument of the method. Each transition modeling an instruction is
carried out as an atomic step. A branching instruction, which produces two
possible successor states, is modeled using a nondeterministic if-statement.

Note that in SPIN the invariant ¢ can be expressed in different ways, e.g.,
as an observer process or using a never-claim. We have chosen the former:
The observer process runs in parallel to the abstract state transition system
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init { atomic { loc[0]=15; loc[1]=13; opst_ptr=0; pc=0 };
run assertions (); run transitions () }

proctype transitions( ) {

do
:: pc==0 -> atomic { opst[opst_ptrl=loc[1]; opst_ptr=opst_ptr+1l; pc=1 };
: pc==1 -> if
:: atomic { opst_ptr=opst_ptr-1; pc=2 };
:: atomic { opst_ptr=opst_ptr-1; pc=4 }
fi;
11 pc==2 -> atomic { opst[opst_ptr]=13; opst_ptr=opst_ptr+1l; pc=3 };
: pc==3 -> atomic { break };

:: pc==4 -> atomic { opstl[opst_ptr]l=loc[1]; opst_ptr=opst_ptr+l; pc=5 };
:: pc==b -> atomic { opst[opst_ptrl=loc[0]; opst_ptr=opst_ptr+l; pc=6 };
: pc==6 -> atomic { opst[opst_ptr]=loc[1]; opst_ptr=opst_ptr+l; pc=7 };
11 pc==7 -> atomic { opstl[opst_ptr]=13; opst_ptr=opst_ptr+l; pc=8 };
: pc==8 -> atomic { opst[opst_ptr-2]=13; opst_ptr=opst_ptr-1; pc=9 };
i1 pc==9 -> atomic { opstl[opst_ptr-2]=13; opst_ptr=opst_ptr-1; pc=10 };
:: pc==10 -> atomic { opst[opst_ptr-2]=13; opst_ptr=opst_ptr-1; pc=11 };

: pc==11 -> atomic { break }

od
Fig. 4. Abstract transition system for the fac bytecode in SPIN

and it contains an assertion statement that states the correctness property
that must hold at each state. This approach is simple and has the practical
advantage that temporal formulas need not be translated separately to au-
tomata. Figure [5l shows the correctness properties for our sample bytecode.
For example, for the invokevirtual<Test.fac(int) :int> instruction at pc =
9, we require that the topmost element of the operand stack is an INT (i.e.
opst [opst_ptr-1]1==13) and the next element is a reference to an instance of
the class Test (i.e. opst [opst_ptr-2]==15).

We will not provide here a formal proof of the correctness of the translation.
However, the basis is given in the work of [I1] where they specify sufficient con-
ditions for Java bytecode verifiers to be correct. The main idea is that a method
is well-typed when it can be assigned a type (composed of state types, described
in Section Z]) and the existence of such a well-typing guarantees that method
execution proceeds without type errors (stack overflow or improper arguments
to instructions). It is possible to show that when a method is successfully model
checked in our setting then such a well-typing exists.

3 Experimental Results and Analysis

We have carried out two different kinds of experiments to investigate the applica-
bility and scalability of using model checking for bytecode verification. First, to
test the practical applicability of this approach, we model checked all the meth-
ods associated with a large Java library, namely all methods of the java.lang
package. Second, to better understand how the complexity of bytecode checking
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proctype assertions() {
assert (opst_ptr<=4 &&

(pc!=0 || loc[11==13) &&

(pc!'=1 || opstlopst_ptr-11==13) &&
(pc!'=3 || opstlopst_ptr-11==13) &&
(pc'=4 || loc[1]==13) &&

(pc'=5 || loc[0]==14 || loc[0]==15) &&
(pc'=6 || loc[1]==13) &&

I
(pc!=8 || opstlopst_ptr-2]==13 && opst[opst_ptr-1]1==13) &&
(pc!=9 || opstlopst_ptr-1]==13 && opst[opst_ptr-2]==15) &&
(pc!=10 || opstlopst_ptr-2]==13 && opst[opst_ptr-1]1==13) &&
(pc'=11 || opstlopst_ptr-11==13) )

Fig. 5. Correctness properties for fac

depends on parameters such as method length, nesting of subroutines, or num-
ber of variables and the types involved, we carried out systematic “stress tests”
where we varied each parameter individually, while leaving the others fixed.

3.1 Practical Applicability

To test the applicability of our approach to the verification of real bytecode, we
tested it on all the methods of the java.lang package. This package contains 109
classes with 841 methods. These methods are representative for Java bytecode as
they contain all the instructions of the JVM. Moreover, they vary considerably
in their complexity in terms of the different parameters mentioned above. Also
representative is their size. Most Java methods in practice are modestly sized. In
this package, only 32 methods contain more than 100 instructions. As Figure
indicates, SPIN checks almost all of these methods in negligible timell. Only the
largest five, which each contain more than 600 instructions, require more than
half a second. This is sufficient for the most applications and in particular is more
than adequate for off-line verification (e.g., smart cards) and for applications
with on-line verification, such as web applets, where methods are generally quite
small. The picture for SMV is completely different; even small methods with
less than 100 instructions can require more than two minutes to verify and,
for 29 methods, SMV ran out of memory. This suggests that, for this problem
domain, explicit state on-the-fly methods are superior to symbolic methods. Our
systematic tests shed light on some of the reasons for this.

3.2 Systematic Tests

We carried out four different “stress tests” to isolate and investigate the influence
of various parameters on the complexity of the model checking problem. In
particular, we investigated the effects of individually varying the following;:

! In all experiments, times are measured in seconds. All timings are performed on an
800-Megahertz Pentium III PC with 256 MB memory.
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Fig. 6. Verification times depending on the number of instructions in a method

static int z;

public static int mn (int x) {
z =z + Xx;

n times

zZ =2z + x;
return z; }

Fig. 7. Schema of methods to test dependency of complexity on code length

1. The length of the method, i.e. the number of instructions,

the number of local variables,

3. the depth of the class hierarchy, i.e. the number of types that are used to
model a method, and

4. the depth of the nesting of subroutines.

N

The methods checked were automatically produced by generating and compiling
appropriate Java programs as explained below.

Method Length. We investigated the influence of a method’s length by generating
methods that consist of a single expression repeated n times, for n € {1,...,100}.
Figure[d shows the form of these methods. The corresponding bytecode uses only
one local variable x and one class variable z. The method is declared in a static
class that is a direct subclass of Object; thus the class hierarchy has depth
one. The repeated line of code, z = z + x, is translated to a sequence of four
bytecode instructions.

As Figure Blshows, SPIN runtimes scale roughly quadratically with the size of
the method and the associated constant factors are small enough to allow prac-
tical large scale verification. In contrast, SMV has acceptable verification times
until a threshold of around 200 instructions, and then scales quite poorly. It may
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Fig. 8. Verification time depending on the number of instructions

be possible to delay this threshold by tuning different system specific parameters
(e.g., the size of hash tables). However, the symbolic representation of the entire
state space in SMV can lead to memory problems, even with good variable or-
derings, and results in runtimes orders of magnitude larger than SPIN’s. Perhaps
surprisingly, these problems appear in even such a simple test.

Number of Variables. In this test, we varied the number of local variables, which
also constitute the arguments of the method. To insure that all variables are
used, the method body simply cyclically permutes the contents of the variables.
This is done in such a way that the number of assignments, and thus the number
of instructions, is the same in each method.

Figure [0l displays the results. For SPIN, the number of variables has little ef-
fect on the explicit state-space exploration: the time consumed grows very slowly
as a function of the number of variabled3. The slight variations are caused by the
time required to initialize the transition system (that is, SPIN’s init routine,
which assigns to each variable its initial value), which is linear in the number of
variables. Apart from this, the time required is constant as only a constant set
of states (one for each program point, cf. Section B3) is reachable. In contrast,
SMV’s time complexity grows rapidly in the number of variables and quickly be-
comes impractical with more than 20 variables. This is not too surprising since
SMV must represent and manipulate the complete transition system. Symbolic
representation using BDDs provides some help here: As suggested by Figure [1]
(logarithmic scale for the y-axis), the growth is subexponential since BDDs can
compress the representation somewhat. Still, this is, in general, the major bot-
tleneck with symbolic model checking, and it is a substantial problem in this
particular domain.

2 Due to limited timing accuracy, this slow growth manifests itself in Figure in
a subtle way. Namely, almost all times lie between 0.06 and 0.08 seconds, but the
concentration at 0.07 and 0.08 is higher as more variables are added.
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void m_1(int vO) void m_2(int vO, int v1) void m_3(int vO, int v1, int v2)
{ v0 = v0; { v0 = vi1; { v0 = vi1;

v0 = vO0; vl = v0; vl = v2;

v0 = v0; } vOo = vi; } v2 = v0; }

Fig. 9. Schema of methods to test dependency of complexity on the number of local
variables
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Fig. 10. Verification time versus number of local variables

Class Hierarchy Depth. For this test we generated a linear hierarchy of 100
classes, C1,...,C100, such that C;;; is a direct subclass of C;. An additional
class contains 100 methods, my,...migo, to be checked. Each of these method
takes 100 arguments. The arguments all have the same type in the first method.
The second method has arguments of two different types and, in the general case,
the 7th method’s arguments are of 4 different types. For each method, the method
body consists of a single assignment statement. Since these assignments are all
identical, the abstract transition system is the same for every method. However,
the state space grows as more types are present; moreover, the properties to be
checked also become more complex. In the case of SPIN, the depth of the class
hierarchy has no effect on the verification time as the set of reachable states
does not change as more types are added (the variation of 0.01 seconds is due
to inaccurate timing).

In the case of SMV, the verification time grows linearly with the number of
different types. Examining the graph, we can identify four different groups of
methods, where the ith group contains methods using 2° to 2¢t! — 1 different
class types. The reason for this grouping is that for the ith group SMV requires
1+ 2 bits to represent these types and it appears that a small additional amount
of time (corresponding to the small gap between the groups) is required to ma-
nipulate the larger BDDs. Note that the 100 local variables used do not blow
up the state space as only c; is actually used; that is, in this example the BDDs
achieve an exponential compression of the state space.
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Fig. 11. Verification time versus number of local variables for SMV (logarithmic scale)

public void m_1 (C1c1,C1c2, ...,C_1 c_100) {c_1.field = 0;}
public void m_2 (C1c1,C2c2, ...,C_1 c_100) {c_1.field = 0;}
public void m_100 (C_1 c_1, C_2 c_2, ..., C_100 c_100) {c_1.field = 0;}

Fig. 12. Schema of methods for testing dependency of complexity of depth of class
hierarchy

Depth of Subroutine Nesting. Our last test considered methods that contain
nested subroutines where the depth of the nesting is increased in each method.
As explained in Section 222, verifying subroutines is one of the more delicate
issues in bytecode verification. The fact that verifying subroutines by model
checking is much simpler than verifying them conventionally comes at the price
of exponential time consumption! Both SPIN and SMV do not cope well with
checking nested subroutines, as Figure [[Alillustrates. Since subroutines are poly-
morphic in the local variables that are not used in the subroutine, the reachable
state space in this case is exponential in the depth of subroutine nesting. BDDs
do not have any significant impact on this explosion.

3.3 Analysis

In the following we compare the complexity of conventional bytecode verification
with model checking. Let ins be the number of program points, T' the number
of types, mazloc the number of local variables, and mazstack the maximal stack
height. For conventional bytecode verification, the size of the state space is

. mazxloc+mazxstack
ins - (27) ,

as each program point is (due to multiple inheritance) associated with a set of
types for the local variables and stack positions. Despite the size of this search
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Fig. 13. Verification time versus depth of class hierarchy

public void m_1() { public void m_2() {
int x = 0; int x = 0;
x++; // repeated 52 times x++; // repeated 39 times
try {throw new Exception();} try {throw new Exception();}
catch (Exception e) {} catch (Exception e) {}
finally {} 2} finally{

try{throw new Exception();}
catch (Exception e) {}
finally{} } }

Fig. 14. Sample method for testing complexity of subroutine nesting

space, in conventional bytecode verification, only linearly many states ever need
to be explored. In particular, the method type that associates a state type with
every program point is computed by iterating an abstract interpretation of the
method. The algorithm starts with a method type that associates the bottom
type to each program point. In each iteration, the state types belonging to dif-
ferent execution paths are merged by taking their supremum. This yields a new
state type for each program point that is larger or equal (under the subtyping
order) than that of the previous iteration. This process terminates when a fixed
point is reached or an error is found. Structural restrictions placed on bytecode
(e.g. no two subroutines can be terminated by the same return instruction) guar-
antee that the number of iterations required is linear in the number of program
points. Since no iteration can decrease the types associated with any program
position, a fixed point must be reached in O(ins - T - (maxzloc + mazstack)) iter-
ations.

In the case of model checking, the state space is also exponential. However,
as program points are associated with types, instead of sets of types, the size is
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Fig. 15. Verification time versus depth of the subroutine nesting

ins - Tmarloc+mazstack )

The complexity of model checking itself depends on the algorithm used. Symbolic
methods manipulate a representation of the entire state space and, as we have
seen, can require exponential resources to do so. However, assuming that the
nesting of subroutines has some fixed upper bound (in practice the nesting is
almost never greater than two), in correct methods only O(ins) of these states
are reachable since there is only one state type possible for each program point.

This tractability result only holds for type-correct bytecode. For incorrect
bytecode there can indeed be exponentially many reachable states since any
type can be associated with any local variable or stack position at each program
point. Preliminary experiments with incorrect bytecode confirm that checking it
is considerably more resource intensive than checking correct bytecode. For even
small methods consisting of less than 100 instructions, both SPIN and SMV are
incapable of finding errors; typically SPIN fails to terminate and SMV runs out
of memory. This is not a problem in practice; when too many resources are used,
one may either time out (giving a conservative answer) or use an alternative
approach to detect an error.

For detecting errors in incorrect code we have found the following “property
simplification” approach useful. Instead of checking the correctness properties
for all instructions simultaneously (e.g., the large conjunct in Figure [H), the
properties checked are split (divide-and-conquer) into subproperties, which are
individually checked in separate model checking runs. In the extreme case, we
can individually check the safety of each transition from each possible program
point (e.g., perform a model checking run for each conjunct in Figure B). This
trades off space for time, reducing the size of the overall transition system for
each run, which is the product of the transition system modeling the method
and the transition system representing the properties. This approach has proved
adequate for finding type flaws in our tests. Bounded model checking [I] is an
interesting possible alternative, as normally the paths to errors are fairly small.
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4 Conclusion

Our investigation is the first, realistic, large scale study of bytecode verification
by model checking. Moreover, to the best of our knowledge, it is one of the
larger case studies in using model checking for static analysis. Our conclusion
is that, despite being theoretically intractable in the worst case, model checking
is in fact practically viable. The key insight is that for practical applications,
validating correct code is important; this is feasible since only linearly many
states are accessible (provided subroutine nesting is limited, as it is in practice).
Our tests confirm that explicit state, on-the-fly model checkers like SPIN can be
successfully employed for these kinds of problems; this is in contrast to symbolic
model checkers like SMV that must manipulate representations of the entire
state space. However, it is open, and an area for further investigation whether
alternative encodings of the transition system and the correctness requirements
could result in competitive performance.

The system we have implemented can model check full JVM bytecode, i.e.,
it models all 200 instructions of the JVM. Currently, the only feature missing
is code to model object initialization. This has been implemented, but it is not
yet completely tested and remains as future work. This issue is rather subtle as
explained in [3J6]. In addition, as future work we would also like to investigate
the question of how such a general framework can be used to go beyond model
checking type safety properties and validate other kinds of security properties of
bytecode.
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Abstract. The effectiveness of modular model checking for hardware
makes it tempting to apply these techniques to software. Existing mod-
ular techniques have been driven by the parallel-composition semantics
of hardware. New architectures for software, however, combine sequen-
tial and parallel composition. These new, feature-oriented, architectures
mandate developing new methodologies. They repay the effort by yield-
ing better modular verification techniques.

This paper demonstrates the impact of feature-oriented architectures on
modular model checking. We have implemented an explicit-state model
checker and applied it to a real software system to validate our prior, the-
oretical work on feature-oriented verification. Our study highlights three
results. First, it confirms that the state-space overhead arising from our
methodology is minimal. Second, it demonstrates that feature-oriented
architectures reduce the need for the property decompositions that of-
ten plague modular verification. Third, it reveals that, independent of
our methodology, feature-oriented designs inherently control state-space
explosion.

1 Introduction

Recent advances and successes in the computer-aided verification of hardware
fuel the desire to effectively apply these ideas to software. Such work aims to
develop models and analyses that simplify early detection of software design er-
rors without disrupting the design flow. Early detection requires that techniques
for verifying software be closely intertwined with the techniques and tools for
designing and producing software. Verification techniques and development tech-
niques must therefore evolve together if verification is to be viable for substantial
software systems.

The hardware model-checking community has long demonstrated that the
bond between design and verification can go beyond necessity to symbiosis: in
particular, that decomposing designs according to their modular structure can
reduce an intractable verification problem into a collection of tractable ones.
The results of the tractable verifications can be combined into results on the
otherwise-intractable overall design. The general idea of modular verification
applies to software as well, but with a technical twist: modules in software design
are evolving towards a model that violates the assumptions underlying exristing
modular verification techniques.

D. Bosnacki and S. Leue (Eds.): SPIN 2002, LNCS 2318, pp. 60 2002.
© Springer-Verlag Berlin Heidelberg 2002
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Traditional modules encapsulate participants (or actors) and contain the
code that the actor needs to implement the features (operations/services) of
the system. Modern software modules encapsulate features rather than actors.
These feature-oriented designs realign the module boundaries so that all of the
code pertaining to a single operation lies in the same module; the modules there-
fore cross-cut actors. Researchers have proposed feature-oriented modules under
many names (refinements [7], units [18], aspects [29], collaborations [33], hyper-
slices [35], and others); some have spoken of feature-oriented programming [37]
or feature engineering [40] in more general terms. Ongoing research on feature-
oriented modules shows that they simplify key software engineering problems
such as configurability, maintainability, and evolution [418].

Since features often operate exclusively from one another, feature-oriented
modules do not compose in parallel. Instead, their composition model employs
a certain combination of parallel and sequential composition. Existing modular
verification techniques assume either purely parallel or purely sequential compo-
sition; accordingly, none of them apply to feature-oriented designs. In previous
work, we proposed a methodology for modular verification of feature-oriented
designs [20]. The existence of this methodology, however, does not address the
more crucial practical question: do feature-oriented modules simplify or facilitate
verification in practice?

This paper argues that feature-oriented modules are better suited for mod-
ular verification than traditional module systems. We present a case study on
verifying a substantial feature-oriented software design with our new modular
verification methodology. We base our claims about the superiority of feature-
oriented modules for verification on the following observations:

— They simplify the problem of decomposition in verification because such
modules naturally align with properties. This reduces, and often even elim-
inates, the current need for property decomposition in modular verification.

— They provide a felicitous framework for composing results of modular verifi-
cations into results on whole systems, while avoiding some of the circularity
difficulties inherent in classical modular verification work.

— Their design discipline appears to even inherently control state-space explo-
sion.

Section 2] motivates and illustrates feature-oriented modules by describing
the software system that we use in the case study. Section [3] summarizes our
methodology for feature-oriented modular verification. Section [ presents our
case study using this methodology to verify the design described in Section 2]
Section [3] discusses related work, and Section [6] offers concluding remarks and
outlines future work.

2 FSATS: An Example of Feature-Oriented Design

FSATS is a simulator for command-and-control missions. Missions involve a hi-
erarchy of (military) personnel; each person in the hierarchy commands a set
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of weapons. In a simulated mission, certain personnel identify potential targets
and initiate a communication protocol to determine who (if anyone) will attack
the target. This decision is based on a series of factors including the nature and
location of the target, as well as the availability of weapons at each point of the
hierarchy. Once a person accepts responsibility for a mission, he commands his
weapons to attack the target.

One of the main challenges a programmer experiences in implementing FSATS
is that the personnel and weapons hierarchies need to be sufficiently flexible to
simulate a variety of military scenarios. This requires several kinds of customiza-
tions:

— Certain terrains preclude certain classes of weapons; the weapons controlled
by each person must change according to the terrain under simulation.

— Different branches of the military employ different personnel hierarchies;
each person’s superiors in the hierarchy must therefore be flexible.

— Different situations may require personnel to respond differently to the same
nature and location of target; thus the algorithm for deciding whether some-
one can accept a mission requires flexibility, sometimes on-the-fly.

Constructing separate simulators from scratch for each potential scenario is in-
feasible. FSATS implementations therefore need to be customizable along all of
these lines with minimal reconfiguration effort. Linking is acceptable when build-
ing a new simulator, but modification to existing code is not. Batory, Johnson,
MacDonald, and von Heeder [5] designed and implemented FSATS using feature-
oriented modules to endow it with these capabilities. This implementation uses
Batory’s JTS system [fi], a Java front-end developed to support feature-oriented
modules. This section uses their decisions and observations to motivate (Section
Z1)) and define (Section 2.2)) feature-oriented design.

2.1 Feature-Oriented Designs

FSATS consists of personnel and weapons (collectively called the actors) and
missions for firing on targets (the features or operations that the actors cooper-
ate to implement). For each actor/mission pair such that the actor participates
in the mission, FSATS contains code fragment(s) implementing the actor’s role
in the mission. The architecture organizes these code fragments into cohesive
constructs, such as classes and modules. Viewing the actor/mission pairs as
a grid, two organizations jump to mind (Figure [M): modules can align with ac-
tors/columns (actor-oriented modules), or modules can align with missions/rows
(feature-oriented modules). The figure shows the code fragments as state ma-
chines, which is how the FSATS design expresses its mission protocols. The ex-
traction of FSATS to our state machine models therefore required no special or
intensive effort.

To motivate the appeal of feature-oriented modules, consider the problem of
adding or removing missions from a simulator. For a given set of target condi-
tions, several actors are involved in deciding which mission to execute. Altering
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Fig. 1. Two modularizations of FSATS: actor-oriented (left) and feature-oriented (right);
the dashed boxes delimit module boundaries in each figure

missions under actor-oriented modules therefore requires modifying the modules
for each actor involved in the mission. As the code corresponding to a single
mission may not be cleanly isolated in the original code (since multiple missions
may involve similar decision-making processes), this editing operation is poten-
tially expensive (not to mention error prone). With feature-oriented modules, in
contrast, each module encapsulates code for a mission centered around a par-
ticular weapon under a certain set of conditions. To remove a weapon from the
system, a programmer can simply re-compose the system without the missions
(modules) that use a weapon; the original implementor performed the necessary
decomposition, so no editing of code is required.

Feature-oriented modules have been called collaborations, since a module
encapsulates the code through which the actors collaborate to perform an oper-
ation. We adopt the term collaboration in the rest of this paper. In FSATS, each
actor /mission code fragment is a class. A collaboration is therefore an ordered
tuple of classes, one per actor. Collaboration composition connects the classes for
each actor via object-oriented inheritance. The resulting (single) class contains
all of the code needed to implement each mission for that (single) actor.

FSATS’s requirement of flexible personnel hierarchies mandates that classes
within collaborations have parameterized super-classes. For example, assume
that battalion leaders report to brigade leaders in one simulator and to divi-
sion command in another. These simulators require different collaborations for
their core communications protocols. A designer implementing a mission involv-
ing battalions does not know which communication collaboration to use; that
decision happens at system-composition time@. The designer therefore cannot
fix the super-classes of the classes in his collaboration; he can, however, impose
constraints on them through interfaces. Classes with parameterized super-classes
are called mizins [T02238142].

Collaborations comprised of mixins provide the flexibility needed to imple-
ment FSATS. Different FSATS simulators are built by selecting weapons and
communications collaborations and composing them to form a complete sim-
ulator. As described here, collaborations obey the characteristics of compo-
nents [22], such as separate compilation, multiple instantiability and external
linkage. A brief sampling of other successful designs in this domain includes

! In other words, collaborations are composed through client-controlled or third-party
linking.
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protocol layers and database modules [7J8]41], a programming environment [17],
test-bench generators [25] and verification tools [21)89]. The growing applica-
tion of collaboration-based architectures also reflects in the increased language
support for programming with collaborations [6l22134].

2.2 A Formal Model of FSATS

Having motivated the overall architecture of FSATS, we now describe a more
formal model of collaborations, their interfaces, and their compositions that we
use in our verification methodology. In FSATS, two pieces of code implement a
particular actor’s role in a mission. The first is a state machine fragment that
specifies a mission-specific communication protocol. The second is a set of rules
that govern whether an actor is equipped to accept a particular mission (based
on his weapons’ status and capacity). Our case study verifies properties of the
communication protocol, not of the weapons selection rules. We therefore adopt
a simpler view of FSATS in which each collaboration consists of a tuple of state
machine fragments and an interface for composing collaborations; each state
machine fragment extends an existing (base) state machine by adding nodes,
edges, and/or paths between states in the base machine.

Each base or composed design specifies interfaces, in terms of states, at which
clients may attach extensions (i.e additional collaborations). We define interfaces
formally below. In our experience, new features generally attach to the base de-
sign at common or predictable points; the set of interfaces is therefore small.
This is important, as the interface states will indicate information that we must
gather about a design in order to perform compositional verification of collab-
orations; a large number of interfaces might require too much overhead in our
methodology.

The following formal definition from our earlier paper [20] makes our model
of collaboration-based designs precise. The definitions match the intuition in the
figures, so a casual reader may wish to skip the formal definition.

Definition 1 A state machine is a tuple (S, X, A, so, R, L), where S is a set of
states, X' is the input alphabet, A is the output alphabet, sy € S is the initial
state, R C S x PL(X) x S is the transition relation (where PL(X) denotes the
set of propositional logic expressions over X), and L : S — 24 indicates which
output symbols are true in each state.

Definition 2 A base system is a tuple (M, ..., M) of state machines and a set
of interfaces. We denote the elements of machine M; as (Sari, Xnri, Anriy S00ps
Rysiy Lagi). An interface contains a sequence of pairs of states

({exity, reentryy), . .., (exity, reentryg)).

Each exit; and reentry; is a state in machine M;. State exit; is a state from
which control can enter an extension machine, and reentry; is a state from which
control returns to the base system. Interfaces also contain a set of properties and
other information which are derived from the base system during verification;
we describe these properties in detail in later sections.
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Fig. 2. Collaborations, interfaces, and composition

Definition 3 An extension is a tuple (Fy,..., E,) of state machines. Each E;
must induce a connected graph, must have a single initial state with in-degree
zero, and must have a single state with out-degree zero. For each F;, we refer to
the initial state as in; and the state with out-degree zero as out;. States in; and
out; serve as placeholders for the states to which the collaboration will connect
when composed with a base system. Neither of these states is in the domain of
the labeling function L;.

Given a base system B, one of its interfaces I, and an extension F, we can
form a new system by connecting the machines in E to those in B through the
states in I, as shown in Figure[2l For the purposes of this paper, we assume that
B and F contain the same number of state machines. This restriction is easily
relaxed; the relaxed form allows actors to not participate in each new feature, or
to allow new actors as required by new features. We also assume that the states
in the constituent machines of base systems and extensions are distinct.

Definition 4 Composing base system B = (M;,..., M) and extension col-
laboration E = (Eq,..., Fy) via an interface I = ({exitq, reentry,), ..., (exity,
reentryy)) yields a tuple (C1,...,Cy) of state machines. Each C; = (S¢;, e,
ACia S0cis RCi7 LCi> is defined from Mi = <SMi; E]\/[i, AMi; S0 RMi, LM1> and
its corresponding extension F; = (Sg;, Xgi, Api, S04, REi, LEi) as follows: S¢; =
Swmi U Sgi — {ing, out;}; soo; = So0,.; Rei is formed by replacing all references
to in; and out; in Rg; with exit; and reentry;, respectively, and unioning it with
Ryy;. All other components are the union of the corresponding pieces from M;
and E;. We will refer to the cross-product of Ci, ..., Ck as the global composed
state machine.

Definition F] allows composed designs to serve as subsequent base systems by
creating additional interfaces as necessary. This supports the notion of compound
components that is fundamental in most definitions of component-based systems.

3 Modular Verification of Collaborative Designs

Modular verification succeeds when the designer can isolate portions of a design
that are relevant to properties. Assume we wish to verify a property that all
actors participate in executing. An actor-oriented architecture naturally decom-
poses into individual actor modules. The property, however, typically relates to
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a feature, not an actor. Thus, the verification engineer must decompose the prop-
erty to align with the modular structure. Experience shows that this task can be
extremely difficult in practice because it is hard to isolate how one particular
actor (or small set of actors) contributes to satisfying a property. Furthermore,
actor-based property decompositions can induce circularity in the assumptions
of behavior between modules [I3]. Despite techniques for avoiding circularity
problems [324], decomposition remains challenging in practice.

In contrast, collaboration-based designs often avoid both property decompo-
sition and circularity problems because the modules naturally decompose around
features. If the property concerns a feature, collaborations isolate the relevant
portion of the system by design. Ideally, we should thus be able to verify a prop-
erty of a feature by analyzing the relevant collaborations in isolation from the
rest of the system. Our methodology provides a mechanism for doing this.

What about properties that concern actors rather than features? Wouldn’t
an actor-oriented architecture be more suitable for proving those properties?
Collaborations actually support both actor-oriented and feature-oriented de-
compositions. A full design is composed from a set of collaborations, which are
tuples of mixins. If a property concerns the behavior of a single actor across
multiple features, a verification tool can extract the actor’s mixins from the col-
laborations, compose them via inheritance, and verify the property against the
result. In short, collaborations can be composed either vertically or horizontally
(as shown in Figure [T) as needed. Designing systems to support both actor-
and feature-oriented composition does, however, force designers to break actors
down into feature-sized pieces. The variety of systems that designers have built
using collaborations suggests that programmers are willing to do this work in
exchange for the benefits associated with collaboration-based designs.

A Methodology for Verifying Collaborations Modularly

This section summarizes our methodology for verifying properties against indi-
vidual collaborations using CTL model checking; the full formal details appear
in a separate paper [20]. The methodology currently supports the following ac-
tivities:

1. Proving a CTL property of individual or compositions of collaborations.

2. Deriving preservation constraints on the interface states of a collaboration
that are sufficient to preserve each property after composition.

3. Proving that a collaboration satisfies the preservation constraints of another
collaboration (or existing system). We establish preservation by analyzing
only the extension, not the composition of the two collaborations.

The main challenge in the methodology lies in the first activity. In order to
model check a property against a collaboration, we need a single state machine
for the global cross-product of the machine fragments in that collaboration. We
discuss the issues in constructing this cross product below. The second activity
involves recording some information during the CTL model checking process.
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Collaboration
to Verify

Fig. 3. Constructing collaboration cross-products to enable model checking. The
shaded states represent a reachable state in the overall system; this cross-collaboration
state arises during the transition from one feature to another.

The third involves mostly routine CTL model checking, with an initial seeding
of labels on certain states of a design. We use CTL rather than LTL because the
CTL semantics supports the state labelings that we need for our methodology;
adapting our methodology to LTL is an open problem.

Let us examine the task of constructing the cross-product of the state ma-
chine fragments in a collaboration. Figure [ illustrates the situation: we wish
to verify the lower collaboration in isolation from the upper one. Since actors
operate in parallel within a collaboration, we must therefore construct the cross
product of the state machine fragments in the lower collaboration (as the x’s
between the fragments in the lower collaboration indicate). Cross-product con-
structions begin with a set of initial (cross-product) states. What, though, are
the initial states of the lower collaboration? Only the base system contains the
initial states for the final, fully composed design. For other collaborations, only
their “in” states (in the interface) give any indication of how to start running
the collaboration.

It is tempting to assume that all actors will enter the collaboration for a
feature at the same time: that is, to assume that the tuple of “exit” states
from the interface is reachable. Unfortunately, practice violates this simplistic
assumption. In FSATS, the person accepting a mission enters the collaboration for
that mission and sends a message to that effect along the chain of command. As
other people receive the message, they too enter the collaboration. While it is true
that once one actor enters the collaboration the others will (eventually) follow,
they do not enter the collaboration all at once. Figure Blillustrates this situation
through the shaded states; two actors have entered the collaboration, while the
middle actor has not yet made that transition. Detecting the initial states of the
collaboration to verify is therefore non-trivial. Furthermore, the shaded states
also illustrate that some reachable cross-product states span collaborations. Such
states are reachable only during the transition from one collaboration (feature)
to another.

In FSATS, all mission collaborations (all collaborations other than the base
system) attach to the base system. We have presented a formal algorithm that
exploits this organization to identify the cross-collaboration states; our method-
ology uses these states to drive the cross-product construction for the collab-
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Fig.4. A example of the methodology. The depicted state machine fragment is the
FSATS state machine for the mortar actor in the mortar mission. The dashed states are
placeholders for the interface states to which the mortar collaboration attaches. The
formulas next to the “re-enter” state are the seeded labels; these labels were copied
from the mortar actor base machine (not depicted). CTL model checking determines
labels on the “exit” state based on the seeded labels.

oration [20]. The construction includes the cross-collaboration states with the
collaboration cross-product, which guarantees that our methodology visits all
reachable cross-product states; details appear in our earlier work [20]. This pro-
cess may add a few states to the state machine fragments in each collaboration;
we explore the impact of these extra states experimentally in Section Bl Once
we identify the initial states, we use a standard cross-product construction to
obtain a single state machine suitable for model checking the collaboration.

Having computed the cross-product for a collaboration, we use the standard
CTL model checking algorithm [12] to verify properties. Proving that composi-
tion preserves the property is the next challenge. This is where collaboration-
based verification diverges from standard approaches to modular verification.
Under parallel composition, modular verification techniques assume that compo-
sition does not add new behaviors to a module. This is a reasonable assumption
since the states of two modules interact only through a cross-product construc-
tion. In contrast, composing collaborations adds transitions, and thus behaviors,
to states in a given module. These extensions are a natural and important part
of collaborative designs. This characteristic, however, inhibits the use of modular
verification techniques based on parallel composition.

Fortunately, the limited communication between collaborations—which oc-
curs only at the interface states between the collaborations—reduces modular
verification to a form of sequential verification. We use Laster and Grumberg’s
algorithm [32] for compositional model checking under sequential composition
for this step. Briefly, when model checking a property against a collaboration, we
record the labels that the CTL model checking algorithm assigns to the interface
states. When we attach a new collaboration to those states, we check that the
new collaboration will not invalidate any of those labels. We perform this step
by attaching two dummy states to the new collaboration (one each for exit and
re-entry), seeding the dummy re-entry state with the saved interface labels, and
using the CTL model checking algorithm to derive labels on the dummy exit
state (see Figure[d). If the derived labels are consistent with the recorded labels,
the composition will preserve the property of the original collaboration.
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With the exception of seeding states with properties, our methodology uses
standard CTL model checking algorithms. The contribution of our methodology
lies in techniques for computing cross-products of collaborations and in identi-
fying necessary constraints on collaboration interactions to guarantee that our
approach is sound with respect to a conventional actor-oriented modularization.
We base soundness on the claim that our method would explore the same set of
global states as in an actor-oriented, parallel composition of the state-machine
fragments. In other words, the state spaces obtained by the two modularizations
shown in Figure [[] are equivalent. OQur prior work [20] presents the additional
constraints needed to achieve soundness; intuitively, these constraints require
forms of synchronization between actors at feature boundaries?.

4 Results on FSATS

Our FSATS case study was designed with several goals in mind:

— To validate our modular verification methodology on a significant software
example. FSATS suits this role well: a full FSATS system contains at least 14
actors participating in at least 15 different mission types. The case study
reported in this paper used 3 representative mission types over 14 actors.

— To determine the levels of state-space reduction we can achieve through
feature-oriented modular decomposition.

— To determine the overhead due to our verification methodology.

— To explore whether feature-oriented modules provide decompositions that
naturally align with properties.

This case study employed a base system containing the core communications
protocol and three missions: one in which the battalion fires a mortar, one in
which a platoon attacks with an artillery unit, and one in which the division
commander fires a set of rocket launchers. The mortar and artillery missions
embody simple protocols and yield small state machines. The rocket launcher
protocol is more complicated because launchers must scurry out of hiding places
in order to fire, then return to hiding places to reload during an attack. The
coordination of launchers across hiding places gives rise to a protocol similar
to cache coherence: the division officer must know where the rockets are at all
times, and no two rockets can hide in the same spot at the same time.

We chose these three layers for several reasons. First, the mortar and artillery
layers share some common design variables, so there is potential for property
clashes when these modules are composed. Second, only a portion of the com-
mand hierarchy participates in deciding whether to use mortar or artillery, so
we have the potential to eliminate unnecessary participants, as we would do in
a standard parallel decomposition. Finally, the rocket launcher collaboration is
substantially larger than the other two; ignoring this collaboration when reason-
ing about either of the other two collaborations should noticeably moderate the
resources required during verification.

2 These constraints are, incidentally, also necessary for modular testing.
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4.1 A Model Checker Supporting the Methodology

Although our methodology centers around the standard CTL model checking
algorithm, existing CTL model checkers do not support it well. These checkers
embody a closed-world assumption, in which all variables involved in the model
are generated within the model. This assumption is invalid in collaborative mod-
ular verification. When we verify that composition does not invalidate existing
properties of collaborations, we must seed states with non-trivial CTL formulas
that would be true in that state after composition. Existing model checkers do
not permit this seeding; they instead require all formula labels to be derived
during model checking. We could augment the model to accomplish seeding—by
adding an automaton sufficient to generate the desired labels—but this change
is both drastic and painstaking to perform manually; it also artificially increases
the size of the model.

We have implemented a prototype custom model checker that allows seeding
of states with arbitrary CTL formulas. If no states are seeded, the model checker
behaves as a conventional CTL checker. If states are seeded, then model checking
results are valid under the assumption that the seeded formulas hold in their
corresponding states. The rest of the methodology discharges this assumption.

Our checker also confirms that models satisfy the constraints that our method-
ology requires for soundness. These constraints involve checking reachability of
certain specific states that we identify based on the interfaces between collabora-
tions. It also confirms that collaborations do not deadlock; this is important for
the correctness of our methodology (otherwise the sequential composition does
not result in a continuously running system). We have written the prototype in
PLT Scheme [17].

4.2 Experiments on the Impact on State-Space Size

Our first experiment assumes that a property is primarily characteristic of one
collaboration. We want to verify that property against that collaboration alone
for two reasons. First, until we have established that the collaboration correctly
implements the property, it isn’t worth verifying the property against other
collaborations. Second, as independent developers, we may not even know the
other collaborations at development time; only the final system integrator will
know all the collaborations.

Figures Bla and Blb depict two approaches to constructing a state space
for this verification. The collaborative design of [B-a allows us to consider just
the collaboration of interest. The system in Blb results from cross-producting
actor-oriented machines; each actor-oriented machine results from connecting
the base and extension machines via transitions as specified in the interface.
For our experiment, we obtained these latter machines by manually linking the
machine fragments across collaborations, as we discuss in Section Bl The table
below presents this comparisor@.

3 These sizes do not include the environment models that may be needed for model
checking.
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Fig. 5. State-spaces contrasted in our experiments. Each shape represents a state-
machine fragment implementing a particular mission (rows) for a particular actor
(columns). The shaded shapes indicate which fragments are included in each com-
parison. If a comparison includes multiple fragments for an actor (as in experiments
(b) and (c)), those fragments are linked together prior to constructing the cross prod-
uct of the individual actors; the arrows between the fragments illustrate these links.

Mission | States in Collaboration | States in Collab-+Base
Cross-Product (Fig. Bla)|Cross-Product (Fig. Blb)

Mortar 23 84

Artillery 63 104

Rockets 4,994 14,783

A realistic system consists of numerous missions, not just one. Therefore, a
more thorough assessment of state spaces would study the machine sizes that
result from composing multiple missions. We contrast two verification tasks. The
first verifies properties against the cross-product of an actor-oriented decompo-
sition. This may be given by the programmer; in FSATS, we construct the actors
by combining their machine fragments from multiple collaborations (Figure[Blc).
The second verifies properties against each of the collaborations separately, in
the manner described in section Bl The first two columns of the following table
present information on the actor-oriented systems; the third column contrasts
this against the sum of the sizes of each collaboration cross-product (because
the verifications are performed independently).

States in Whole
System (Fig. B-c)

Missions (Plus Base) Transitions|(Sum of) States in

Individual Collabs

Mortar, Artillery 176 243 23 + 63
Mortar, Rockets 45,773 97,865 23 + 4994
Mortar, Artillery, Rockets 90,260 185,158 | 23 + 63 + 4994

These data underscore that verifying properties of multiple missions results in
additive state-space growth with collaboration-based verification; the growth
with no modular verification is potentially multiplicative.

The results in these two tables clearly establish that feature-oriented decom-
position can result in substantial state-space reductions. As we would expect,
the savings grow more impressive as we add missions to the simulator, because
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new missions do not affect the state spaces of individual collaborations. Decom-
position around collaborations therefore controls the growth of state spaces in
model checking.

The data in the first table indicate that our methodology is indeed effec-
tive in restricting the number of states from the base system that need to be
visited while model checking a collaboration. The following table contrasts the
total size of the base system (restricted to the actors involved in the mission)
with the number of base system states needed to drive the construction of the
collaboration cross-product:

Mission |States in Base States from Base
Cross-Product|To Drive Collaboration

Mortar 11 1
Artillery 35 2
Rockets 44 2

In the course of our experiments, we discovered that the choice of interface
states can affect our methodology’s overhead. In our first model, the Mortar
weapon had an almost trivial state machine in the base layer: one state for
starting a mission and another for ending a mission. These two states were
the interface states to which we attached collaborations involving mortars. The
mission starting state was also the initial state for the mortar in the base system.
Having the same state be both the initial state of an actor (in the base) and the
interface “exit” state caused the number of overhead states to bloat artificially
to include the entire base system cross product; this had 11 states in the case
of the Mortar mission actors. After introducing a separate state to use as the
interface state, the overhead dropped to 1 state, which was what we expected.

Our experiments yielded another surprising result. Based on the sizes of the
state machines for the individual actors (between 5 and 100 states per mission
for each of 14 actors), we expected the number of cross-product states in each
simulator to grow dramatically as we added missions. While we did observe no-
ticeable growth, particularly after adding the rocket mission, the growth was not
strictly multiplicative. We later realized that the synchronization between actors
needed to properly implement collaborations naturally limits state explosion, even
under standard parallel composition (since the requirements limit the number of
global states involving states from multiple collaborations). This characteristic
of collaborations is orthogonal to our methodology, and instead reflects a general
benefit of feature-oriented architectures.

To validate this claim, we removed some of the synchronization between ac-
tors at collaboration boundaries and recomposed the simulators. Removing the
synchronization allows one actor to start a new mission upon completion of an old
one, without negotiating with the other actors. This led to a noticeable increase
in state-space size in most cases. While Base+Mortar+Artillery did not change
in size, the unsynchronized Base+Rocket simulator, which had 14,783 states
with synchronization, grew to 534,448 states. We were unable to finish comput-
ing the unsynchronized size for the simulator for some configurations, though
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Base+Mortar+Rocket grew to over 394,000 states, and Base+Mortar—+Artillery+
Rocket exceeded 375,000 states before exhausting available memory.

4.3 Modular Verification Experience

Applying existing modular verification techniques can be difficult in practice
due to the need to decompose properties while avoiding circular arguments. We
therefore wanted to gauge whether our methodology helped or hindered the ver-
ification process. This section discusses our observations from using our model
checker to verify several properties of FSATS. We do not discuss the actual prop-
erties or running times and memory usage. The properties are standard CTL
invariants and eventualities. We omit the resource usage data for two reasons.
First, we are using explicit-state model checking, so state-space size is a reason-
able predictor of performance (unlike with BDDs). Second, our current tool is
a proof-of-concept prototype for our algorithms so we expect the resource usage
would be artificially high.

Assume a user wants to verify a property about the mortar mission, such
as “once started, the mortar eventually fires all rounds”. The user provides our
model checker with three pieces of information: the base machines for the FSATS
actors, the collaboration implementing the mission, and the property to verify.
Our tool automatically constructs the cross-product of the collaboration (using
information from the base machines), checks whether the collaboration satisfies
needed synchronization restrictions, and calls the model checker. Error traces,
if any, are of the usual flavor and are expressed relative to the collaboration
cross-product. The property and the constraints needed to confirm that it holds
after composition are stored with the collaboration. When a user composes a
new collaboration onto a system, our tool automatically confirms that existing
properties of the collaboration and system are preserved.

In short, a user’s interaction with this system is similar to that with a con-
ventional model checker, with the exception of indicating which collaboration
each property should be proven against. There is no need to decompose the
system or the property. The tool manages all of the assumptions required for
modular verification (this entails deriving labels during earlier model checking
runs). There is no danger of introducing circularity, because the user does not
need to introduce any information; all of the decomposition information comes
directly from the design architecture.

Our tool’s automated checks for synchronization requirements (mostly vari-
ous reachability checks) also helped us detect some design errors. For example,
the re-entry interface states must be reachable within a collaboration. Our early
model of FSATS had some errors that violated this restriction. None of the prop-
erties we tried to check would have detected the problem. Thus, our methodology
does provide some simple sanity checks on designs that can help locate real errors
in system models.
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5 Related Work

Several verification techniques use design information to restrict the state space
to the portion relevant to a given property. Cone-of-influence reductions [31] use
dependence analyses between variables to eliminate portions of the state space.
These analyses retain portions of the state space needed to reach the relevant
portion of the design from the initial states; our method eliminates most of the
states traversed from the initial states to the point of entry to a collaboration.
Cone-of-influence reductions are also less effective if multiple parts of the design
involve the same variables. Multiple FSATS layers refer to shared variables that
also occur in the properties we wish to verify; all of these layers would be explored
under a cone-of-influence reduction.

Variants of code layering have been used in both software engineering and
verification contexts. The term “layered architecture”, however, generally as-
sumes that each layer refines a more abstract layer already in the system. Such
assumptions correspond to abstraction or refinement layers in verification, in
which one layer is shown to subsume the behavior of another [31]. This work is
orthogonal to ours, which does not require any abstraction relationship between
collaborations. Techniques that combine these two forms of layering is a subject
for further research.

Several researchers have described modular verification techniques based on
parallel composition [T9/23/30036]. Some preliminary research [2JT4J32] consid-
ers modular model checking under sequential composition, which is closer to
the model used in software. Laster and Grumberg’s approach [32] handles de-
signs with only one state machine; it also lacks a design framework, such as
collaboration-based design, to drive the decomposition of the design. Subsequent
work obtains this decomposition from hierarchical state machines [2] or State-
Charts [14], but still considers designs with only one state machine. Our work,
in contrast, includes multiple state machines per collaboration, which greatly
complicates the verification problem. Alur and Yannakakis cite the problem of
sequential verification over multiple state machines as open for future work [2].
Alur et al. [1] discuss analysis techniques for sequential refinements within mod-
ules that are composed in parallel; their work, unlike ours, does not support co-
ordination between sequential refinements across modules. None of these works
compares the state space sizes in their techniques against those of traditional
model checking.

Work on pre- and post-condition verification in theorem proving is another
form of modular reasoning under sequential composition. Such work views code
at the level of individual, stand-alone functions and instructions, rather than at
the level of coordination between multiple actors in a system.

Feature-oriented specifications are common within the community working
on the feature-interaction problem. Work in this area looks at feature-based spec-
ification languages [27], and seeks techniques to detect undesirable interactions
between features [III]. In some ways, our work has similar goals. Keck and
Kuehn provide an extensive survey of the feature interaction problem and ap-
proaches to solving it, including several verification-based approaches [28]. To the
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best of our knowledge, none of these works are specifically considering modular
formal verification strategies for features that span multiple actors.

One could view our work as a preliminary verification methodology for a
restricted form of aspect-oriented programming [29]. Aspects in their full gener-
ality lack a suitable verification methodology; current efforts are still geared at
providing a formal semantics of aspect-oriented programming [44]. We believe
more restricted models of features than full aspects are necessary to support
modular verification strategies.

6 Conclusions and Future Work

Modular verification is an attractive approach to managing state explosion. Mod-
ules, by design, delineate somewhat independent portions of a system. In theory,
we should be able to exploit this independence to decompose intractable ver-
ification problems into tractable ones about each module (or small groups of
modules). Experience shows that modular verification is extremely difficult to
use in practice. The main challenge lies in property decomposition: the need to
decompose a property of a system into sub-properties of its modules. Traditional
modules reflect physical independence (different devices on a chip, for instance)
rather than behavioral independence. Since properties concern behavior, con-
ventional modular structures are misaligned with properties and make modular
decomposition difficult.

Collaborations are modules that encapsulate code involved in the same opera-
tion in a system. They have received increasing attention in software engineering
because their separation of behavior simplifies software evolution, configuration,
and maintenance. This paper explores the effect of these designs on modular
model checking, especially on state space sizes and on the need for property
decomposition.

We present a case study of applying a new model checker we have developed
to a real command-and-control simulator called FSATS. The results are extremely
positive. Collaborations dramatically reduced the size of the state space to be
explored during model checking, while requiring no property decomposition. Fur-
thermore, we observed that the programming discipline of collaborations requires
certain synchronizations that naturally control state-space growth. The ease of
modular verification in this framework, combined with the measured reductions
in state space sizes, suggest that collaborations provide more useful modulariza-
tions for verification than conventional modules do. While we needed to develop
a custom model checker for this work, the differences between our checker and
standard ones are conceptually simple; we therefore believe one could integrate
our approach into existing CTL checkers with a little re-engineering.

Section Bl explained that we use CTL rather than LTL in our work. CTL is
more amenable to our state-labeling method because CTL algorithms traverse
and label individual states. LTL algorithms, in contrast, reduce to cycle detection
on automata and do not consider state labelings. This difference arises from
the semantics of the two languages; CTL is state-oriented while LTL is path-
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oriented. The numerous advantages of LTL over CTL [43], however, make an
LTL-based version of our methodology attractive. Extending our work to handle
LTL remains an open problem that we hope to address in the near future.

We plan to continue our study along several lines. First, we need to confirm
our hypothesis that collaboration-based decomposition achieves greater reduc-
tions than cone-of-influence analysis. Second, we need to extend our current
methodology to support data-intensive designs, instead of just control-intensive
ones. FSATS will continue to be an interesting example for this effort, as it in-
volves a combination of a control-intensive communications protocol between
personnel and data-intensive decisions within the protocol. Third, our current
methodology assumes that collaborations specify control-flow via state machines.
We would like to extend existing work on deriving state machines from source
code [THTGI26] to extract collaboration-oriented models. A related question asks
whether our collaboration-based organization is too restrictive; it may be possi-
ble to extract collaboration-like behavior from code that is composed in parallel,
perhaps by examining synchronization points.
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Abstract. This paper tackles the problem of model-checking SDL pro-
grams that use the save operator. Previous work on model-checking SDL
programs with SPIN consisted in translating SDL into IF (using sd12if)
and finally IF to Promela (if2pml). However, the save operator of SDL is
not handled by the (final) translator 1£2pml. We propose an extension of
the if2pml tool that translates IF into Promela programs with save oper-
ators. We also add an abstraction method on buffer messages to if2pml
allowing the user to gather some buffer messages into one abstract value.
We use our extended version of if2pml to validate an Unmanned Under-
water Vehicle (UUV) subsystem specified with SDL.

Keywords: SDL formalism, save operator, model-checking, data ab-
straction

1 Introduction

SDL for Industrial Applications. The developments of embedded reactive sys-
tems are subject to a tight integration of the formal methodologies into the
existing software development cycle in order to increase design quality. Our re-
search group is involved in the design of advanced robotics control systems, and
we have recently developed pieces of software for an Unmanned Underwater Ve-
hicle (UUV). In this project, as well as for various industrial requirements, we
had to specify the system with the SDL formalism, normalized by IT UE, recom-
mendation Z.100 [[TU945]. The software has many critical parts involving (ad
hoc) communication protocols we have developed, hence the need for a formal
verification of safety requirements.

SDL and Formal Verification with SPIN. The SDL VERILOG [VER99] and
TELELOGIC [TEL9S8] tools allow the user to check for a restricted subset of
properties like deadlocks, infinite loops or exceeded queue lengths. In many
cases such safety requirements are not sufficient to ensure good software quality
and the need for expressing more subtle properties (e.g. using temporal logics)
arises. In order to check temporal properties on SDL specifications, Bosnaki &
al. [BDHS00] have proposed to translate SDL specifications into Promela pro-
grams that can be model-checked with SPIN [Hol97]. The method consists in
(1) translating an SDL program into the intermediate format IF (via sd12if
[BEGT99]); (2) the IF program is then translated into Promela (using if2pml
presented in [BDHS00]).

! International Telecommunication Union

D. Bosnacki and S. Leue (Eds.): SPIN 2002, LNCS 2318, pp. 79-04] 2002.
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Our Contribution. In the development of the UUV system, we make extensive
use of the SDL save operator. Although this operator exists in the IF language
the translation of the IF save operator into Promela with the if2pml tool has
not yet been implemented. We then had to extend the if2pml tool to handle this
operator. One of the impediments we encountered in the development and model-
checking of our UUV software was of course the state-explosion problem. This
problem was amplified because the translation of the save operator duplicates
buffers and so brings about an exponential growth in the number of states of
the system. To tackle this problem we once again extended the if2pml tool with
a message abstraction capability so that some messages could be gathered and
abstracted away following the method proposed by Clarke & al. in [CGL92].

Outline of the Paper. The paper is organized as follows: section Bl deals with the
implementation of the translation of the save operator into if2pml to produce
Promela programs. Section Bl is devoted to the presentation of message abstrac-
tion via Clarke’s abstraction algorithm and its implementation in an extended
version of if2pml. Finally, the applications of the above techniques are presented
on the UUV system in section[d and we conclude in section Bl

2 Translating SDL Events Savings into Promela

2.1 SDL Programs

An SDL program consists of a set of processes described in graphical language.
Each process has an input FIFO queue in which events to be processed are stored.
A process can output events to other input queues. The informal semantics of a
single step of an SDL proceseﬂ is roughly:

1. process an event from the input queue;
2. output events,
3. go to step 1.

The communication between processes is asynchronous. One of the features
of SDL processes is the capability of storing events in order to process them
later. This capability is very similar to the one used in the Electre reactive lan-
guage [CR95] where the semantic model is a FIFFO (First In First Fireable Out)
automaton [SFRC99]. In SDL programs, some of the events of the input queue
cannot be processed in particular states and so are stored for later processing.
This feature is explicitly implemented with the SDL save operator. An event in
a queue is actually a complex structure which contains the SDL identifier of the
events (its name), (the list of SDL data values carried by the event) and the Pid
of the sender: in the following we will deal only with the event and the Pid value
attached to it (e.g. c(sender) for event ¢ that was sent by process sender).

2 see [ITU94a) for a formal definition.
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Fig. 1. Sample part of an SDL process using saved events

2.2 The save Operator

A save operator specifies a set of events that cannot be processed in a particular
state and are to be kept in the input queue for later processing. Figure [ gives
an example of the use of the (SDL graphical) save operator. When the process is
in state wait only events ¢, f can be processed, whereas a,b must be left in the
input queue, and d, e are neither saved nor processed and thus are discarded.
Based on [[TU94b], the formal semantics for the processing of events for one
process P is the following:

— let Bs be the set of saved events when process P is in state s, 75 be the
set of events that can be processed in state s, 7T the set of events that are
discarded in state s; then B, U T, U T, = £ is a partition of the set of all
input events of P;

— let ¢ € £* be the current input queue when process P is in state s,

— then

Oeithergofwew’withee’ﬁ,we( w’ € £*. From state s, P
will reach a new state s’ and the new queue 1@ o' =wg,w'.

e or e (B;U 7;) . in this case no event can be processed and the queue
is left unchanged: ¢’ = ¢. This agrees with the semantics of discarded
events given in [BDHS00] (which is different from the one in [[TU94D]).

To sum up, P will process the first (the oldest) non saved event of its input
queue if it can be taken into account in state s. All the preceeding discarded
events are removed from the queue.

For instance, if £ = {a, b, ¢, d, e}, in state wait of Figure[llwe have Bs = {a, b},
Ts = {c, f} and T. = {d,e}. If the input queue is abed, ¢ will be processed and

% actually, d(or e) will be discarded if it is before the first processable event in the
queue.

4 for X' C ¥ and w € X*, we denote by w| s the word obtained from w by removing
all the letters not belonging to X’.
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process proc_i0 :buffer q_proc_iO;
var
sender : pid;
parent : pid;
offspring : pid;
state
start :init;
wait
discard d,e
in q_proc_iO;
save a,b
in g_proc_iO;
end;
statel;
state2;
transition
from start to wait;
from wait
input c(sender) from q_proc_i0 to statel;
from wait
input f(sender) from q_proc_i0 to state2;
from statel to wait;
from state2 to wait;

Fig. 2. The translated IF code for the SDL state wait

the new input queue is abd. Now if the input queue is abdc, ¢ is processed and d
removed leading to ab. If the queue is abddcfd, a single step will lead to abfd.

2.3 Translation of SDL save into IF save

An SDL process P is translated into an IF process proc_P by the sd12if program
presented in [BEGT99]. In this translation, an input buffer g_proc_P is associated
to proc_P. Figure 2 gives the IF code of the sample part of the process depicted
on Figure [[] The translation of the IF process into Promela does not yet take
into account the saved events.

Nevertheless, the semantics of the save operator exists in the IF language.
The dynamic semantics of IF programs [BGGT99| that gives the meaning of
the save IF construct is essentially the same as the one given in section
The translation of an SDL program composed of n processes is an IF program
composed of the n IF translations of the processes.

The crucial points when implementing this semantics in Promela is that it
implies a recursive processing of the input queue until an event that can be
processed is found. This type of search and dequeing anywhere in the queue
cannot be translated directly using Promela primitives.
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2.4 Translation of IF save into Promela

A naive way of translating the processing of a queue ¢ in state s into Promela
that preserves the semantics of the save operator would be:

— let B, be the set of saved events in s, 7~'S the set of discarded events and 7
the set of processable events,
— process ¢ as follows:
1. if de € p Ae € T; then
(a) add a fresh end token L at the end of the queue ¢,
(b) do:
dequeue €’ from ¢ and if ¢’ € B, enqueue €’ in ¢
until ¢ = e.w with e € Tg;
(¢) remove e from ¢ and change the state of the process P according to
the e-transition;
(d) dequeue €’ from ¢ and enqueue ¢’ while ¢’ # L;
(e) dequeue L.
2. otherwise do nothing.

It is quite obvious that for a buffer of length n every processing needs at most
2(n + 1) steps of dequeuing + inqueuing. In practice, this algorithm requires a
free slot to enqueue L. This means that if we want to store at most n events, we
take an actual buffer of length n + 1. Moreover, before any enqueuing we have
to add a test in the Promela program on the length of the buffer.

We present a solution that uses a temporary queue but avoids testing buffer
length at each enqueuing. Suppose the queue is of the form ¢ = w.e.w’ with
e€Ts, we (BsUT)*,w' € EF (with B, Ts, Ts defined in section [Z2)).

The algorithm using an intermediate queue ¢’ involves the following se-
quence:

1. do:
dequeue €’ from ¢ and if ¢’ € B, enqueue €’ in ¢’
until ¢ = e.w with e € Tg;
2. process e: remove e from ¢ and change the state of the process P according
to the e-transition;
3. do:
dequeue €’ from ¢ and enqueue €’ in ¢’
until ¢ = € (e is the empty word);

In the end ¢’ contains the new updated queue. We illustrate our algorithm in
Figure 3

Let wait be the SDL state mentioned in Figure[Il The processing of events
cor f is considered with two configurations (I) and (II). The left-hand buffer is
the input buffer of the process (p) and the right-hand one the temporary buffer
¢'. From step 1, we enqueue saved events leading to step 2. In step 2, the first
event of ¢ is a non-saved event and is processed. Step 3 consists in enqueuing
each event in ¢’ until ¢ is empty. In the last step, each event temporarily stored
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Fig. 3. Example of a processing of the input buffer

in ¢ is appended to ¢ ([¢ := ¢']). This step respects the initial event order
in buffer . The translation of the IF program of Figure Plinto a Promela pro-
gram is given in Figure Bl The proc process manages two buffers: the initial
one q_proc_i0 corresponds to ¢ and the temporary buffer g_proc_i0_tmp is ¢'.
They are declared with the same size as the initial SDL buffer. The first test
(step 1) is to verify that one of the expected events (¢ or f) is in the buffer
(q-proc_i0??[c] || q_proc_i0??[f] ). The saved events preceding ¢ or f in
the buffer are then stored in the temporary buffer (step 2) (q_proc_iO_tmp!a
and q-proc_i0_tmp!b). Discarded events are consumed and removed from the
queue. When c or f is encountered (q-proc_i0?c or gq-proc_i0?f), a first loop
is executed. This one consists in appending all events still in the initial buffer
to the temporary buffer. When q_proc_iO is empty, the last step is to move
g-proc_iO_tmp into this buffer. Each event is appended to the buffer until the
temporary buffer q_proc_i0_tmp is empty. When the new queue is ready in buffer
g-proc_i0, the actions associated with the processed event are taken and the new
state is reached.

Our extended version of the if2pml translator implements this algorithm
and the Promela code of Figure Hlis an example of its output.

The implementation of the save primitive requires a new temporary queue for
each input queue. Then the number of states of the resulting Promela program
is multiplied in the worst case by the number of states of the FIFO queues.

Of course, this does not rule out situations where the queue is full and one
has to make sure that the length of the queue is large enough to handle all
pending events.

The systems we are developing make require a lot of buffers and the state
blow-up is particularly high when considering the number of events in a buffer.
Let B be a buffer with p places in which k event values can be stored. This buffer



Extending the Translation from SDL to Promela 85

wait:
atomicq{
if
::(q_proc_i0?7[c] || q_proc_i0?7[£f])->
do
:: g_proc_i0?b(sender)->q_proc_iO_temp!b(sender) ;
:: g_proc_iO7a(sender)-> q_proc_iO_temp'!a(sender);
:: q_proc_iO%7e,_->
:: q_proc_i07d,_->
:: g_proc_i0%c->
do /* for x=a,b,c,d,e,f */
: g_proc_i07x -> g_proc_iO_temp!x(sender);
:: empty(q_proc_i0)-> break;
od;
do /* for x=a,b,c,d,e,f */
:: gq_proc_iO_temp?x(sender)-> q_proc_iO!x(sender);
: empty(q_proc_iO_temp)-> break;
od;
goto statel;
11 q_proc_i07f->
do /* for x=a,b,c,d,e,f */
11 gq_proc_i0?x -> q_proc_iO_temp!x(sender);
:: empty(q_proc_i0)-> break;
od;
do /* for x=a,b,c,d,e,f */
:: g_proc_iO_temp?x -> g_proc_iO!x(sender);
:: empty(q_proc_iO_temp)-> break;
od;
goto state2;
od;
fi; }

Fig. 4. Promela code obtained from the SDL program of Figure[T]

has Y "_{ k™ possible values. So, a 3-place buffer with 4 different events has 85
possible values.

For a buffer of length n every processing needs at most 2(n + 1) steps of
dequeuing + inqueuing. For space complexity, we use another intermediate buffer
¢ As |¢'| = |¢| = n, we need more space than the naive algorithm presented
at the beginning of the section.

To overcome this problem we give in the next section an implementation of
an abstraction method on buffer messages.

3 Message Buffer Abstraction

3.1 Abstract Interpretation

Abstract interpretation [CC77] consists in building an abstract model M of a
system from a concrete one M preserving some relations between the two models.
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The aim is to reduce the state space of the system so that some properties of
the system are preserved from the abstract to the concrete model.

Usually the abstract system constructed has more behaviours than the initial
program, and the preservation result [CGL92| states that properties quantify-
ing over all paths of the abstract system are preserved whereas existentially
quantified properties are not.

For instance the preserving result applies to a subset of the branching time
logic C'T'L* in which only the path quantifier V is allowed: this subset is usually
referred to as VCTL*. As a consequence it can also be applied to LT L properties
as they quantify over all pathsﬁ. Of course the formula on the abstract model
has to be expressed in terms of abstract data: let ¢ denote the abstract property
obtained from the concrete property ¢E Then, for a formula ¢ € VCTL*, if
M = ¢ then M = ¢.

3.2 Data Abstraction

The abstraction algorithm consists in interpreting the concrete program to ob-
tain directly the abstract version of the system. The initial model is a labelled
transition system. This abstraction can be applied to IF programs during the
translation into Promela. Indeed, each IF process is associated with a labelled
transition system. The benefit of this method is that the abstract model is con-
structed directly from the initial program. This is particularly interesting for
infinite or large systems.

In the sequel, we use Clarke’s algorithm [CGL92] to build an abstract model
of the system where some buffer messages are abstracted away. We apply this
technique to the IF program obtained from a SDL program which is the concrete
model, to build an abstract Promela version of the program.

3.3 Buffer Abstraction on IF Program

In the abstraction algorithm we use, the abstraction mapping deals with the
buffer contents.

Let & represent the possible events that can be stored in a buffer B of the
system. £ is then the set of possible values of the buffer. We denote £ the set
of abstract events ((€ A)* is then the set of abstract contents of the buffers.) The
abstraction mapping h : £ — £4 associates to each event ey, es,...,e, € £ an
abstract value in £4. We denote h(e) = e4.

Together with the abstraction mapping, we have to define abstract primitives
on buffers. The abstract operators on buffers are defined straightforwardly from
the concrete ones by:

h(input(sig)) = input(sig?)
h(output(sig)) = output(sig?)
h(save(sig)) = save(sig?)

5 as LTL is a subset of VCTL*.
6 ¢ depends on the abstraction mapping chosen to build M.
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The translation from IF to Promela is computed compositionally. Indeed, for a
composition (Py]---|P,) of n IF processes we will have

(Py] - |Po)* = (P | P

where P4 denotes the abstract process obtained from P. The abstract inter-
pretation then consists in constructing an abstraction for each IF process in the
system and composing the abstracted processes.

Practically, the abstract interpretation of the system is done during the trans-
lation of the IF system into the corresponding Promela program (if2pml).

3.4 Application

To illustrate this method, we apply the buffer abstraction on the state wait
described in Figure [l The buffer abstraction mapping gathers events a and
b under the label SIG_ABST. Formally, using the relation h, we write : h(b) =
h(a) = SIG-ABST and h(z) = x for the other events. The abstracted version in
Promela of the IF program of Figure [ is shown Figure 3

In state wait, the events a, b have been abstracted into SIG_ABST. This ab-
straction reduces the number of save in the transition relation and then the
number of possible transitions in the system.

3.5 An Extension of if2pml to Automatically Abstract Buffers

We have implemented the buffer abstraction for SDL programs via the the trans-
lation into IF. We have extended the translator if2pml developed by [BDHS00)
with the abstraction feature. Our implementation uses a file describing the ab-
stract mapping. For the example given in Figure [, this file (fic.grp) contains
the following line: SIG_ABST : a,b; meaning that ¢ and b are abstracted into
the same event SIG_ABST. For any other events, abstraction is the identity map-
ping. It may be possible to have more than one abstract signal. Then using
the command line if2pml -a fic.grp prog.if produces the given abstracted
Promela code.

4 Case Study: Verification
of the Obstacle Avoidance System of the UUV

4.1 Obstacle Avoidance System

The UUV information system is based on a distributed architecture that is com-
prised of several subsystems. One is the Obstacle Avoidance System (OAS).
The principle of this system we are developing is to manage in an integrated
way a digital terrain model estimation method, a 3D stabilized and mechani-
cally steered front looking sonar, and computational methods devoted to safe
trajectories computation. It consists of four subsystems (inside the dashed box
in Figure [):
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wait:
atomic{
if
::(qproc_i0??[c] || g_proc_i07?7[f])->
do
:: g_proc_i07SIG_ABST(sender) ->
g_proc_iO_temp!SIG_ABST(sender) ;
: g_proc_iO%e,_->
: gq_proc_i07?d,_->
:: q_proc_i0%7c->
do
:: g_proc_i07SIG_ABST(sender) ->
g_proc_iO_temp!SIG_ABST(sender) ;
/* for x=c,d,e,f */
: q_proc_i0?x(sender)-> g_proc_iO_temp!x(sender)
: empty(q_proc_i0)-> break;
od;
do
11 gq_proc_iO_temp?SIG_ABST(sender) ->
g_proc_i0!SIG_ABST(sender) ;
/* for x=c,d,e,f */
: q_proc_iO_temp?x(sender)-> q_proc_iO!x(sender)
:: empty(q_proc_iO_temp)-> break;
od;
goto statel;
11 gq_proc_i07f->
do
: q_proc_i07SIG_ABST(sender) ->
g_proc_iO_temp!SIG_ABST (sender) ;
/* for x=c,d,e,f */
:: g_proc_i07x(sender)-> q_proc_iO_temp!x(sender)
1 empty(q_proc_i0)-> break;
od;
do
: q_proc_iO_temp?SIG_ABST(sender)->
g_proc_i0!SIG_ABST(sender) ;
/* for x=c,d,e,f */
11 gq_proc_iO_temp?x(sender)-> g_proc_iO!x(sender)
:: empty(q_proc_iO_temp)-> break;
od;
goto state2;
od;
fi; }

Fig. 5. Abstracted Promela code
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Fig. 6. Functional description of the Obstacle Avoidance System.

1. The digital terrain manager (DTM), which estimates the partially known
terrain by using an occupancy grid representation and updating process,

2. the global planner (GP) to generate way points guiding the UUV towards a
given target whilst avoiding terrain obstacles,

3. the reflex planner (RP) to check that the trajectories planned by the GP
are safe, even in the presence of a disturbance, in the sense that they do not
lead to collision,

4. the OAS Supervisor which manages the communication with environmental
subsystems.

Communication between the OAS system and the other UUV systems is
based on an Ethernet network and a CAN bus coupled to actuators and sensors.
The internal OAS process communication mechanism is implemented with the
VxWorks message queues primitives.
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4.2 SDL Model

The Obstacle Avoidance System has the three following operation modes: Rerout-
ing, Terrain following and Security. When necessary, the supervisor is alerted by
Mission Control (event changeMode) that a mode change is required. Periodically
the Navigation System sends navigation data, Mission Control sends a target set
to be reached and the current target number (nav, consign, wayPoint and
noWp) to the supervisor process. The latter will be in charge of redistributing
it to other processes. The trajectory request comes from Control System with
event simuTimeout. The trajectory is computed by the process concerned with
the current operation mode (Rerouting or Terrain following or Security). The
verification with the model-checker SPIN requires the the system to be closed,
and we have defined an environment process model in SDL. This particular pro-
cess is in charge of simulating interactions between the OAS SDL model and the
Navigation System, Control System, Sonar and Mission Control System. Figure[7]
presents the SDL system and events exchanges between these processes.

4.3 Verification of the OAS

Properties of the OAS. Using the tools described in section Bl and [ we can
check for various properties (and for those in VC'TL* we can use the abstraction
presented previously) of the OAS system. The properties we want to check are
the following:

— “the system does mot get stuck in one of the operation modes”; this means
that the operation mode is alternatively changed during the execution of
the system. The mode could be terrain following (terfolMode), rerouting
(reroutMode), or security (securMode). This property can be expressed in
LTL by (but it is not in YCTL*):

—~O0terfolMode A ~OOreroutMode A =<COsecurMode (1)

— “The supervisor and sonarManager processes must run under the same ex-
ecution mode”. e.g when the supervisor process is in a terrain following
mode, the sonar manager process is in a terrain following mode too. The
corresponding YCT L* property is:

O(terfolMode A SonManTerfolMode) (2)

— “The trajectory is computed by the process concerned with the current oper-
ation mode”. e.g. in rerouting mode, the trajectory has to be computed by
process rerout. The trajectory is computed by a process when it receives
event navl. We then define trajRerout to be equivalent to process rerout
receives event navl: q_-rerouting i07[navi]. The YCTL* property to be
checked is:

VO-(terfolMode A trajRerout) (3)
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Table 1. Reduction of the number of states and transitions

H “# states[# trans.[% states ratio[% trans. ratio“
ho = Id]| 95 633 | 505 341 - -
h1 86 225 |403 077 10 % 9%
ho 67 951 | 369 035 40 % 36 %

— “In a rerouting or security operation mode the sonar manager does not send
data to the model process”, i.e. in VCT L*:

VO-((reroutMode V securMode) A sentDataModel) (4)

All these properties involve a number of events in many buffers and the
SDL description of the OAS system makes extensive use of save operators. We
have used our extended version of if2pml to check for properties (2)—(3)—(4).
Property (1) was checked on the concrete system as abstraction is not safe for
this property which does not belong to the YCT L* subset of CTL*.

Results. Table [ presents the different reduction percentages obtained on the
OAS system for different abstraction mappings h; and hy. hy groups 4 events
into one, hy makes two groups of 4 events for each one. hg = Id is the identity

mapping giving the number of states and transitions of the concrete system.
# states of abstract and 1 —
# states of concrete

The ratio columns corresponds respectively to 1 —

# trans. of abstract
# trans. of concrete’
Property (1) is true on the concrete model and property (3) is true on

the abstracted models. Property (2) is violated on our abstraction. Indeed, the
supervisor can receive a trajectory computed by the terfol process whereas
rerouting mode is activated. As the relation between the abstracted and the
concrete model is a simulation, the property violation detected in the abstract
system does not allow us to affirm the violation in the concrete model. Neverthe-
less, the MS of the incorrect behaviour produced by SPIN has been analyzed
and input to the SDL concrete system. This incorrect behaviour has been repro-
duced in the concrete SDL system with a simulation. We then checked that the
property is really violated in the concrete SDL model. This incorrect behaviour
has been detected and fixed in our OAS model.

5 Conclusion and Future Work

In this paper we have extended the tool 1f2pml with the two following features:

— translation of the save operator into Promela;
— implementation of an abstraction mapping on buffers’ messages.

" Message Sequence Charts



92 Armelle Prigent et al.

These techniques turn out to be useful when proving SDL programs that use
the save operator. The designer can explicitly group messages into one abstract
message. The reduction obtained in the number of states and transitions of
the system we want to check are rather significant, and reach 40%. We have
successfully applied our extended version of if2pml on the development of an
Unmanned Underwater Vehicle for which safety properties were checked.

As an incorrect behaviour had been detected on the abstract system with
SPIN for property (@), we had to verify that this incorrect behaviour really ex-
isted on the concrete initial SDL system. Such a verification could be automated
using the SPIN MSC counter example to produce automatically the correspond-
ing SDL MSC which could be played on the concrete SDL model.
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A.1 SDL System
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Fig. 7. SDL structure of OAS system
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A.2 SDL Environment Process
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Abstract. Model checking as an approach to the automatic verification
of finite state systems has focussed predominantly on system specifica-
tions expressed in temporal logic. In the distributed systems community,
logics of knowledge (epistemic logics) have been advocated for expressing
desirable properties of protocols and systems. A range of logics combin-
ing temporal and epistemic components have been developed for this
purpose. However, the model checking problem for temporal logics of
knowledge has received (comparatively) little attention. In this paper,
we address ourselves to this problem. Following a brief survey of the
relevant issues and literature, we introduce a temporal logic of knowl-
edge (Halpern and Vardi’s logic CKL, ). We then develop an approach to
CKL, model checking that combines ideas from the interpreted systems
semantics for knowledge with the logic of local propositions developed by
Engelhardt et al. With our approach, local propositions provide a means
to reduce CKL, model checking to linear temporal logic model checking.
After introducing and exploring the ideas underpinning our approach, we
present a case study (the bit transmission problem) in which SPIN was
used to establish temporal epistemic properties of a system implemented
in PROMELA.

1 Introduction

Since the mid 1980s, modal logics of knowledge have been increasingly deployed
in the formal specification of distributed systems, where they are used to make
precise the concept of what a process knows [6/T8]. Temporal logics of knowledge
—temporal logics enriched by modal knowledge operators — have also been widely
used for reasoning about distributed systems [9J25].

Model checking as an approach to the automatic verification of finite state
systems has focussed predominantly on system specifications expressed in tem-
poral logic — linear temporal logic in the case of SPIN [I3l14] and FORSPEC [24],
branching temporal logic in the case of smv [I7] and its relatives. However, the
model checking problem for temporal logics of knowledge has received compar-
atively little attention. While Halpern and Vardi proposed the use of model

D. Bosnacki and S. Leue (Eds.): SPIN 2002, LNCS 2318, pp. 95-[I11] 2002.
© Springer-Verlag Berlin Heidelberg 2002
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checking as an alternative to deduction for logics of knowledge as long ago as
1991, their proposal focussed on logics with no temporal component [10]. Ron
van der Meyden studied the complexity of the model checking problem for a
particular class of (essentially infinite state) systems of knowledge and time,
and showed that the problem was complex (PSPACE-complete in the best case,
undecidable in the worst) for this class [22].

In this paper, we address ourselves to the problem of model checking as an
approach to showing that finite state systems satisfy specifications expressed in
logics that combine temporal and knowledge components.

The remainder of this paper is organised as follows. In section [[.1] we shortly
elaborate on modal logics of knowledge — readers familiar with the epistemic logic
literature may wish to skip this section. In Section 2, we introduce a temporal
logic of knowledge (Halpern and Vardi’s logic CKL,, [9]). We then develop an
approach to CKL, model checking that combines ideas from the interpreted
systems semantics for knowledge [6] with the logic of local propositions developed
by Engelhardt et al [B]. In our approach, CKL, model checking can be reduced
to linear temporal logic model checking. After introducing and exploring the
ideas underpinning the approach, we present a case study — the bit transmission
problem — in which SPIN was used to establish temporal epistemic properties of a
PROMELA system: the alternating bit protocol. We conclude with some comments
on issues for future research.

1.1 Background

Model checking techniques originated — and are most widely understood — as
a technique for automatically verifying that finite state systems satisfy formal
specifications [2]. These formal specifications are most commonly expressed ei-
ther as formulae of the branching time temporal logic CTL (in the case of the smv
model checker and its relatives [17)2]) or as formulae of Linear Temporal Logic
(in the case of sPIN [13[14] and FORSPEC [24]). Comparatively little attention has
been given in the model checking community to epistemic logic: the modal logic
of knowledge. Epistemic modal logics are widely recognised as having originated
in the work of Jaakko Hintikka, a philosopher who in the early 1960s showed how
certain modal logics could be used to formally capture some intuitions about the
nature of knowledge [12]. In the 1980s, it was recognised that epistemic logics
have an important role to play in the theory of distributed systems. In particular,
it was demonstrated that epistemic logics can be used to formally express the
desired behaviour of protocols. For example, when specifying a communication
protocol, it is quite natural to wish to represent requirements such as “if process
1 knows that process j has received packet m, then ¢ should send packet m +1”.
Using epistemic logic, such requirements can be expressed both formally and
naturally.

One of the key reasons why modal logics of knowledge have achieved such
prominence was the discovery by Halpern and colleagues in the mid 1980s that
S5 epistemic logics could be given a natural interpretation in terms of the states
of processes — commonly called agents —in a distributed system. The model that
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has received the most widespread interest is known as the interpreted systems
model [6].

In addition to interest in the use of epistemic logics in the specification of
communicating systems, there has recently been interest in the use of knowledge
logics for directly programming systems [6li7]. A knowledge-based program has
the general form:

case of
if Kz@l do ay

if Kz@n do ap,
end case

The intuitive interpretation of such a program is that of a collection of rules; the
left-hand side of each rule represents a condition, expressed in epistemic logic, of
what an agent knows. If the condition is satisfied, then the corresponding action
(program statement) is executed. Along with other researchers, (e.g., [3]), we take
the view that such programs are best understood as specifications for systems
— knowledge-based programs are not in a form that can be directly executed.
There have been some studies on the computational complexity of automatically
synthesising executable programs from knowledge-based programs [20121].

Despite the level of interest in using logics of knowledge for specifying com-
municating systems, there has been comparatively little work on model checking
for such logics. In 1991 — somewhat prior to the current growth in interest in
model checking — Halpern and Vardi proposed the use of model checking as an
alternative to deduction for modal logics of knowledge [I0]. They showed that
the model checking problem for multi-agent S5 logics of knowledge was tractable,
and speculated that the approach might have wider applications in this commu-
nity; but to the best of our knowledge (no pun intended), no further work on
this topic was reported. While the computational complexity of the satisfiability
and validity problems for temporal logics of knowledge has been studied exhaus-
tively by Halpern and Vardi [9], no such similar studies appear to have been
carried out with respect to model checking. The closest work with which we are
familiar is that of Vardi [23], who investigated the problem of when a concrete
program could be said to implement a knowledge-based program. He showed
that in the general case — where the knowledge-based program could contain
knowledge tests with temporal modalities — the complexity of the problem coin-
cided with that of the model checking problem for Linear Temporal Logic, i.e.,
it is PSPACE-complete (see, e.g., [4]).

Also closely related is the work of van der Meyden, who investigated the
model checking problem for a small class of temporal knowledge logics: those
in which agents are assumed to have perfect recall [22]. He established that the
model checking problem for this class varies from PSPACE-complete in the “best”
case to undecidable in the worst. However, van der Meyden did not investigate
“practical” model checking for knowledge and time. Rao and Georgeff investi-
gated the model checking problem for a range of logics combining temporal (CTL)
and modal components, although their study was rather abstract — they did not
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implement any of the techniques they developed, and did not consider S5 log-
ics of knowledge [19]. Finally, Benerecetti and Giunchiglia developed techniques
for similar temporal modal logics, but these logics had an unusual (non-Kripke)
semantics [1].

2 A Temporal Logic of Knowledge

We are concerned with modelling systems composed of multiple agents, each of
which is an independently operating process. Let Ag = {1,...,n} denote the
set of agents. We assume each agent i € Ag can be in any of a set L; of local
states. An agent’s local state contains all the information required to completely
characterise the state of the agent: the value of each of its local variables, together
with the value of its program counter. In particular, the information available to
an agent is determined by its local state. The state of a system at any moment
can thus be characterised by a tuple (l1,...,[,), where I; € L; is the local state
of agent i at this moment. We let G C Ly x --- x L,, denote the reachable global
states of the system (i.e., the set of states that a system may possibly enter during
a legal computation sequence). (Notice that we have not explicitly introduced
environments, although it is quite common to do so in the literature [6]: for
simplicity, we assume that an environment can be modelled as an agent in the
system.)
A run is a function
r:IN— G

which associates with every natural number v € IN a global state r(u). The
idea is that a run represents one possible computation of a system: in general, a
system may have a number of possible runs, and so we say a system is a set of
runs; we use R to denote a system. A run together with a time point is a point:
a point (r,u) defines a global state r(u). We denote the ’th component of the
tuple 7(u) by r;(u). Thus r;(u) is the local state of agent ¢ in run r at “time” w.

Following conventional practice, we associate with every agent i € Ag an
equivalence relation ~; over the set of points [6] p.111]:

(r,u) ~; (', v) iff ri(u) = rl(v).

If (r,u) ~; (r',v), then we say that (r, u) is indistinguishable from (7, v) from
the point of view of i, or, alternatively, that ¢ carries exactly the same informa-
tion in (7, u) as in (', v).

We use the relation ~; to give a semantics to the knowledge modalities
in CKL,,. To give a semantics to the “common knowledge” modality Cr, we
introduce two further relations, ~2 and ~&. Given a set I' C Ag of agents, we
define the relation ~¥ as ~% =|J,., ~; and we define the relation ~{ as the
transitive closure of ~E.

A model or interpreted system for CKL, is a pair Z = (R, w), where R is a
system and

TR x IN — 2%
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is a valuation function, which gives the set of primitive propositions true at each
point in R [6l pp.110-111].

Notice that we model a system as a set of infinite runs, which may at first
sight appear to be at odds with the notion of the finite state systems that model
checking is generally applied to. In fact, there is no contradiction. Given a Kripke
structure (G,R C G x G, Gy C G,n) for a cTL-like logic (where R is a total
“next time” relation and Gy are initial states), we can obtain an interpreted
system by “unwinding” the relation R starting from initial states Gy to obtain
a set of infinite runs.

Syntactically, CKL,, is propositional temporal logic augmented by an indexed
set of modal operators K;, one for each agent i € Ag, and common knowledge
operators Cp, where I' C Ag. The formula K,y is read as “agent i knows ¢”;
the formula Cr¢ means “it is common knowledge in I" that ¢”.

Formulae are constructed from a set & = {p, q,r,...} of primitive proposi-
tions. The language contains the standard propositional connectives — (not), V
(or), A (and), — (implies) and <> (if, and only if). For the temporal dimen-
sion we take the usual set of future-time connectives O (next),{> (sometime or
eventually), [ (always), U (until) and W (unless or weak until).

The set wff (CKL,) of well-formed formulae of CKL, is defined by the fol-
lowing grammar:

(wff) ::= true /* logical constant for truth */
| any element of ¢ /* primitive propositions */
| —(wff) /* negation */
| (wff) vV (wff) /* disjunction */
| O{uff) /* next */
| o) U Gy /% il #/
| K (wff) /* (i € Ag) agent i knows */
| Cr{wff) /* (I' C Ag) it is common knowledge in I that */

”

The semantics of CKL, are given via the satisfaction relation “Eckr,”,
which holds between pairs of the form (Z, (r, u)), (where Z is an interpreted sys-
tem and (r, u) is a point in 7), and formulae of CKL,,. We read (I, (7, u)) FcxkL,
@ as “p is satisfied (equivalently, is true) at point (r, ) in Z”. The rules defining
ki1, are given in Figure [

Semantic rules are only given for the temporal connectives O and U : the
remaining temporal connectives are introduced as abbreviations, as follows.

O = trueld ¢
e = =0y
oWy =pUyV [y

The remaining propositional connectives (A, —, <) are also assumed to be de-
fined in terms of V and —.

Notice that CKL, is an expressive language. In particular, using the language
it is possible to express the fact that a statement is true in all states of an
interpreted system that can play a part in the interpretation of a formula. To
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(Z,(r,u)) Fcxe, true
(Z,(r,uw)) Ecxr, p iff p € w(r,u) (where p € ®)
(Z,(r ) Eokr, ~p (T, (r,u)) Foxe, ¢
(Z,(r,u) Ecokw, ¢V Y iff (Z, (r,w)) FEoxw, ¢ or (Z, (r,w)) Ecokw, ¥
(Z,(r,uw)) Eckr, Kip iff for all (r',v) in Z, if (r, u) ~: (r', v) then (Z, (7', v)) EckL, ¢
(Z,(r,u)) Eckr, Cry iff for all (7, v) in Z, if (r, u) ~% (+',v) then (Z, (7', v)) Eckr, @
(Z,(r,u)) Ecoxe, Op HE(Z, (r,u+1)) FokL, ¢
(Z,(r,u)) Forr, pUY iff v € IN s.t. (v < w) and (Z,(r,v)) FEckL, ¥
and Vw € {u,...,v — 1}, we have (Z, (r, w)) Eckr, ¢

Fig. 1. Semantics of CKL,,

see how this is done, we define a universal modality [ 1* operator, which is
defined as the maximal solution to the following fixed point formula:

e« T(e A Cag ).

To illustrate the properties of [ ]*, we define a reachability relation. First, we
say point (7', v) is directly reachable from (r, u) (written (7, u) ~ (v, v)) iff:

—r=vr"and v > uor
— (r,u) ~; (r',v) for some agent i € Ag.

We then define the reachability relation ~* as the transitive closure of ~». Now:

Proposition 1 ([3]). Let T be an interpreted system and (r,u) and (r',v)
be points in T such that (Z,(r,u)) Eckr, [1*¢ and (r,u) ~* (r',v). Then
(Z,(r',v)) FoxkL, ¢

Linear Temporal Logic and Propositional Logic

Now consider the language and logic obtained from CKL, by omitting knowledge
and common knowledge modalities: we get Linear Temporal Logic (LTL) (see,
e.g., [1516]). Formula of LTL are interpreted with respect to points in interpreted
systems, as with CKL,,, but note that the interpretation of an LTL formula will
depend only on the run within which it is interpreted. The truth or falsity of an
LTL formula ¢ when interpreted on a point (r, «) in Z will depend only on the
run r, and will not be dependent on other runs in Z. This is not the case for
knowledge modalities, as these can express properties of other runs. We write
(Z,(r,u)) ELTL @ to indicate that LTL formula ¢ is satisfied at point (r, u) in
Z: thus “prL” serves as the LTL satisfaction relation. We refer to the subset
of LTL obtained by not permitting temporal logic connectives as propositional
logic.

Knowledge, Common Knowledge, and Local Propositions

We now introduce the notion of a local proposition [5]. Local propositions play an
important role in our reduction of CKL, model checking to LTL model checking.
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If 4 is an agent, then an i-local proposition is a formula of propositional logic
whose interpretation is the same in each of the points in each equivalence class
induced by the ~; relation. Formally, a propositional logic formula ¢ is said to
be i-local iff:

for all points (r, u), (r',v) in Z,
if (r,u) ~; (r',v), then (Z, (r,u)) EFokr, ¢ it (Z,(r",v)) EckL, ¢

To further understand the idea of an i-local proposition, assume — without
loss of too much generality — that the local state of any agent i is a tuple of
local variables (b;,, ..., b; ) each of which has the value 0 or 1 at any given time.
(Of course, this is exactly what the state of any conventional computer process
actually is.) The indexed set &; = {b;,, ..., b;, } C @ of primitive propositions is
assumed to form part of the vocabulary of the CKL,, language: ¢ = UieAg D;.
Note that the @;’s need not be mutually disjoint — it is possible that variables are
shared between agents, if the same variable appears in the state of more than one
agent (although this requires an addition semantic constraint, described below).

We assume the obvious interpretation of local variables: b;, € 7(r,u) iff the
bit b;, has the value 1 in the state r;(u). If a variable b is shared between agents
1 and j, then we require that the variable has the same value inside both agents
in any given system state: this requirement ensures that the valuation function
7 can give a unique, well-defined value to shared variables. It is straightforward
to show the following;:

Proposition 2. If ¢ is a formula of propositional logic containing only variables
over ®@;, then ¢ is i-local.

Proof. Immediate from the fact that (r,u) ~; (r',v) iff ri(u) = ri(v).

7

The idea of such local propositions is that they relate the semantic definition
of knowledge as given in Figure 1 with a syntactic one: let g be a global state
verifying the i-local proposition ¢4. Then we have (Z, (r,v)) =k, K iff for
all (r',v) in Z, if (Z,(r',v)) EkL, @4 then (Z,(r',v)) ExL, V.

We can extend the notion of a local proposition to sets of agents. Given a set
I' C Ag of agents and a propositional formula ¢, we say that ¢ is I'-local iff
is i-local for all 7 € I'. We can prove an immediate analogue of Proposition 2:

Proposition 3. If p is a formula of propositional logic containing only variables
that are shared by the agents in I', then ¢ is I'-local.

Proof. We need to show that if ¢ depends only on I'-shared variables, then if

(r,u) ~& (r',v) then (Z,(r,u)) Eckrn, ¢ iff (Z,(r',v)) FEckr, @. Assume
(r,u) ~% (r',v). Then there is a sequence of points (11, u1), (12, u2), . . ., (Th, ux)
such that (r,u) = (r1,w), (r',v) = (r%,ug), and for all 1 < 1 < k, we have
(1, u) ~i (ri41, wit1) for some agent i € I'. Now if (ry, u;) ~; (7141, U+1) then
by definition the local state of i in must the same in (ry, w) and (ri41, Ur1),
and in particular, any I'-shared variables must have the same values in (17, w)
as (1141, wi11). So any formula depending on these values will have the same in-
terpretation in (r, w) and (r41, wy1). Thus (Z,(r,w)) Eckr, ¢ iff (Z,(r',v))

|= CKL, ¥-
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In addition, we can show:

Proposition 4. Let T be an interpreted system, let (r,u) and (r',v) be points
inZ, and let p be a I'-local proposition. Then if (r,u) ~ (r',v) then (Z,(r,u))
':CKLn ¥ Zﬁ <Iv (TJ7’U)> ':CKLWL @.

Proof. Assume (r,u) ~% (r',v). Then as before, there exists a sequence of points
(r1,ur), (ro, u2), ..., (1%, ux) such that (r,u) = (r,w), (r',v) = (rg, ug), and

for all 1 < 1 < k, we have (r;,w) ~; (ri41,u1) for some agent i € I.
As ¢ is I'-local, it is i-local for all i € I'. Hence by the definition of i-local,
(Z,(r, m)) Eckr, ¢ iff (T, (ripr, wsr)) Fok, . Hence (I,(r,u)) FckL, ¢
iff <I7 (Tlv U)> 'ZC'KLn P-

3 (KL, Model Checking through LTL Model Checking

The model checking problem for CKL,, is as follows. Given an interpreted system
T = (R, 7), together with a formula ¢ of CKL,,, return the set of points at which
@ is satisfied in Z, i.e., the set

{(r,u) | r€R,u€ IN, and (Z,(r,u)) EckrL, ¢}

This problem is too abstract for most practical model checking problems (invari-
ant properties will be true in every state of the system — there is clearly no way
a practical model checker would be able to enumerate this set!). For this rea-
son, we are generally concerned with a slightly simpler version of this problem.
Hereafter, when we refer to the model checking problem for CKL,,, we mean the
problem of determining whether, given an interpreted system Z = (R, w) and
a formula ¢, the formula ¢ is true in the initial state of every run in R, i.e.,
whether or not

Vr € R we have (Z,(r,0)) =ckL, ©-

We say that T realises y if it satisfies this property. Given an interpreted system
Z and CKL, formula ¢, we write mcekr, (Z, ) to stand for the fact that 7
realises ¢, i.e.,

meekn, (R,m),p) iff  ¥Vr € R we have ((R,7),(r,0)) Eckr, -

The Main Idea

At present, we do not have a model checker for CKL,, (although there is no reason
in principle why one should not be implemented). What we do have available,
however, is a model checker for Linear Temporal Logic (LTL), for example in
the form of spIN [I3J14]. SPIN takes as input a system, (described using the
PROMELA language), and a formula of propositional LTL: it then checks whether
or not this formula is satisfied in the first state of every run of the system. If it is
not — if there is a run that fails to satisfy the formula — then it reports this run
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as a counter example. The model checking problem that SPIN solves is thus as
follows. For any system Z = (R, 7) and formula ¢ of LTL, it determines whether
or not:

Vr € R we have (Z, (r,0)) FrrL @

If p is an LTL formula and 7 is a system, then we write meprr(Z, ¢) to indicate
that Z realises ¢:

merrL((R,m), ) if  Vr € R we have ((R,7), (r,0)) ErrL #-

We now turn to one of the main ideas underpinning this article: we show how
CKL,, model checking can be reduced to LTL model checking. Our approach takes
inspiration from work on the Logic of Local Propositions (LLP) [5]. LLP is a modal
logic with a single universal modality, Nec, and which allows quantification over
propositions. A formula Nec ¢ of LLP means that ¢ is true in all states. LLP has a
collection of quantifiers V;, 3;, (where ¢ is an agent), which allow quantification
over propositions that are local to an agent. The intuition is that a proposition is
local to an agent i if ¢ is able to determine its truth using only locally available
information — information available in its state. The key insight of [5] is that by
using these quantifiers, one can define knowledge modalities. For example:

Kip = 3iq(q ANNec(q — ¢)] (1)

Thus an agent ¢ knows ¢ iff there is a proposition ¢ local to i such that ¢
is true, and whenever ¢ is true, ¢ is also true. In [B], it is proved that this
definition of knowledge corresponds to the conventional one, given in terms of
Kripke structures and accessible worlds [6].

We now show how we can make use of these ideas when considering the model
checking problem for CKL, . Suppose we want to determine whether or not the
property <> K, p is true of some system Z. That is, we want to determine whether
or not

meekr, (Z, O Kip)

Now () suggests the following approach to this problem. In order to show this,
all we have to do is find some proposition 1 that is local to i (i.e., ¢ is a predicate
over i’s state), such that

merrr(Z, Qv A LI(¢ — p))

Notice that the formula to be model checked has two components. The first (<>¢)
corresponds in structure to the original input formula (with knowledge modalities
replaced by propositions). The second component ([ ](¢) — p)) represents a
constraint (an invariant) that must hold.

Thus we have reduced a CKL, model checking problem to an LTL model
checking problem — and since we have LTL model checking tools available — SPIN
— this suggests that we can — at least partially — automate the process of model
checking CKL,,.
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The Formal Details

We now present the formal details of our reduction approach. To begin with,
we will consider just how model checking a statement of the form K;¢ can be
reduced to LTL model checking. We define a function lp;, which takes as argument
an interpreted system, and an LTL formula ¢, and returns a local proposition
that globally implies ¢:

P 1 is an i-local proposition such that
merrL(Z, LY — @)

and (Z,(r,u)) Frry ¢
false if no such formula exists.

Ipi(Z,(r,u),p) =

If Ip;(Z, (r,u), ) = 1, then we say that ¢ serves as an i-local proposition for ¢
in (r,u). (As an aside, note that the Ip, function is very similar in spirit to the
“sound local predicate” function S; of Engelhardt et al [5].) We can now show
the following.

Proposition 5. Let T be an interpreted system, let (r,u) be a point in I, and
let ¢ be an LTL formula such that lp;(Z, (r,u),p) = 1. Then:

<I> (T’, u)> lZCKLn Ki‘p Zﬁ <Iv (T’, u)> ':LTL (0

Proof. (Left to right.) Immediate from the definition of lp;. (Right to left.) We
need to show that (Z,(r,u)) ErrL ¢ tmplies (Z,(r,u)) Eckrn, Kip. From
the definition of lp;, we know that (Z,(r,u)) ErrL ¥ and in addition, that
merrL(Z, L1(Y = ¢)). Since merrr,(Z, [L1(¢ — v)), then for all points (r', v) in
T, we have (Z,(r',v)) E ¥ — ¢, and in particular, (Z,(r",w)) EvTL ¥ — ¢ for
all (r", w) such that (r,u) ~; (r'",w). Since ¢ is i-local, then if (Z,(r,u)) ErLrL
P then (Z,(r",w)) ErrL ¥ for all (r",w) such that (r,u) ~; (r",w), and
thus (Z,(r"”, w)) ErrL @ for all (r"”,w) such that (r,u) ~; (r",w) and so
(Z,(r,u) Eckr, Kip.

In the same way, we can extend the function Ip; to sets of agents. If I' C Ag,
then we can define Ipr as:

P 1 is an I'-local proposition such that
merrn(Z, LY — )

and <I, (T, u)> ':LTL ’l/)
false if no such formula exists.

Ipr(Z,¢) =

The following result can now be proved.

Proposition 6. Let Z be an interpreted system, let (r,u) be a point in Z, and
let ¢ be an LTL formula such that lpr(Z, (r,u), ) = . Then:

(Z,(r,u)) Fckr, Cry iff (Z,(r,u)) FrrL ¢

Proof. As Proposition[d, making use of Proposition [{]
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Finally, suppose we have some LTL formula ¢ such that meryr,(Z, [lp). In
this case ¢ is an invariant of system Z — it is true in all the states of Z that are
reachable through some possible computation. From this we can immediately
conclude the following.

Proposition 7. Let T be an interpreted system, and let @ be an LTL formula
such that meprr,(Z, [Jp). Then for any point (r,u) in I, we have (Z,(r,u))
Fokr, 7.

We now have a route to model checking (a subset of) CKL,, formulae by using
only LTL model checking: When faced with the problem of determining whether
(Z,(r,u)) Eckr, Kip, we can attempt to find a ¢ such that Ip;(Z, (r, u), ) = 9,
and check that (Z, (r, u)) ErrL ¢. Notice that finding the i-local proposition v
will itself require solving the LTL model checking problem merrr,(Z, [1(¢ — ¢)).

Notice that the approach can deal with nested knowledge operators. We will
see an example of this in the following section.

4 A Case Study: The Bit Transmission Problem

We now present a case study, in the form of the bit transmission problem. We
adapt our discussion of this problem from [I8, pp.39-44]. The bit transmis-
sion protocol was first studied in the context of epistemic logic by Halpern and
Zuck [11]. The basic idea is that there are two agents, a sender and a receiver,
who can communicate with one another through an unreliable communication
medium. This medium may delete messages, but if a message does arrive at the
recipient, then the message is correct. (It is also assumed that the environment
satisfies a kind of fairness property, namely that if a message is sent infinitely
often, then it eventually arrives.) The sender has a sequence of bits g, 21, ..., 2
that it desires to communicate to the receiver; when the receiver receives the
bits, it prints them out. The goal is to derive a protocol that satisfies the safety
requirement that the receiver never prints incorrect bits, and the liveness re-
quirement that every bit will eventually be printed by the receiver.

The obvious solution to this problem involves sending acknowledgment mes-
sages, to indicate when a message was received. Halpern and Zuck’s key insight
was to recognise that an acknowledgment message in fact carries information
about the knowledge state of the sender of the message. This motivated the de-
velopment of the following knowledge-based protocol. After obtaining the first
bit, the sender transmits it to the receiver. However, it cannot stop at this point,
because for all it knows, the message may have been deleted by the environment.
It thus continues to transmit the bit until it knows the bit has been received. At
this point, the receiver knows the value of the bit that was transmitted, and
the sender knows that the receiver knows the value of the bit — but the receiver
does not know whether or not its acknowledgment was received. So the sender
repeatedly sends a second acknowledgment, until it receives back a third ac-
knowledgment from the receiver; when it receives this acknowledgment, it starts
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scount is a natural number variable
rcount is a natural number variable

Sender
scount := 0
while true do
read Tscount
send Zscount until Ks Kg(Tscount )
send “KsKr(Zscount)” until KsKrKs Kg(Zscount)
scount := scount + 1
end-while
end-Sender

Receiver
when Kg(zo) set rcount := 0
while true do
Write Zrcount
send “Kg(Zrcount)” until Kr Ks Kg(Treount)
send “KRKSKR(zrcount)" until KR(zrcaunt+l)
recount := rcount + 1
end-while
end-Receiver

Fig. 2. The bit transmission protocol.

to transmit the next bit. When the receiver receives this bit, this indicates that
its final (third) acknowledgment was received.

A pseudo-code version of the protocol is presented in Figure 2 (from [I8]
pp-39-44]). Note that we write z; as a shorthand for “the value of bit z;”. Thus
Kp(x;) means that the receiver (R) knows the value of bit z;.

To demonstrate our ideas in a concrete setting, consider the PROMELA code
given in Figure [3, where, for simplicity, we assume that message delivery is
guaranteed. In a more complicated version, we may add deletion errors by having
a process that can “steal” messages, but the knowledge properties at the specific
points in the program — the labels, see below — would be the same.

Code is given for the sender and receiver agents and main variable dec-
larations. The initialisation code is unremarkable, with one subtle exception.
Suppose we were to initialise the Send[] array with the bits to be transmitted
using a straightforward assignment statement. Then this array would remain
fixed throughout every execution of the program — and the values of the bits in
this array would therefore be common knowledge to all agents in the system. To
get around this problem, we exploit SPIN’s non-deterministic execution mecha-
nism. We have a macro INITIAL(V), where V is a variable name, which assigns
a “random” (sic) bit to V.

#define INITIAL(V) \
if \
01 >V =0; \

1 >V =1; \

fi
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#define ACK 10 /* Kg(z:) */
#define ACK2 11 /* KsKg(z:) */
#define ACK3 12 /* KrKsKg(zi) */

chan S = [10] of {int}; /* outward from sender */
chan R = [10] of {int}; /* outward from receiver */

int Send[11]; /* message sent */
int Recv[11]; /* message received */
int s_count = 0; /* sender bit count */
int r_count = 0; /* receiver bit count */
proctype SENDER() {

S0: do

(s_count < 10) ->
S1: printf("sender sends bit %d", s_count);
S2: S!Send[s_count];

S3: R7ACK;
S4: S!'ACK2;
S5: R7ACK3;
S6: s_count++;
:: (s_count == 10) ->
S7: break
od

}

proctype RECEIVER() {

RO: do
(r_count < 10) ->

R1: S?Recv[r_count];
R2: printf("receiver receives bit J%d", r_count);
R3: R!ACK;
R4: S7TACK2;
R5: R!'ACK3;
R6: r_count++;
:: (r_count == 10) ->
R7: break
od

}

Fig. 3. The bit transmission protocol in PROMELA (message delivery is guaranteed).

This macro is used to initialise both the Send[] and Recv[] arrays in the
init process, ensuring that the values in these arrays may initially have different
values in different computations. The goal of the protocol is that eventually, the
values in the Recv[] array will have the same values that were initially in the
Send[] array.

The general form of properties we prove is as follows:

at;(0) — Kip (2)
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where £ is a program label, and the unary predicate at;(£) means that the pro-
gram counter of agent ¢ is at the instruction labelled by ¢. The use of the at;(...)
predicate in this way is common practice when reasoning about programs using
temporal logic (see, e.g., [8} pp.70-71]). We use SPIN’s remote reference mecha-
nism (P[X]@L) to define at;(...) predicates.

The first property we prove is that whenever the receiver is at state Rs, (and
so is about to send the acknowledgment), that it knows the value of the bit it
has received.

[(atr(R3) = Kgr(Recv[r_count] = Send[s_count]) (3)
To deal with this, we must first find an R-local proposition for
Recv[r_count] = Send[s_count] (4)

to serve as the output of the function lpr. But notice that (#) is itself R-local,
and so this statement will itself do. We proceed to generate a SPIN LTL claim
for (3) as follows. We define propositions p0 and pl to represent the CKL,
propositions atg(R3) and (@) respectively.

#define pO (RECEIVER[2]@R3)
#define pl (Recv[r_count] == Send[s_count])

Finally, the property to be checked is written as the SPIN LTL formula:
1<>(p0 && !'pl)

(We negate the claim to be verified, so that it can be used in a never claim, in
the conventional manner for SPIN LTL claims.)

Next, we show the corresponding property for SENDER: when SENDER is at
label 83, (i.e., about to send an ACK2 message), then it knows that the receiver
knows the value of the bit that was most recently sent.

[(ats(Ss) — KsKgr(Recv[r_count] = Send[s-count])) (5)

Notice that this is a nested knowledge formula. To deal with it, we must first
find an R-local proposition for Recv[r_count] = Send[s_count], as before. But,
again, this proposition is itself R-local. This reduces the problem of checking ([)
to that of checking:

[J(ats(S4) — Ks(Recv[r_count] = Send[s_count]))

So we must find an S-local proposition for (@) — but as this statement is S-local
as well as R-local, then we can further reduce (@) to the following.

[J(ats(Ss) — Recv[r_count] = Send[s_count])

Given the following macro

#define p2 (SENDER[1]@S4)
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this property is easily represented and checked as the following SPIN LTL formula:
1<>(p2&&!'pl)
In exactly the same way, we can check the following property:

[(atr(Rs) - KrKgKpr(Recv[r_count] = Send[s-count])) (6)

Finally, we give an example of proving the absence of knowledge. Let’s suppose
that agent R is at label Ry. Then in this case, the bits in the Recv[] array
will have their initially assigned (essentially random) values. It may be that the
bits are “correct”, in the sense that they match those in Send[] but this is not
necessarily the case:

[ (atr(Ro) = ~Kr(Recv|[r_count] = Send[s_count]))

Now this formula will be invalid in a system if there is a single run of the system
that satisfies the following property

& (atr(Ro) A Recv[r_count] # Send[s_count])

This property can be directly encoded and checked using SPIN.

5 Concluding Remarks

Model checking as an approach to automatic verification has focussed almost
exclusively on specifications expressed in temporal logic. Little attention has
been given to temporal epistemic logics, although such logics have proven to be
very useful and widely advocated in the specification of protocols [6]. In this
paper, we have considered the model checking problem for such logics. We have
introduced Halpern and Vardi’s well-known temporal epistemic logic CKL,,, and
demonstrated how, using ideas from the interpreted systems paradigm and the
logic of local propositions, it is possible to reduce CKL, model checking to LTL
model checking. We then gave a case study — the bit transmission problem —
which was implemented in PROMELA, and showed how desirable temporal epis-
temic properties of this system could be proved using SPIN. Engelhardt et al
suggested that local propositions might be used in a similar manner for imple-
menting knowledge-based programs [5].

The main limitation of our approach is that, while it makes extensive use
of model checking, the verification process still requires input from a human
verifier (to obtain the local propositions used when reducing the CKL,, specifi-
cation to LTL). A “direct” implementation of CKL,, model checking — perhaps
as an extension or refinement to SPIN — would thus be desirable. However, there
are some obstacles to building such a system: unlike pure LTL formulae, CKL,,
formulae can express properties of multiple runs. For the moment, therefore, we
believe our approach has something to offer which is theoretically well-founded
and practically valuable to the verifier who desires to check epistemic temporal
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properties of systems. And, given the extent of interest in epistemic logic and its
applications in the specification of communicating systems [6], we believe that
our approach is potentially very valuable indeed.

The first step for future work is to further investigate the theoretical founda-
tions of our work, and in particular to discover the extent to which the approach
is applicable. We also plan to extend our ideas here to other knowledge programs,
and also like to determine classes of programs for which the local propositions
that are needed can be easily determined. Using model checking to verify that
programs implement knowledge-based programs is another obvious application.
Also, the role and use of these local propositions, especially in contexts different
from distributed systems, is, to the best of our knowledge, still not explored.
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Abstract. Partial order reduction is a very succesful technique for avoid-
ing the state explosion problem that is inherent to explicit state model
checking of asynchronous concurrent systems. It exploits the commu-
tativity of concurrently executed transitions in interleaved system runs
in order to reduce the size of the explored state space. Directed model
checking on the other hand addresses the state explosion problem by
using guided search techniques during state space exploration. As a con-
sequence, shorter errors trails are found and less search effort is required
than when using standard depth-first or breadth-first search. We analyze
how to combine directed model checking with partial order reduction
methods and give experimental results on how the combination of both
techniques performs.

1 Introduction

Model checking [3] is a formal analysis technique for the verification of hardware
and software systems. Given the model of the system as well as a property
specification, typically formulated in some temporal logic formalism, the state
space of the model is analyzed to check whether the property is valid or not. The
main limitation of this method is the size of the resulting state space, known
as the state explosion problem. It occurs due to non-determinism in the model
introduced by data or concurrency.

Different approaches have been proposed to tackle this problem. One of the
most successful techniques is partial order reduction [22]. This method explores
a reduced state space by exploiting the independence of concurrently executed
events. Partial order reduction is particularly efficient in asynchronous systems,
where many interleavings of concurrent events are equivalent with respect to a
given property specification. Considering only one or a few representatives of
one class of equivalent interleavings leads to drastic reductions in the size of the
state space to be explored.

Another technique that has been suggested in dealing with the state explo-
sion problem is the use of heuristic search techniques. It applies state evaluation
functions to rank the set of successor states in order to decide where to con-
tinue the search. Applying such methods often allows to find errors at optimal
or sub-optimal depths and to find errors in models for which “blind” search
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strategies like depth-first and breadth-first search exceed the available time and
space resources. Optimal or near-to optimal solutions are particularly important
for designers to understand the sequence of steps that lead to an error, since
shorter trails are likely to be more comprehensible than longer ones. In protocol
verification, heuristic search model checking has been shown to accelerate the
search for finding errors [7] and to shorten already existing long trails [6].

It is not a priori obvious to what extent partial order reduction and guided
search can co-exist in model checking. In fact, as we show later, applying partial-
order reduction to a state space does not preserve optimiality of the shortest path
to a target state. It is the goal of this paper to show that nevertheless, partial
order reduction and directed model checking can co-exist, and that the mutual
negative influence is only minimal.

In this paper, we will focus on safety error detection in model checking. We
will establish a hierarchy of relaxation of the cycle condition for partial order
reduction known as C3, and we will classify the relaxations with respect to their
applicability to different classes of heuristic search algorithms. To the best of
our knowledge, at the time of writing no publication addressing heuristic search
in model checking [TI8J6IT2I4JT7/24] has analyzed how to combine guided search
with partial order reduction.

The paper is structured as follows. Section [2] gives some background on di-
rected model checking. Section B] discusses partial order reduction and a hierar-
chy of conditions for its application to different search algorithms. This Section
also addresses the problem of optimality in the length of the counterexamples.
Section Ml presents experimental results showing how the combination of partial
order reduction and directed model checking perform. Section [} summarizes the
results and concludes the paper.

2 Directed Model Checking

Analysts have different expectations regarding the capabilities of formal analysis
tools at different stages of the software process [4]. In exploratory mode, usually
applicable to earlier stages of the process, one wishes to find errors fast. In fault-
finding mode, which usually follows later, one expects to obtain meaningful
error trails while one is willing to tolerate somewhat longer execution times.
Directed model checking has been identified as an improvement of standard
model checking algorithms that help in achieving the objectives of both modes.

Early approaches to directed model checking [T7/24] propose the use of best-
first search algorithms in order to accelerate the search for error states. Fur-
ther approaches [RI7J6l4] propose the full spectrum of classical heuristic search
strategies for the verification process in order to accelerate error detection and
to provide optimal or near-to-optimal trails. Most of these techniques can be
applied to the detection of safety properties only or for shortening given error
traces corresponding to liveness violations [6].

Contrary to blind search algorithms like depth- and breadth-first search,
heuristic search exploits information of the specific problem being solved in or-
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procedure search
Closed +
Open < ()
Open.insert(start_state)
while (Open # 0) do
u < Open.extract()
Closed.insert(u)
if error(u) then
exit ErrorFound
for each successor v of u do
if not v € Closed U Open then
Open.insert(v)

Fig. 1. A general state expanding search algorithm.

der to guide the search. Estimator functions approximate the distance from a
given state to a set of goal states. The values provided by these functions de-
cide in which direction the search will be continued. Two of the most frequently
used heuristic search algorithms are A* [10] and IDA* [15]. In the following we
describe a general state expanding search algorithm that can be either instanti-
ated as a depth or breadth first search algorithm or as one of the above heuristic
search algorithms. We briefly the basic principles of heuristic search algorithms,
and consider different heuristic estimates to be applied in the context of directed
model checking for error detection. In our setting we interpret error states as
goal nodes in an underlying graph representation of the state space with error
trails corresponding to solution paths.

2.1 General State Expanding Search Algorithm

The general state expanding search algorithm of Figure [l divides the state space
S into three sets: the set Open of visited but not yet expanded states, the set
Closed of visited and expanded states and the set S\ (Closed U Open) of not
yet visited states. The algorithm performs the search by extracting states from
Open and moving them into Closed. States extracted from Open are expanded,
i.e. their successor states are generated. If a successor of an expanded state is
neither in Open nor in Closed it is added to Open.

Breadth-first search and depth-first search can be defined as concrete cases
of the general algorithm presented above, where the former implements Open as
a FIFO queue and the latter as a stack.

2.2 Algorithm A¥*

Algorithm A* treats Open as a priority queue in which the priority of a state v is
given by function f(v) that is computed as the sum of the length of the path from
the start state g(v) and the estimated distance to a goal state h(v). In addition
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to the general algorithm, A* can move states from Closed to Open when they
are reached along a shorter path. This step is called reopening and is necessary to
guarantee that the algorithm will find the shortest path to the goal state when
non-monotone heuristics are used. For the sake of simplicity, throughout the
paper we only consider monotone heuristics which do not require reopening [20].
Monotone heuristics satisfy that for each state u and each successor v of u the
difference between h(u) and h(v) is less or equal to the cost of the transition
that goes from u to v. Assuming monotone estimates is not a severe restriction,
since it turns out that in practical examples most proposed heuristics are indeed
monotone. If A is a lower bound of the distance to a goal state, then A* is
admissible, which means that it will always return the shortest path to a goal
state [19]. Best-first search is a common variant of A* that takes only h into
account.

2.3 Iterative-Deepening A*

Iterative-deepening A *, IDA* for short, is a refinement of the brute-force depth-
first iterative deepening search (DFID) that combines the space efficiency of
depth-first search and the admissibility of A*. While DFID performs successive
depth-first search iterations with increasing depth bound, in IDA* increasing
cost bounds are used to limit search iterations. The cost bound f of a state is
the same as in A*. Similar to A*, IDA* guarantees optimal solution paths if the
estimator is a lower bound.

2.4 Heuristic Estimates

The above presented search algorithms require suitable estimator functions. In
model checking, such functions approximate the number of transitions for the
system to reach an error state from a given state. During the model checking
process, however, an explicit error state is not always available. In fact, in many
cases we do not know if there is an error in the model at all. We distinguish the
cases when errors are unknown and when error states are explicit.

If an explicit error state is given, estimates that exploit the information of this
state can be devised. Examples are estimates based on the Hamming distance of
the state vectors for the current and the targe state, and the FSM distance that
uses the minimum local distances in the state transition graph of the different
processes to derive an estimat [6].

Estimating the distance to unknown error states is more difficult. The formula-
based heuristic [7] constructs a function that characterizes error states. Given
an error formula f and starting from state s, a heuristic function hy(s) is
constructed for estimating the number of transitions needed until a state s’
is reached, where f(s’) holds. Constructing an error formula for deadlocks is
not trivial. In 7] we discuss various alternatives, including formula based ap-
proaches, an estimate based on the number of non-blocked processes, and an
estimate derived from user-provided characterizations of local control states as
deadlock-prone.
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3 Partial Order Reduction

Partial order reduction methods exploit the commutativity of asynchronous sys-
tems in order to reduce the size of the state space. The resulting state space is
constructed in such a manner that it is equivalent to the original one with re-
spect to the specification. Several partial order approaches have been proposed,
namely those based on “stubborn” sets [23], “persistent” sets [9] and “ample”
sets [21]. Although they differ in detail, they are based on similar ideas. Due to
its popularity, in this paper we mainly follow the ample set approach. Nonethe-
less, most of the reasoning presented in this paper can be adjusted to any of the
other approaches.

3.1 Stuttering Equivalence of Labeled Transition Systems

Our approach is mainly focused to the verification of asynchronous systems
where the global system is constructed as the asynchronous product of a set of
local component processes following the interleaving model of execution. Such
systems can be modeled by labeled transitions systems.

A labeled finite transition system is a tuple (S, Sy, T, AP, L) where S is a
finite set of states, Sy is the set of initial states, T" is a finite set of transitions
such that each transition o € T is a partial function o : S — S, AP is a finite
set of propositions and L is a labeling function S — 247, The execution of a
transition system is defined as a sequence of states interleaved by transitions,
i.e. a sequence sp$1 - . ., such that sg is in Sy and for each ¢ > 0, s;11 = a;(s;).

The algorithm for generating a reduced state space explores only some of the
successors of a state. A transition o is enabled in a state s if a(s) is defined. The
set of enabled transitions from a state s is usually called the enabled set and
denoted as enabled(s). The algorithm selects and follows only a subset of this
set called the ample set and denoted as ample(s). A state s is said to be fully
expanded when ample(s) = enabled(s).

Partial order reduction techniques are based on the observation that the order
in which some transitions are executed is not relevant. This leads to the concept
of independence between transitions. Two transitions «, 3 € T are independent
if for each state s € S in which both transitions are defined the following two
properties hold:

1. o and § do not disable each other: a € enabled(3(s)) and 8 € enabled(a(s)).
2. a and (8 are conmutative: a(B(s)) = B(a(s)).

Two transitions are dependent if they are not independent. A further fun-
damental concept is the fact that some transitions are inwvisible with respect to
atomic propositions that occur in the property specification. A transition « is
invisible with respect to a set of propositions P if for each state s and for each
successor s’ of s we have L(s)NP = L(s)NP.

We now present the concept of stuttering equivalence with respect to a prop-
erty P. A block is defined as a finite execution containing invisible transitions
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O e G = G G ST -

Fig. 2. Stuttering equivalent executions.

only. Intuitively, two executions are stuttering equivalent if they can be defined
as a concatenation of blocks such that the atomic propositions of the i-th block
of boths executions have the same intersection with P, for each i > 0. Figure
depicts two stuttering equivalent paths with respect to a property in which only
propositions p and ¢ occurr.

Two transition systems are stuttering equivalent if and only if they have the
same set of initial states and for each execution in one of the systems starting
from an initial state there exists a stuttering equivalent execution in the other
system starting from the same initial state. It can be shown that LTL_ x formu-
lad] cannot distinguish between stuttering equivalent transition systems [3]. In
other words, if M and N are two stuttering equivalent transition systems, then
M satisfies a given LTL_ x specification if and only if NV also does.

3.2 Ample Set Construction for Safety LTL_ x

The main goal of the ample set construction is to select a subset of the succes-
sors of every state such that the reduced state space is stuttering equivalent to
the full state space with respect to a property specification given by a set P of
atomic propositions. The construction should offer significant reduction without
requiring a high computational overhead. The following four conditions are nec-
essary and sufficient for the proper construction of a partial order reduced state
space for a given property specification P.

Condition CO0: ample(s) is empty exactly when enabled(s) is empty.

Condition C1: Along every path in the full state space that starts at s, a
transition that is dependent on a transition in ample(s) does not occur
without a transition in ample(s) occurring first.

Condition C2: If a state s is not fully expanded, then each transition « in the
ample set must be invisible with regard to P.

Condition C3: If for each state of a cycle in the reduced state space, a transi-
tion « is enabled, then a must be in the ample set of some of the states of
the reduced state space.

Observe that the approximations used in C0, C1 and C2 can be implemented
independently from the particular search algorithm used. It was shown in [3]
that the complexity of checking CO and C2 does not depend on the search

V' LTL_x is the linear time temporal logic without the next-time operator X.
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algorithm. Checking Condition C1 is more complicated. In fact, it has been
shown to be at least as hard as checking reachability for the full state space. It
is, however, usually over-approximated by checking a stronger condition [3] that
can be checked independently of the search algorithm.

Condition C3 has been implicitly proposed in [11]. In the following we focus
on this condition. We will see that the complexity of checking it depends on the
search algorithm used.

3.3 Dynamically Checking C3

Checking C3 can be reduced to detecting cycles during the search. Cycles can
easily be established in depth-first search: Every cycle contains a backward edge,
i.e. an edge that links back to a state that is stored on the search stack [3].
Consequently, avoiding ample sets containing only backward edges except when
the state is fully expanded ensures satisfaction of C3 when using depth-first
search or IDA*, since both methods perform a depth-first traversal. The resulting
stack-based characterization C344cr can be stated as follows[11]:

Condition C3,;,..: If a state s is not fully expanded, then at least one transi-
tion in ample(s) does not lead to a state on the search stack.

The implementation of C344. for depth-first search strategies marks each
expanded state on the stack with an additional flag, so that stack containment
can be checked in constant time. Depth-first strategies that record visited states
will not consider every cycle in the state space on the search stack, since there
might exist exponentially many of them. However, C3g;41 is still a sufficient
condition for C3 since every cycle contains at least a backward edge.

Detecting cycles with general state expanding search algorithms that do not
perform a depth-first traversal of the state space is more complex. For a cycle to
exist, it is necessary to reach an already visited state. If during the search a state
is found to be already visited, checking that this state is part of a cycle requires to
check if this state is reachable from itself which increases the time complexity of
the algorithm from linear to quadratic in the size of the state space. Therefore the
commonly adopted approach assumes that a cycle exists whenever an already
visited state is found. Using this idea leads to weaker reductions, since it is
known that the state spaces of concurrent systems usually have a high density
of duplicate states. The resulting condition [2[1] is defined as:

Condition C3gypiicate: If a state s is not fully expanded, then at least one
transition in ample(s) does not lead to an already visited state.

A proof of sufficiency of condition C34cr for depth-first search is given in
[I1]. The proof of sufficiency of condition C3gypiicate When combined with a
depth-first search is given by the fact that C3gupiicate implies C3g4qc; if at least
one transition in ample(s) has a non-visited successor this transition certainly
does not lead to a successor on the stack.
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In order to prove the correctness of partial order reduction with condition
C34uplicate for general state expanding algorithms in the following lemma, we
will use induction on the state expansion ordering, starting from a completed
exploration and moving backwards with respect to the traversal algorithm. As
a by-product the more general setting in the lemma also proves the correct-
ness of partial order reduction according to condition C34ypiicate for depth-first,
breadth-first, best-first, and A* like search schemes. The lemma fixes a state
s € S after termination of the search and ensures that each enabled transition
is executed either in the ample set or in a state that appears later on in the
expansion process. Therefore, no transition is omitted. Applying the lemma to
all states s in S implies C3, which, in turn, ensures a correct reduction.

Lemma 1. For each state s € S the following is true: when the search of a
general search algorithm terminates, each transition o € enabled(s) has been
selected either in ample(s) orin a state s' such that s’ has been expanded after s.

Proof. Let s be the last expanded state. Every transition « € enabled(s) leads
to an already expanded state, otherwise the search would have been continued.
Condition C3gypiicate enforces therefore that state s is fully expanded and the
lemma trivially holds for s.

Now suppose that the lemma is valid for those states whose expansion order
is greater than n. Let s be the n-th expanded state. If s is fully expanded,
the lemma trivially holds for s. Otherwise we have that ample(s) C enabled(s).
Transitions in ample(s) are selected in s. Since ample(s) is accepted by condition
C3uplicate there is a transition o € ample(s) such that a(s) leads to a state
that has not been previously visited nor expanded. Evidently the expansion
order of a(s) is higher than n. Condition C1 implies that the transitions in
ample(s) are all independent from those in enabled(s)\ample(s) [3]. A transition
v € enabled(s) \ ample(s) cannot be dependent from a transition in ample(s),
since otherwise in the full graph there would be a path starting with v and a
transition depending on some transition in ample(s) would be executed before
a transition in ample(s). Hence, transitions in enabled(s) \ ample(s) are still
enabled in «a(s) and contained in enabled(a(s)). By the induction hypothesis
the lemma holds for a(s) and, therefore, transitions in enabled(s) \ ample(s) are
selected in «(s) or in a state that is expanded after it. Hence the lemma also
holds for s. a

3.4 Statically Checking C3

In contrast to the previous approaches the method to be presented in this Section
explicitly exploits the structure of the underlying interleaving system. Recall that
the global system is constructed as the asynchronous composition of several
components. The authors of [I6] present what they call a static partial order
reduction method based on the following observation. Any cycle in the global
state space is composed of a local cycle, which may be of length zero, in the state
transition graph of each component process. Breaking every local cycle breaks



120 Alberto Lluch-Lafuente, Stefan Edelkamp, and Stefan Leue

every global cycle. The structure of the processes of the system is analyzed before
the global state space generation begins. The method is independent from the
search algorithm to be used during the verification.

Some transitions are marked are with a special flag, called sticky. Sticky
transitions enforce full expansion of a state. Marking at least one transition in
each local cycle as sticky guarantees that at least one state in each global cycle
is fully expanded, which satisfies condition C3. The resulting C34,+i condition
is defined as follows:

Condition C3,;4.: If a state s is not fully expanded then no transition in
ample(s) is sticky.

Selecting one sticky transition for each local cycle is a naive approach that
can be made more effective. The impact of local cycles on the set of variables of
the system can be analyzed in order to establish certain dependencies between
local cycles. For example, if a local cycle C; has an overall incrementing effect
on a variable v, for a global cycle to exist, it is necessary (but not sufficient) to
execute C in combination with a local cycle Cs that has an overall decrementing
effect on v. In this case one can select only a sticky transition for this pair of
local cycles.

3.5 Hierarchy of C3 Conditions

Figure[ depicts a diagram with all the presented C3 conditions. Arrows indicate
which condition enforeces which other. In the rest of the paper we will say that
a condition A is stronger than a condition B if A enforces B. The dashed arrow
arrow from C3gupiicate 10 C3gtack denotes that when search is done with a depth-
first search based algorithm C38:4c enforces C3gypiicate but not viceversa. The
dashed regions contain the conditions that can be correctly used with general
state expanding algorithms, and those that work only for depth-first search like
algorithms. For a given algorithm, the arrows also denote that a condition will
produce better or equal reduction.

3.6 Solution Quality and Partial Order

One of the goals of directed model checking is to find shortest paths to errors. Al-
though from a practical point of view near-to optimal solutions may be sufficient
to help designers during the debugging phase, finding optimal counterexamples
still remains an important theoretical question. Heuristic search algorithms re-
quire lower bound estimates for guaranteeing optimal solution lengths.

Partial order reduction, however, does not preserve optimality of the solution
length for the full state space. In fact, the shortest path to an error in the reduced
state space may be longer than the shortest path to an error state in the full state
space. Intuitively, the reason is that the concept of stuttering equivalence does
not make assumptions about the length of the equivalent blocks. Suppose that
the transitions a and [ of the state space depicted in Figure @ are independent
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Fig. 4. Example of a full state space (left) and a reduction (right).

and that « is invisible with respect to the set of propositions p. Suppose further
that p is the only atomic proposition occurring in the safety property we want
to check. With these assumptions the reduced state space for the example is
stuttering equivalent to the full one. The shortest path that violates the invariant
in the reduced state space is af, which has a length of 2. In the full one the
path ( is the shortest path to an error state and the error trail has a length of
1. Section H] presents experimental evidence for a reduction in solution quality
when applying partial order reduction.

4 Experiments

The experimental results that we report in this Section have been obtained
using our experimental directed model checker HSF-SPING [7] for which we have
implemented the described reduction methods. All results were produced on a
SUN workstation, UltraSPARC-II CPU with 248 Mhz.

2 Available at www.informatik.uni-freiburg.de/ lafuente/hsf-spin
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Table 1. Exhaustive exploration with depth-first search and several reduction methods.

lModel [Reduction [ States[Transitions[Timel
marriers|No Reduction| 96,295 264,053| 20.6
C3stack 29,501 37,341| 5.5
C3auplicate 72,536 111,170| 17.5
C3static 57,067 88,119| 10.7
leader |No Reduction| 54,216 210,548 36.3
C3stack 963 4939 4.4
C3aupticate 1,417 6,899 5.0
C3static 2,985 7,527 4.8
giop No Reduction|664,376| 2,579,722|259.3
C3stack 65,964 90,870| 23.1
C3auplicate 284,083 605,147|115.0
C3static 231,102 445,672 79.0

We use a set, of Promela models as benchmarks including a model of a leader
election protocol] [5] (leader), the CORBA GIOP protocol [13] (giop), a tele-
phony mode[} [14] (pots), and a model of a concurrent program that solves
the stable marriage problem [I8] (marriers). The considered versions of these
protocols violate certain safety properties.

4.1 Exhaustive Exploration

The objective of the first set of experiments is to show how the different variants
of the C3 condition perform. We expect that stronger C3 conditions according
to hierarchy in Figure [3] lead to weaker reductions in the number of stored and
expanded states and transitions.

We use the marriers, leader and giop protocols in our experiments. The pots
model is too large to be explored exhaustively. In this and all following experi-
ments we have selected the biggest configuration of these protocols that can still
be exhaustively analyzed. Exploration is performed by depth-first search.

Table [I] depicts the size of the state space as a result of the application of
different C3 conditions. The number of transitions performed and the running
time in seconds are also included. For each model, the first row indicates the size
of the explored state space when no reduction is used.

As expected stronger conditions offer weaker reductions. This loss of reduc-
tion is especially evident in the giop protocol, where the two conditions poten-
tially applicable in A*, namely C3guplicate and C3giqatic, are worse by about a
factor of 4 with respect to the condition that offers the best reduction, namely
C3stack~

For the marriers and giop protocols the static reduction yields a stronger
reduction than condition C3gypiicate. Only for the leader election algorithm this

3 Available at netlib.bell-labs.com/netlib/spin
4 Available at www.informatik.uni-freiburg.de/~lafuente/models/models.html
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Table 2. Finding a safety violation with A* and several reduction methods.

Model [Reduction [States['ﬁansitions[Time[Length‘

marriers|no 5,077 12,455 0.93 50
C3auplicate| 2,988 4,277 0.51 50
C3static 1,604 1,860( 0.31 50
pots no 2,668 6,519| 1.57 67
C34uplicate| 1,662 3,451| 1.08 67
C3static 1,662 3,451| 1.00 67
leader |no 7,172 22,876 6.87 58
C3auplicate 65 3,190| 4.76 7
C3static 399 3,593| 4.88 66
giop no 31,066 108,971{26.50 58
C3auplicate|21,111 48,870|16.68 58
C3static  [12,361 24,493| 9.36 58

is not true. This is probably due to the relative high number of local cycles in
the state transition graph of the processes in this model, and to the fact that
there is no global cycle in the global state space. Since our implementation of
the static reduction considers only the simplest approach where one transition
in each cycle is marked as sticky, we assume that the results will be even better
with refined methods for characterizing transitions as sticky.

In addition to the reduction in space consumption, partial order reduction
also provides reduction in time. Even though the overhead introduced by the
computation of the ample set and the static computation prior to the exploration
when C3,4s4c is used, time reduction is still achieved in all cases.

4.2 Error Finding with A* and Partial Order Reduction

The next set of experiments is intended to highlight the impact of various reduc-
tion methods when detecting errors with A*. More precisely, we want to compare
the two C3 conditions C3gypiicate and C3¢qtic that can be applied jointly with
A*.

Table [2 shows the effect of applying C3gypiicate and C3siqtic in conjunction
with A*. The table has the same format as the previous one, but this time the
length of the error trail is included. Similar to SPIl\ﬂ we count a sequence of
atomic steps (respectively expansions) as one unique transition (expansion), but
length of the error trail is given in steps in order to provide a better idea of what
the user of the model checker gets.

As expected, both conditions achieve a reduction in the number of stored
states and transitions performed. Solution quality is only lost in the case of
leader. This occurs also in experiments done with IDA*. In the same test case
C3,tatic requires the storage of more states and the execution of more transitions

® Available at netlib.bell-labs.com/netlib/spin/whatispin.html
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Table 3. Finding a safety violation with IDA* with and without reduction.

Model Reduction[States[Transitions[ Time[Lengthl

marriers|no 4,724 84,594| 19.29 50
yes 1,298 4,924| 8.40 50
pots no 2,422 46,929| 36.52 67
yes 1,518 20,406 28.37 67
leader |no 6,989 141,668(210.67 56
yes 55 50,403| 73.90 7
giop no 30,157 868,184(225.54 58
yes 7,441 102,079 78.43 58

than C3gupiicate- The reasons are the same as the ones mentioned in the previous
set of experiments. On the other hand, C3gupiicate produces a longer error trail.
A possible interpretation is that more reduction leads to higher probability that
the anomaly that causes the loss of solution quality occurs. In other words,
the bigger the reduction is, the longer the stuttering equivalent executions and,
therefore, the longer the expected trail lengths become. Table [Z also shows that
the overhead introduced by partial order reduction and heuristic search does not
avoid time reduction.

4.3 Error Finding with IDA* and Partial Order Reduction

We also investigated the effect of partial order reduction when the state space
exploration is performed with IDA*. The test cases are the same of the previous
Section. Partial order reduction with IDA* uses the cycle condition C34qck-
Table [3] depicts the results on detecting a safety error with and without ap-
plying partial order reduction. The table shows the total number of transitions
performed, the maximal peak of stored states and the length of the provided
counterexamples. As in the previous set of experiments, solution quality is only
lost when applying partial order reduction in the leader election algorithm. On
the other hand, this is also the protocol for which the best reduction is obtained.
We assume that the reason is the same as indicated in the previous set of ex-
periments. In addition, the overhead introduced by partial order reduction and
heuristic search does avoid time reduction as explained for previous experiments.

4.4 Combined Effect of Heuristic Search and Partial Order

In this Section we are interested in analyzing the combined state space reduction
effect of partial order reduction and heuristic search. More precisely, we have
measured the reduction ratio (size of full state space vs. size of reduced state
space) provided by one of the techniques when the other technique is enabled or
not, as well as the reduction ratio of using both techniques simultaneously.
The Table on the left of Figure[d indicates the reduction factor achieved by
partial order and heuristic search when A* is used as the search algorithm. The



Partial Order Reduction in Directed Model Checking 125

marriers| N | C
H 2.3| 6.5
PO 40.8(117.6
H+PO 267.0
pots N | C
H 59| 8.4
PO 1.4 1.6
H+PO 9.5
leader N| C
H 1.9] 2.6
PO 2.71 3.2
H+PO 5.9
giop N| C
H 1.3] 1.3
PO 26| 2.5
H+PO 3.3

Fig. 5. Table with reduction factor due partial order and heuristic search (left) and an
explanatory diagram (right).

Figure also includes a diagram that helps to understand the table. The reduc-
tion factor due to a given technique is computed as the number of stored states
when the search is done without applying the respective technique divided by
the number of stored states when the search is done applying the technique. Re-
call that when no heuristic is applied, A* performs breadth-first search. A search
is represented in the diagram by a circle labeled with the applied technique(s),
namely heuristic search (H), partial-order reduction (PO) or both (H+PO). The
labels of the edges in the diagram refer to the cells of the table which contain
the measured reduction factors. The leftmost column of the table indicates the
technique(s) for which the reduction effect is measured. When testing the reduc-
tion ratios of the methods separately, we distinguish whether the other method
is applied (C) or not (N).

In some cases the reduction factor provided by one of the techniques when
working alone ((H,N) and (PO,N)) improves when the other technique is applied
((H,C) and (PO,C)). This is particularly evident in the case of the marriers
model, where the reduction provided by heuristic search is improved from 2.3
to 6.5 and that of partial order reduction increases from 40.8 to 117.6. The
expected gain of applying both independently would be 2.3 x 40.8 = 93.8 while
the combined effect is a reduction of 267.0 which indicates a synergetic effect.
However, as illustrated by the figures for the giop model, synergetic gains cannot
always be expected.

5 Conclusions

When combining partial order reduction with directed search two main problems
must be considered. First, common partial order reduction techniques require to
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check a condition which entails the detection of cycles during the construction
of the reduced state space. Depth-first search based algorithms like IDA* can
easily detect cycles during the exploration. On the other side, heuristic search al-
gorithms like A* are not well-suited for cycle detection. Stronger cycle conditions
or static reduction methods have to be used. We have established a hierarchy of
approximation conditions for ample set condition C3 and our experiments show
that weaker the condition, the better the effect on the state space search.

Second, partial order reduction techniques do not preserve optimality of the
length of the path to error states. In other words, when partial order is used
there is no guarantee to find the shortest counterexample that lead to an error,
which is one of the core objectives of the paradigm of directed model checking. In
current work we are analyze the possibility of avoiding this problem by exploiting
independence of events to shorten error trails.

Experimental results show that in some instances, partial order reduction
has positive effects when used in combination with directed search strategies.
Although solution quality is lost in some cases, significant reductions can be
achieved even when using A* with weaker methods than classical cycle condi-
tions. Static reduction, in particular, seems to be more promising than other
methods applicable with A*. Partial order reduction provides drastic reductions
when error detection is performed by IDA*. We have also analyzed the combined
effect of heuristics and reduction, showing than in most cases the reduction effect
of one technique is lightly accentuated by the other. Experimental results also
show that both techniques reduce running time even though the overhead they
introduce.
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Abstract. We describe the design of (several variants of) a local par-
allel model-checking algorithm for the alternation-free fragment of the
p-calculus. It exploits a characterisation of the problem for this fragment
in terms of two-player games. For the corresponding winner, our algo-
rithm determines in parallel a winning strategy, which may be employed
for debugging the underlying system interactively, and is designed to run
on a network of workstations. Depending on the variant, its complexity is
linear or quadratic. A prototype implementation within the verification
tool TRUTH shows promising results in practice.

1 Introduction

Model checking [8] is a key tool for verifying complex hardware and software
systems. However, the so-called state-space explosion still limits its application.
While partial-order reduction or symbolic model checking reduce the state space
by orders of magnitude, typical verification tasks still take modern sequential
computers to their memory limits. On the other hand, cheap yet powerful parallel
computers can be constructed of Networks Of Workstations (NOWSs). From the
outside, a NOW appears as one single parallel computer with high computing
power and, more importantly, huge amount of memory. This enables parallel
programs to use the accumulated resources of a NOW to solve large problems.
Hence, it is important to find parallel model-checking algorithms, which then
may be combined with well-known techniques to avoid the state-space explosion
gaining even more speedup and further reduce memory requirements.

A well-known logic for expressing specifications is Kozen’s p-calculus [14], a
temporal logic offering Boolean combination of formulae and, especially, labelled
next-state, minimal fixed-point, and maximal fixed-point quantifiers. For practi-
cal applications, however, it suffices to restrict the p-calculus to the alternation-
free fragment, denoted by L}L, in which nesting of minimal and maximal fixed-
point operators is prohibited. It allows the formulation of many safety as well as
liveness properties and subsumes the logic CTL [10], which is employed in many
practical verification tools. It can be shown that the model-checking problem
for this fragment is linear in the length of the formula as well as the size of the

* Most of the work was done during the author’s employment at the RWTH Aachen.
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underlying transition system. Several sequential model-checking procedures are
given in the literature (cf. [4] for an overview). The algorithms can be classified
into global and local algorithms. The first require the underlying transition sys-
tem to be completely constructed while local ones compute the necessary part
of a transition system on-the-fly.

In complexity theory, it is a well-accepted view that P-complete problems are
so-called inherently sequential. It was shown in [2315l5] that model checking Li
is P-complete. Thus, all we can hope is to find a linear-time algorithm and no one
in the parallel complexity class NC, unless NC equals P. We present a parallel
local model-checking algorithm and several of its variations which have linear or
quadratic time complexity, thus matching the perfect bounds. We implemented
the algorithm within our verification tool TRUTH [I77] and learned that it behaves
well for practical problems.

Our algorithm uses a characterisation of the model-checking problem for this
fragment in terms of two-player games [TTJ21]. Strictly speaking, we present a
parallel algorithm for colouring a so-called game graph answering the underlying
model-checking problem. We show that the game graph has a certain charac-
teristic structure when considering the alternation-free p-calculus. This is one
of the crucial observations and guides us to define a sequential algorithm (with-
out cycle detection) that can easily be parallelised, which we do to obtain our
parallel model-checking algorithm. Furthermore, we explain how to extend our
algorithm for computing winning strategies without further costs. A strategy
may be employed by the user of a verification tool for debugging the underlying
system interactively [21].

A different characterisation of the model-checking problem can be given in
terms of so-called 1-letter-simple-weak alternating Biichi automata [15]. These
are related to games in a straightforward manner [11[16]. Hence, our algorithm
can also be understood as a parallel procedure for checking the emptiness of these
automata, thus, also as an automata-theoretic model-checking algorithm, which
are in general considered to be local algorithms. Indeed, our parallel algorithm is
inspired by a solution of the model-checking problem described in [15]. However,
the proposed algorithm employs a detection of cycles, which is unlikely to be
parallelised in a simple way. Our key observation is that we can omit this step
yielding a simple parallel algorithm. Note that the game graph is also a Boolean
graph and that our algorithm has similarities with the ones of [TIT8].

Until today, not much effort has been taken to consider parallel model-
checking algorithms. In [20], a parallel reachability analysis is carried out. The
distribution of the underlying structure is similar to the one presented here.
But their algorithm is not suitable for model checking temporal-logic formulae.
[13/222] present parallelised data structures which employ further computers
within a network as a substitute for external storage. The algorithms described
in [19[7] divide the underlying problem into several tasks. However, they are
designed in the way that only a single computer can be employed to sequentially
handle one task at a time. In [B], we presented a parallel algorithm for a frag-
ment of L. [T2] introduced a symbolic parallel algorithm for the full y-calculus.
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However, both are global so that the transition system has to be constructed
totally. [6] presents a model-checking algorithm for LTL using a costly parallel
cycle detection. Confer [4] for further related work. Our main contribution is the
first local parallel model-checking algorithm for L}L that supports interactive de-
bugging and omits a cycle detection, which allows a powerful parallel realisation
of it.

In Section [2, we fix some notions on graphs, recall the syntax and seman-
tics of the p-calculus as well as the definition of model checking. Furthermore,
we describe model-checking games for the p-calculus and provide an important
characterisation of the game graph, which will be the basis for our sequential
and parallel algorithms. To simplify our presentation, we start in Section Bl with
the presentation of sequential model-checking algorithms that admit a simple
parallel version. The corresponding parallel model-checking procedure is shown
in Section @. Before we draw the conclusion of our approach, we present our
experimental results in Section[[. A full version of the paper including precise
definitions, proofs, and further explanations is available in [4].

2 Graphs, pu-Calculus, and Games

Graphs. A tree order is a pair (@, <) such that < is a partial ordering relation
on @ and its covering relation is a tree. More specifically, assume < is a reflexive,
antisymmetric, and transitive relation and < =< —(< o <) its covering relation.
We call < a tree order iff < is a tree in the usual sense. Notions of parents and
children for elements of ) wrt. < correspond to the usual ones for elements of
Q wrt. <.

A directed graph G is a pair G = (Q,—) where @ is a set of nodes and
—C @ x @ is the set of (directed) edges. We use notions as path, cycle, (strongly
connected) components, (induced) subgraphs as usual. Let ¢’ = (Q’,—') and
G" = (Q",—") be two components of G with Q' N Q" = (). Assume that —
N(Q" x Q') = 0. Then every edge from a node ¢ € Q' to a node ¢’ € Q"
(¢" — ¢") is called a bridge.

In the next sections, we consider graphs that are labelled by formulae. We
say that a cycle contains a formula ¢ iff the cycle contains a node labelled by .

Q1,-..,Qm is a tree decomposition of a graph (Q, —) iff the Q; form a par-
tition of @, i.e., Q = Uie{17.‘_,m} Q; and for all 4,5 € {1,...,m} with i # j, it
holds @; NQ; = 0, and furthermore, there exists a tree order < on the collection
of the Q;’s such that we have Q; <@Q; iff there is a bridge from @; to @;. Without
loss of generality, we may assume that @; < Q); implies ¢ < j.

The p-Calculus. Let Var be a set of fixed-point variables and A a set of actions.
Formulae of the modal p-calculus over Var and A in positive form as introduced
by [14] are defined as follows:

¢ = false | true [ X |1 Apa | o1V | [Klo | (K)o | vX.p | uX.p

where X € Var and K C A [, For a formula @ of the p-calculus, we introduce
the notion of subformulae (denoted by Sub(y)), free and bound variables, and

1 (=) is an abbreviation for (A)ep.
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sentences as usual. We call ¢ a p-formula iff ¢ = uX.¢) for appropriate X and
1. v-formulae are introduced analogously. From now on, we assume all formulae
to be sentences.

A formula ¢ is normal iff every occurrence of a binder puX or vX in ¢
binds a distinct variable. For example, (uX.X) V (uX.X) is not normal but
(uX.X) Vv (uY.Y) is. By renaming, every formula can easily be converted into
an equivalent normal formula. If a formula ¢ is normal, every (bound) variable
X of ¢ identifies a unique subformula puX.y or vX.1) of ¢ where X is a free
variable of 1. We call X a v-variable iff it identifies a v-formula, and p-variable
otherwise. From now on, we assume all formulae to be normal.

Throughout the paper, let us fix a labelled transition system T = (S, T, A, s¢)
where S is a finite set of states, A a set of actions, and 7' C S x A x S denotes
the transitions. As usual, we write s — ¢ instead of (s,a,t) € T. Furthermore,
let so € S be the initial state of the transition system. The satisfaction of ¢ wrt.
T and a state s € S is denoted by T, s = ¢ and defined as usual [21/4]. We use
identifiers like ¢, 1, ... for formulae, s,¢, ... for states, and a, b, . .. for actions of
the transition system under consideration. K denotes a set of actions. Whenever
the sort of the fixed point does not matter, we use ¢ for either y or v.

Essential for our further development is a formula’s graph representation.
To simplify the definition, let us recall its tree (term) representation. Let ¢ be
a formula. The occurrence set of ¢, denoted by Occ(y), is inductively defined
by € € Occ(p), im € Occ(yp) if i € {1,2}, p = @1 * a2, and m € Occ(yp;), and
1m € Occe(y) if ¢ = #¢1 and 7 € Oce(py), where x denotes a binary and # a
unary operator. Let ¢|, denote the subformula of ¢ at position 7, that is ¢|. = ¢
and ¢lir = @;|r where i € {1,2} and ¢ = @1 x o, or i = 1 and ¢ = #¢p;.

We can now assign to every ¢ a Sub(p)-labelled tree with nodes Occ(p)
and edge set — defined by —= {(m,i7) | mir € Occ(p),m € IN*,i € IN}.
The labels are assigned in the expected manner by A(mw) = ¢|,. Altogether,
T(p) = (Occ(p),—, A) is defined to be the tree representation of .

We are now ready to define the graph representation of a formula ¢. Basically,
a formula’s graph is its canonical tree representation enriched by edges from
fixed-point variables back to the fixed-point formula it identifies.

Definition 1. Let ¢ be a formula of the p-calculus and T () = (Occ(p), —, A)
its tree representation. The graph of ¢, denoted by G(p), is (Occ(p), —=', \) where
—'== U{(r,7") | Mr) = X and A\(7') = 0 X.¢' for X € Var and appropriate
o'}

The graph of the formula puX.((vY.(B)Y)V (a) X))V uX' . (vY'.(0)Y') A {(a) X")
is shown in Figure [i(a).

The alternation-free fragment of the p-calculus is the sublogic of the p-
calculus where no subformula ¢ of a formula ¢ contains both a free variable
X bound by a uX in ¢ as well as a free variable Y bound by a Y in ¢. In terms
of the graph representation, a formula ¢ is alternation free iff G() contains no
cycle with a v-variable as well as a u-variable. Figure [[[b) shows the graph of an
alternating formula which has a cycle containing X as well as Y. Contrary, Fig-
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(a) (b) alternation (c) alternation-free

Fig. 1. Graphs of formulae

ure [[i(c) shows the graph of an alternation-free formula which has two maximal

strongly connected components, one on which X occurs, a second containing Y.
An essential observation is that the graph of an alternation-free formula can

naturally be decomposed into so-called p- and v-components (cf. Figure [[l(a)).

Theorem 1. Let ¢ be an alternation-free formula that contains at least one
fized-point formula and let G(p) = (Q,—, A) be its graph representation. Then
there exists a tree decomposition Q1,...,Qm of G(¢) such that every subgraph
induced by Q; either contains only p-cycles (called p-component in the following)
or only v-cycles (v-component).

In our graphical representation, the previous components are enclosed by a
(red) dashed line and the latter by a (green) dotted line. Note that the com-
ponents are no-longer necessarily strongly connected. For formulae without any
fixed-point formula, we will get a single component, which we call arbitrarily a
p-component.

Proof. Consider the nodes of maximal non-trivial strongly connected compo-
nents. Alternation freeness guarantees that not both a v-variable as well as a
p-variable is reached on a cycle in such a component. It is now easy to see
that all remaining nodes form trees. Since a formula’s graph is connected, the
strongly connected components can be canonically ordered by bridges. Please
note that maximality of the strongly connected components and trees guarantees
the order defined to be a tree order. To obtain the required type of components,
strongly connected components are united with their children (components) that
are trees. If the root component is a tree, this is united with the first strongly
connected component. See [4] for details.

Note that, for the previous decomposition, it is essential that we distinguish
between syntactically identical subformulae, which is achieved by using occur-
rences of formulae instead of directly formulae. In Section B] we will discuss an
alternative definition of a formula’s graph, which yields partially ordered but no
longer tree ordered components and, as we will see, a slightly different parallel
algorithm.
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It is easy to see that the time complexity of computing the decomposition
is linear wrt. the formula’s length. Thus, we can label every subformula of a
formula with its component number within linear time wrt. the length of the
formula.

Model-checking games for the p-calculus. Let us recall Stirling’s characterisation
of the model-checking problem in terms of games [21]. As we will see, deciding
whether a given transition system satisfies a formula is reduced to the colouring
of a structure called game graph. We will explain that the decomposition of
a formula’s graph induces a decomposition of the game graph. The latter will
simplify our sequential as well as parallel colouring algorithm. The experienced
reader will notice that our definition is a little different from Stirling’s original
approach. We do so to obtain a tree-like decomposition of the game graph instead
of a more general dag-like decomposition (cf. Section H)).

Consider the transition system 7 and the formula ¢. The model-checking
game of T and ¢ has as the board the Cartesian product S x @ of the set of
states and ¢’s positions. The game is played by two players, namely Vbelard (the
pessimist), who wants to show that T, sg = ¢ does not hold, whereas Jloise (the
optimist) wants to show the opposite.

The model-checking game G(s,p) for a state s and a formula ¢ is given
by all its plays, i.e. (possibly infinite) sequences Cy =>p, C1 =p, Cy =p, ...
of configurations, where for all i, C; € S x Q, Cyp = (s,¢), and P; is either
Jloise or Vbelard. We write = instead of = p, if we abstract from the players.
Each next turn is determined by the current subformula of ¢. Hence, the label
of the second component of a configuration C; determines the player P; who
has to choose the next move. Vbelard makes universal =y-moves, Jloise makes
existential =-3-moves. More precisely, whenever C; = (s, 7) and

1. A(w) = false, then the play is finished.

2. M) =1 A wg, then Vbelard chooses j =1 or j =2, and C;y1 = (s, 7j).

3. M(w) = [K]i, then Vbelard chooses a transition s = ¢ with a € K and
C; i+1= (t 7T1)

4. \(m) = vX.a), then Cipq = (s,71).

If AM(m) € {true, 1 V o, (K)1} (moves 5-8), it is Jloise’s turn; her rules are
dually defined to the ones for Vbelard. For A(7w) = X, let 7’ be the position of
the p-/v-formula X identifies. Then Cjyq = (s,7) (move 9). We will speak of
Vbelard-moves in cases 1-4 and 9, and Jloise-moves in all other cases. C; is called
V-configuration or 3-configuration, respectively (cf. [E]).

A configuration is called terminal if no (further) move is possible. A play
G is called mazimal iff it is infinite or ends in a terminal configuration. The
winner of a maximal play is defined in the following way: If the play is finite,
thus ending in a configuration (s, ), then Vbelard wins G iff A(r) = false or
A(m) = (K) 2. Dually, Jloise wins G iff A\(7) = true or A\(7) = [K]¢ B An
infinite play is won by Vbelard iff the outermost fixed point that is unwinded

2 Note that, due to maximality, we have 3t : s = ¢ for any a € K.
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infinitely often is a p-fixed point. Otherwise, when the outermost fixed point
that is unwinded infinitely often is a v-fixed point, then Jloise wins the game.

A strategy is a set of rules for a player P telling her or him how to move in
the current configuration. It is called history free if the strategy only depends
on the current configuration without considering the previous moves. A winning
strategy guarantees that the play that P plays according to the rules will be won
by P. [21] shows that model checking for the p-calculus is equivalent to finding
a history-free winning strategy for one of the players: Let 7 be a transition
system with state s and ¢ a p-calculus formula. 7;s | ¢ implies that Jloise
has a history-free winning strategy starting in (s, ), and T, s = ¢ implies that
Vbelard has a history-free winning strategy starting in (s, ¢).

All possible plays for a transition system 7 and a formula ¢ are captured in
the game graph whose nodes are the elements of the game board (the possible
configurations) and whose edges are the players’ possible moves. The game graph
can be understood as an and-/or-graph where the or-nodes (denoted by \/) are
3-configurations and the and-nodes (denoted by A) are V-configurations.

The following characterisation of the game graph for this fragment is essential
for formulating our sequential and parallel algorithms, but only holds for the
alternation-free p-calculus.

Theorem 2. Let T be a labelled transition system and let ¢ be a formula of the
alternation-free p-calculus. Furthermore, let & = (Q, E) be their game graph.
Then there exists a tree decomposition Q1,...,Qm of @ such that in every sub-
graph induced by Q;, either p-formulae and no v-formulae are unwinded or v-
formulae and no p-formulae. We call QQ; p-component or v-component, resp.

Proof. By Theorem [II ¢’s graph admits a decomposition into either u- or v-
components Q, ..., Q.. Let Q; be the set of configurations whose formulae are
in Q). It is a simple task to show that the @; have the desired properties.

Figure P] shows a game
graph for a transition system
that has two states s; and s,
an a-loop from s; to itself, and
a b-edge from s; to sz, and the
formula @ = puX.((vY.(b)Y) vV
(a)X) vV uX' ((vY'.(0)Y) A
(a)X"). Vbelard-configurations
are marked by rectangular
boxes while dloise-configura-
tions are drawn as oval nodes.
The dashed and dotted lines
identify pu-components and re- Fig. 2. A partitioned game graph.
spectively v-components.

Let us fix the decomposition of the game graph shown in the previous proof
and further helpful notions in the following definition:
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Definition 2. Let T be a labelled transition system and let ¢ be a formula of the
alternation-free p-calculus. Furthermore, let @G = (Q, E) be their game graph.

— The canonical decomposition of & is the decomposition according to Theo-
rem [ into Q1,...,Qm, which are tree-like ordered by <.

— The escape configurations of a component Q; (denoted by |Q;|) are the con-
figurations which are in a child component and are successor configurations
of a configuration in Q;. That is:

Qi ={q€Q;|Q; is a child of Q; and 3¢' € Q; such that (¢',q) € E}

— The component number of a configuration of the game graph is the (unique)
index i of a component that contains the configuration.

It is obvious that every infinite play gets trapped within one Q;. If the com-
ponent is a v-component, then Vbelard has lost the game. So he tries to leave
a v-component by reaching an escape configuration. Note that the second com-
ponent of an escape configuration is labelled by a fixed-point formula and that
|Q:| = 0 iff it is a leaf wrt. <.

The number of a component of a game graph’s canonical decomposition is
identical to the number of the component of the formula’s graph according to
Theorem [[l Even more, the component number of a configuration is identical
to the number of the component of its formula label (which is defined in the
obvious manner). Thus, once computed the component number of a (sub)formula
as described in Section [Z, it is a constant operation to check the component
number of a configuration.

3 Sequential Model Checking

In the following, we restrict to the alternation-free u-calculus. In this section,
we present two sequential approaches for determining winning strategies, hereby
solving the model-checking problem. The algorithms are designed in the way
that they can easily be parallelised, which is carried out in the next section.

The basic idea of both algorithms is labelling a configuration ¢ by green or
red, depending on whether Jloise or Vbelard has a winning strategy for the game
starting in this configuration ¢. Furthermore, they both employ the canonical
decomposition of the game graph (cf. Section[2)). They differ in the order in which
the several components are processed. The first algorithm proceeds bottom-up,
the second top-down.

Colouring bottom-up. First, let us discuss how to colour a single component. Let
Q@; be a component of the canonical decomposition. To simplify the presentation,
assume that @; is a y-component. The forthcoming explanation can be dualised
for v-components. Let |Q;] denote its set of escape configurations and assume
that every configuration in |Q;] is either labelled with green or red expressing
that either Jloise or VYbelard has a winning strategy from this configuration, resp.
It is now obvious, that every play starting in a configuration of @; will either
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1. eventually reach an escape configuration and never touch a configuration of
Qi again7

2. will end in a terminal configuration within @;, or

3. will go on infinitely within @Q);.

In the first situation, the winner is determined by the colour of the escape
configuration. In the second case, the terminal configuration signalises whether
Jloise or Vbelard has won. The last case goes to Vbelard since a p-formula is
unwinded infinitely often.

The second case justifies colouring every terminal configuration within Q);
in the following way: If the formula component of the configuration is true or
a box formula, then the configuration is coloured with green. Otherwise, when
the formula component is false or a diamond formula, then the configuration
is coloured with red.

Once a configuration ¢ € Q; U |Q;] is labelled with red or green, its pre-
decessors are labelled if possible: An A-node ¢’ is labelled with red if g is red,
but labelled green, if all successors, i.e., ¢ and all its neighbours, are green. An
\/-node is treated dually. If the predecessor has obtained a new colour, the la-
belling is propagated further. It is easy to see that, once a configuration obtained
a colour, the colour is never changed.

Lemma 1. The colouring process is terminating.

However, the labelling process may leave some configurations of @; un-
coloured. Let us understand that all remaining uncoloured configurations can
be labelled with red.

Theorem 3. For any game starting in a configuration without a colour, ¥belard
has a winning strategy for a game starting in this configuration.

Proof. First, check that every uncoloured configuration has at least one un-
coloured successor configuration. Vbelard’s strategy will be any choosing one
uncoloured successor in this situation. Then he will win every play. Every un-
coloured dloise-configuration has red or uncoloured successors, so Jloise has the
choice to move to configurations which are winning for Vbelard or to move to
an uncoloured configuration. Vbelard will choose in an uncoloured configuration
an uncoloured successor, or, if Jloise has moved to a red configuration, he will
choose a red successor. Summing up, every play will either end in a red terminal
configuration, lead to a red escape configuration in which Vbelard has a winning
strategy, or will go on infinitely often within @; and Vbelard wins.

The previous theorem is the crucial observation allowing a powerful parallel
version of this algorithm. Unlike in many existing works on model checking this
fragment, we do not use any cycle detection algorithm in the labelling process.
We know that the described backward colour propagation process leaves only
configurations uncoloured that are on or lead to a cycle which furthermore can
be controlled by Vbelard.
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The first sequential algorithm now processes the components in a bottom-up
fashion. First, leaf components which have no escape configurations are consid-
ered and coloured. Now, for any parent component, the escape configurations
are labelled and, again, our procedure will colour the component.

Let us turn back to our example shown in Figure 2. We have four compo-
nents, @1,...Q4. One leaf component is QJ2. The single terminal configuration
(s2, (b)Y requires Jloise to present a b-successor of sy. However, in the under-
lying transition system, there is no successor. Thus, the configuration will be
labelled with red. Propagating the colours to the predecessor configurations will
colour every configuration of Qo with red.

The other leaf component Q4 will be treated in the same manner as Q5.

The next component to handle wrt. our tree order is Q3. It has the single
escape configuration (s1,vY’.(b)Y’) which is already coloured with red. This
colour is propagated to (s1,vY’.(b)Y'A(a)X") which now is coloured red. Further
propagation will colour the whole component Q3 with red.

We have to proceed with
Q1. (s1,vY.(b)Y) propagates
red to (s1,vY.(D)Y V (a)X).
Since the latter is an Hloise-
configuration, it remains un-
coloured. A similar situation
occurs for the propagation
due to (s1, uX’.((vY'.(D)Y') A
(a)X")). Thus, all colour infor-
mation is propagated within
Q1. The current situation is
depicted in Figure [3], in which
red configurations are filled
with ™ . Now, the second
phase of colouring a compo-
nent comes into play. All remaining configurations will be labelled with red since
@1 is a p-component. Thus, Vbelard has a winning strategy for the presented
game and we know that the underlying formula is not valid in the initial state
of the transition system.

Fig. 3. Before the second phase

Complezity. It is a simple matter to see that the previous labelling algorithm
has a linear running time (in the worst case) wrt. the size of the game graph. The
latter is bounded by the size of the underlying transition system (denoted by s)
times the length of the formula (denoted by 1). Hence, it is bounded by s x I.
However, only the part of the transition system related to the underlying formula
has to be considered. For example, checking (a)y in a state s requires only to
look for a successor reachable by an action a that satisfies ¢. All successors
reachable by different actions need not be considered. While in the worst case,
the whole transition system has to be considered checking a formula, only a part
of the system has to be generated in typical examples. Thus, we can call our
algorithm to be local or on-the-fly.
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Colouring top-down. For the second algorithm, assume that the game graph
is again partitioned into components @; which form a tree. To consider as few
components as possible, the algorithm will process the components in a top-down
manner.

Again, let us first discuss how to colour a single component. Let Q; be a
component of the canonical decomposition. Again, we assume that Q; is a u-
component recalling that the forthcoming explanation can be dualised for v-
components. Let |Q;] denote its escape configurations. However, we will not
assume that every configuration in [Q;| is already coloured. Still, every play
will either

1. eventually reach an escape configuration and never touch a configuration of
Qi again7

2. will end in a terminal configuration within @;, or

3. will go on infinitely within @Q);.

Again, the winner of a play is clear in Case 2. Furthermore, if Jloise has nei-
ther a way to reach a winning terminal configuration, nor to leave the component
she will loose. So, if she has no chance to reach a winning terminal configuration,
the best we can hope for her, is that she indeed has a chance to leave the com-
ponent successfully. The crucial point of our algorithm is that we initially colour
all escape configurations of the component under consideration with lightgreen
denoting that this configuration is probably a winning configuration for Jloise.

As before, the colour information (full as well as light colours) is propagated
to predecessor configurations and used for colouring it. That means, an /A-node
is labelled with red if one successor is red, labelled with lightred, if no successor is
red but at least one is lightred, labelled lightgreen, if all successors are lightgreen
or green, and labelled with green, if all successors are green. In all other cases,
the configuration remains unlabelled. An \/-node is treated dually. Note that
lightred comes only into play for v-components. If the predecessor has got a new
colour, the labelling is propagated further. A simple case analysis shows that
once a configuration obtained a full colour, the colour is never changed. A light
colour is only changed to the corresponding full colour.

Lemma 2. The colouring process is terminating.

Again, the labelling process may leave some configurations of ); uncoloured.
Let us now understand, that all remaining uncoloured configurations can be
labelled with red.

Theorem 4. For any game starting in a configuration without a colour, Vbelard
has a winning strategy for a game starting in this configuration.

Proof. First, check that every uncoloured configuration has at least one un-
coloured successor configuration. Vbelard’s strategy will be any choosing one
uncoloured successor. Then he will win every play. Every uncoloured dHloise-
configuration has red, or uncoloured successors, so Jloise has the choice to move
to a configuration which is winning for Vbelard or to move to an uncoloured



Local Parallel Model Checking for the Alternation-Free u-Calculus 139

configuration. Vbelard will choose in an uncoloured configuration an uncoloured
successor, or, if Jloise has moved to a non-terminal red configuration, he will
choose a red successor. Summing up, every play will either end in a red termi-
nal configuration, move to a red escape configuration, in which Vbelard has a
winning strategy, or will stay infinitely often within @; and Vbelard wins.

Still, the previous theorem is crucial for getting a powerful parallel algorithm.

Our component now may contain configurations which are coloured with
lightgreen. However, we cannot guarantee that Jloise has indeed a winning strat-
egy for games starting in such a configuration. Thus, we remove the colour of such
a configuration. If the initial configurations of the component are coloured, we
are done. If not, we have to consider a child component to get further evidence.

Let us turn back to our example shown in Figure[2. We introduce the colour
white to identify uncoloured configurations, assuming that initially every config-
uration has a white colour. We start with the root component ;. Both escape
configurations are initially labelled with lightgreen (Figure B(a)d).

(a) Starting with Q1 (b) Propagating assumptions

Fig. 4. Two steps in the algorithm.

As shown in Figure[4(b), propagating the colour information will colour every
configuration of ()1 with lightgreen.

The subsequent phase of colouring white-configurations red and lightgreen-
configurations white will turn the whole component to a complete white one
so that the corresponding system looks similar to the one in the beginning.
Thus, the assumptions did not help to find a winner. Therefore, we have to
check a child component of @;. Let us proceed with ()3. Since there are no
escape configurations, the whole component is coloured as before. We learn that
the lightgreen assumption for the initial configuration of QY2 was too optimistic.
Redoing the colouring of @1, now with more but still not full information, will
colour some configurations of @1 red but will still leave the initial configuration
uncoloured. Figure[H(b) shows the coloured game graph right before recolouring
the assumed coloured lightgreen back to white.

We turn our attention to Q3. We assume that Jloise has a chance to leave
the component via (s1,Y”’.(b)Y”). Thus, we colour this configuration lightgreen.

3 lightgreen configurations are identified by writing their label in the following style:
TTT
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(a) (b)

Fig. 5. Subsequent steps in the algorithm.

However, the propagation does not influence the preceding A-node. So all re-
maining configurations are coloured red. Now, all escape configurations of
are coloured and a further colouring process will colour the complete component
@)1 red. Note that we saved the time and especially space for considering Q4.
Figure BIb) shows the coloured game graph, again right before recolouring the
assumed coloured lightgreen back to white.

Complezity. It is a simple matter to see that the previous labelling algorithm
has a running time bounded by n x m where n is the number of configurations
and m is the size of the maximum length of a path from the root component to
a leaf component. The latter number is bounded by the nesting of fixed-point
formulae, which is at most the length of the formula. Thus, we get as an upper
bound s x [? where s is the size of the underlying transition system and [ is the
length of the formula. While in the worst case, this complexity is worse than
in the bottom-up approach, we found out that the algorithm often detects the
truth-value of a formula in a given state much faster. Note, that this algorithm
behaves even more on-the-fly than the previous one.

4 Parallel Model Checking

Given a transition system and an Lt—formula, our approach is both to construct
the game graph as well as to determine the colour of its nodes in parallel. The
idea of our parallel algorithm is that all processors are working in parallel on
one component, whereas the components are treated one-by-one.

Distributing the game graph. We employ a somehow standard approach dis-
tributing and constructing a (component of the) game graph in parallel [20/41J5].
As a data structure, we employ adjacency lists. We need also links to the pre-
decessor as well as to the successor of a node for the labelling algorithm. A
component is constructed in parallel by a typical breadth-first strategy. Given
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a node ¢, determine its successors qi,...,q,. 1o obtain a deterministic distri-
bution of the configurations over the workstation cluster, one takes a function
in the spirit of a hash function assigning to every configuration an integer and
subsequently its value modulo the number of processors. This function f de-
termines the location of every node within the network uniquely and without
global knowledge. Thus, we can send each g € {q1, ..., g, } to its processors f(q).
If ¢ is already in the local store of f(q), then g is reached a second time, hence
the procedure stops. If predecessors of ¢ were sent together with ¢, the list of
predecessors is augmented accordingly. If ¢ is not in the local memory of f(q), it
is stored there together with the given predecessors as well as all its successors.
These are sent in the same manner to their (wrt. f) processors, together with the
information that g is a predecessor. The corresponding processes update their
local memory similarly.

Please consult [4] for a thoroughly discussion of this and other possible ap-
proaches storing distributed transition systems.

Labelling the game graph. As many of the existing model-checking algorithms
that we are aware of, use cycle detection algorithms, which are unlikely to be
parallelised in a simple way, we extend our sequential algorithms described in
Section [J towards a parallel implementation. As explained in the previous para-
graph, it is easy to construct (a component of) the game graph in parallel em-
ploying a breadth-first search. When a terminal configuration is reached, a back-
wards colouring process can be initiated as described in Section Bl This can be
carried out in parallel in the obvious manner. If all colour information is propa-
gated, the sequential algorithm performs a colouring of uncoloured nodes and an
erasing of light colours (cf. Section ). It is no problem to do this recolouring on
the distributed game graph in parallel. Thanks to Theorem Blor Theorem M, no
cycle detection is necessary but every workstation can do this recolouring step
on its local part of the game graph.

However, to check that all colour information has been propagated, a dis-
tributed termination-check algorithm is employed. We use a token termination
algorithm due to [9]. It has the advantage that it scales well wrt. the number
of workstations and that its complexity is independent of the size of the game
graph. The components may be labelled in a bottom-up or top-down manner as
described in Section [3. Thus, we get a set of algorithms differing in the order
the components are processed.

The algorithm. To describe our approach in more detail, we show several frag-
ments of our algorithm in pseudo code. Especially, we note that the two steps
of constructing the game graph and labelling the nodes can be carried out in
an integrated way. The most important function is shown in Figure . Given
a component number, it expands all nodes of the component. It can be applied
either for a parallel bottom-up or top-down labelling algorithm. Since the colour
information of a terminal node is always a correct (full) colour, a colouring pro-
cess is initiated, if a terminal configuration is reached.
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1 Function processSuccs(node) // compute and expand succs
2 succs <~ computeSuccs(node.conf)
3 for s € succs do
4 sendMessageTo (Expand s node.conf) f(s)
5 succss < [ (suc.conf < s, suc.colour + white) | s in succs ]
6 node.succs <— succss
7 end
8
9 Function expandComp(comp)
10 for node in graph[comp].initialNodes // start with initial nodes
11 processSuccs(node)
12 until hasTerminated do
13 msg < readMessage;
14 case msg of
15 Expand conf pred:
16 if lookupGraph(conf, node) # fail then // node already visited
17 if node.colour # white and pred ¢ node.preds then
18 sendMessageTo (Colour pred node.conf colour) f(pred)
19 addPreds(node.preds, pred)
20 else
21 node < newNode, node.conf +— conf, node.pred < pred
22 if isTerminal(node) then
23 node.colour < InitialColor (node.conf)
24 sendMessageTo (Colour pred node.conf colour) f(pred)
25 else // new node
26 node.colour <— white
27 if not (isTerminal(node) or (IsEscapeConf(comp,s))) then
28 processSuccs(node)
29 Colour conf child colour:
30 lookupGraph(conf, node)
31 updateSucc(node.succs, child, colour)
32 newcolour < computeColour(node)
33 if newcolour # oldcolour then
34 node.color < newcolour
35 for p € preds do sendMessageTo (Colour p conf newcolour) f(p)
36 end
(a) Expanding a component
1 Function computeColour(node,succs)
2 begin
3 case
1 Function recolourComp(comp) g no;i:s;s V —node:
g case.typlc(corflf) of 6 all (= Red) succs: Red
p @ colour := red
4 v ¢ colour := green 7 any (= G'reen) succs: Green
5 for node in graph[comp] 8 el'se: White
grap % .
6 if node.color = white then 9 node is A —node:
7 node.color := colour 10 case
8 if node.color in 11 all (= Green) succs: Green
9 {lightred , lightgreen } then 12 any (= R(?d) succs: Red
10 node.color := white 13 else: White
14 end
11 end

(b) Recolouring (c) Computing the colour

Fig. 6. The algorithms
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We assume that the game graph is represented as a list of nodes where each
node is a record containing the label of the current configuration, its colour, and
a list of predecessors and successors. Furthermore, we assume that initial config-
urations are already stored in the graph when calling the function expand Comp.
The latter are first expanded (lines 10-11). Then, the function enters a message
loop awaiting either expand or colour requests. If a configuration should be ex-
panded, it is checked whether the configuration has already been processed (16).
If so, a possible new predecessor of this configuration is stored. Furthermore,
the predecessor is informed about the colour of the current node, if it has been
coloured already. Otherwise, the node is added to the graph, and the configu-
ration and the predecessor are stored (21). A colouring process is initiated, if
the current node is a terminal one (22-26). Furthermore, if the node is neither
terminal or an escape configuration, its successors are considered (28). Thus, its
successors are computed and expanded (2-4). Furthermore, the successors to-
gether with an initially white-colour are stored in the current node (5-6). Colour
informations are processed in the expected manner (29-35).

The function expandComp is the main ingredient for building a complete
algorithm. If one is interested in a bottom-up algorithm, one can call expand-
Comp in a depth-first manner for the components of the game-graph. Then,
starting from the leafs, the function recolourComp (Figure @ light colours
are only present in the top-down version) can be called in a bottom-up manner.
Of course, after processing a component, a colour propagation process for the
initial nodes of the component has to be initiated before recolouring the next
component.

For the bottom-up algorithm, the colour can be computed as described in
Figure .

For the top-down colouring version of our algorithm, the expandComp func-
tion is called first. Then, a colouring process with light colours is initiated start-
ing from the escape configurations of the component. Now, a recolour process
(Figure is started.

There are several possibilities to process the components. In the examples
shown in Section [B] we suggested a depth-first strategy. However, one could
also use a breadth-first, bounded depth-first, or parallel breadth-first strategy.
Depending on the employed strategy, the run-time of our algorithm is linear or
quadratic. Note that the space required by our algorithm is linear in the size
of the game graph. The employment of light colours might save considering a
significant part of the game graph but may also augment the runtime, if the
whole game graph has to be considered.

Theorem 5. The algorithms described before label a node (s,v) of the game
graph with green if T, s = 1. Otherwise, the node is labelled with red.

Variations of the algorithm. We already mentioned that there are several pos-
sibilities to process the components. Note that only the colour of the escape
configuration is needed when colouring a component. Thus, all other nodes of a
child component can be deleted for colouring the current component. In general,
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it is possible to formulate the algorithm in the way that only a single component
plus some control information is stored in the workstation cluster at the same
time certainly lifting the limits for systems to be model checked in practice. For
lack of space, we do not provide the details.

Another variant of our algorithm can be obtained by taking subformulae
instead of the occurrence set of the subformulae for defining the graph of the
formula (Definition [I). The resulting effect will be that the components of the
game graph no longer constitute a natural tree order but form a directed acyclic
graph which is no longer necessarily a tree. Although the resulting game graph
can be expected to be smaller, the tree order simplifies the decision when a
component can be removed, as described in the previous paragraph.

Winning strategies. As pointed out already when motivating the use of games,
the winning strategy does not only provide an answer to the model-checking
question but can also be applied for interactively debugging the underlying sys-
tem. It is easy to extend our algorithm towards providing a winning strategy.
Note that the colour of a terminal node in the game graph indicates a winning
position for one of the players. If the colour information is propagated to a pre-
decessor without a colour (white) and this leads to a colour of the predecessor, it
is clear how the corresponding winner has to chose. In other words, when a node
gets a colour because of a (Colour conf succ colour) message, the strategy
is choosing succ in configuration conf. If a node is coloured in the function
recolourComp, we pointed out in the proof of Theorem [3 and Theorem H] that
the right strategy is choosing a previously white successor.

5 Experimental Results

We have tested our approach within our verification tool TRUTH [17] imple-
mented in Haskell as well as with a stand-alone version written in C++.

The Haskell version. We implemented the distribution routine on its own as well
as the combined iterative labelling routine described in the previous section. As
implementation language we have chosen the purely functional programming
language Haskell allowing us to embed this algorithm in the verification tool
TRUTH and to prototype a concise reference implementation. The actual Haskell
source code of the algorithm has less than 280 lines of code. As the distribution
routine is the same as in [3], we refer to this paper for the positive results
we obtained using this distribution mechanism. Figure [[] shows the measured
runtime results of the state distribution integrated with the parallel labelling
algorithm for a single component on a NOW consisting of up to 52 processors
and a total of 13GB main memory, which are connected with a usual 100MBit
Fast-Ethernet network.

Our approach also scales very well with regard to the overall runtime (Fig-
ure [7). Note that, because of the size of the game graphs we inspected, we did
not get results when running the algorithm on less than five workstations due to
memory restrictions. Therefore, the shown speedups are calculated relative to 5
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processors instead of one. We found that we gain a linear speedup for reason-
ably large game graphs (in fact, for graphs with more than 500.000 states, we
even got superlinear speedups,

which we will discuss later). wll o (h“oDea dlog})‘: ‘ ‘
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ciency, we did not focus on op-

timising the internal data structures either. We use purely functional data struc-
tures like balanced trees and lists rather than destructively updateable arrays or
hash tables. This is also the reason for the superlinear speedups we mentioned
before. We found that the overhead for insertions and lookups on our internal
data structures dramatically increases with the number of stored states. We ver-
ified this by running all processes on a single processor in parallel and replacing
the network message passing with inter-process communication. The expected
result would have been to find similar runtimes as one process would achieve in
this situation, or even slightly worse due to operating-system context switches
between the processes running in parallel. However, we found that there is a
significant speedup, because the internal data structures are less crowded and
therefore lookups and insertions are considerably cheaper.

The C++ wversion. We have implemented a simple prototype tailored for tran-
sition systems computed by the uCRL tool set [3]. We have tried the version
on a transition system with 13 million states. We were able to check a mutual
exclusion property within 9 minutes on the NOW. Note that existing model
checkers for uCRL failed to show the property due to memory restrictions. How-
ever, we have to learn that the algorithm does not scale as good as the Haskell
version. As soon as the transition system fits into the accumulated memory of
the computers, further computers provide no significant speed-up. The reason is
that, in contrast to the Haskell version where the transition system is computed
on-the-fly from a given system of CCS process equations, the system is already
computed in the C++ version, a fact which is not used by our algorithm. Thus,
every computer is mainly concerned with labelling the game graph and sending
colour information to the other computers, and communication is a costly op-
eration within a NOW. It is therefore important to interleave the computation
of the transition system together with the computation of the model-checking
algorithm. Note that it took 3 hours to produce the mentioned transition system
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with the pCRL tool set before we were able to check the system within 9 minutes
with our tool.

Since our C++ version is just a simple prototype and provides a lot of opti-
misation possibilities, we currently work on a sophisticated version of our parallel
model checker, which can be applied for getting further insights to the run-time
behaviour of our approach. This will be integrated with the routines of CRL
for generating a transition system, so that we will get a parallel on-the-fly model
checker for yCRL A

6 Conclusion

In this paper, we have presented a parallel game-based model-checking algorithm
for an important fragment of the p-calculus. The demand for parallel algorithms
becomes visible by considering the memory and run-time consumptions of se-
quential algorithms. Since the employed fragment of the p-calculus subsumes
the well-known logic CTL, it is of high practical interest. We have implemented
a prototype of our approach within the verification platform TRUTH. We found
out that the algorithm scales very well wrt. run-time and memory consumption
when enlarging the NOW.

With our parallel algorithm, answers are computed more quickly, and, more
importantly, there are numerous cases in which the sequential algorithm fails
because of memory restrictions and the parallel version is able to check a formula.
From the practical point of view, it is a central feature of a verification tool to
give an answer in as many cases as possible. Thus, a decent implementation of
this algorithm will be carried out to get further practical results.
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Abstract. The Agreement Problem Protocol Verification Environment
(APPROVE) for the automated formal verification of solutions to agree-
ment problems is presented. Agreement problems are characterized by
the need for a group of processes to agree on a proposed value and are ex-
emplified by group membership, consensus and leader election schemes.
Generally it is accepted by practitioners in both academia and industry
that the development of reliable and robust solutions to agreement prob-
lems is essential to the usability of group communication infrastructures.
Thus, it is important that the correctness of new agreement algorithms
be verified formally. In the past, the application of manual proof methods
has been met with varying degrees of success, suggesting that a less error
prone automated tool approach is required. Furthermore, an observation
made during a review of such proofs is that a significant amount of effort
is invested into repeatedly modeling re-usable themes. The APPROVE
project addresses these issues by introducing a usable Spin based frame-
work that exploits the potential for model re-use wherever possible!.

1 Introduction

The field of group communications has become a well established discipline
within distributed systems research. Traditionally, group communications has
been employed in a variety of settings often characterized by some degree of
replication. The recent development of related technologies means that group
communications is now becoming increasingly important in areas such as: Col-
laborative applications and Metacomputing infrastructures. In developing new
group communication systems, researchers are often required to design novel so-
lutions to a set of well known questions that are termed agreement problems [2].
Agreement problems are characterized by the need for a group of processes to
agree on a value after one or more other processes has proposed what that value

! APPROVE v1.0 is available from: http://www.james-pascoe. com.

D. Bosnacki and S. Leue (Eds.): SPIN 2002, LNCS 2318, pp. 148 2002.
© Springer-Verlag Berlin Heidelberg 2002



The Agreement Problem Protocol Verification Environment 149

should be [7]. Thus, typical examples include group membership, consensus and
election based fault-tolerance algorithms [5].

As the error free operation of agreement algorithms is generally fundamental
to a systems usability, it is important that the correctness of proposed solutions
be determined rigorously. Several formalisms have been applied to accomplish
this task. Birman adopted temporal logic to reason about the correctness of the
virtually synchronous group membership model which was first introduced as
part of the seminal ISIS system [4]. Lamport employed numerous techniques in
the study of consensus [10] as did Hadzilacos, Chandra and Toueg in their re-
search on failure detectors [6]. Current group communication project’s suggest
that one method is emerging as a possible de facto standard. This method is
termed rigorous argument and it is based around the notion that the correctness
of an algorithm can be determined by arguing that four widely adopted invariants
always hold, namely: termination, uniform agreement, validity and irrecoverabil-
ity. There are numerous applications of rigorous argument with two of the more
notable successes being in the Totem [12, 1] and InterGroup [3] projects. Indeed
rigorous argument was used to establish the correctness of the authors recent
work on the design and implementation of the Collaborative Group Membership
(CGM) algorithm (see section 7) [16,13,11].

The application of the manual proof methods discussed above have met with
varying degrees of success. The temporal logic proof of the ISIS group mem-
bership service was later found to contain fundamental flaws (a caveat that is
discussed in Birman’s comprehensive text [5]). In the application to CGM, rig-
orous argument failed to identify a number of design errors despite months of
effort invested in applying the technique. These problems were only discovered
during the projects implementation phase and were later attributed to its de-
sign. Although in this instance, rigorous argument failed to identify a number
of design issues, we do not consider the method to be invalid. However, we pos-
tulate that it can be prohibitively difficult to achieve the level of rigor required
to instill confidence in the correctness of a proof by rigorous argument.

Following the completion of the proof, it was pertinent to study the effect of
employing CGM with a wireless model of failure. In terms of failure, wireless net-
works differ fundamentally from wired systems because they exhibit an element
of intermittent connectivity, that is, hosts may become unpredictably discon-
nected for arbitrary periods of time. Thus, in a wireless network, hosts that are
disconnected are indistinguishable from hosts that have failed. Although manu-
ally specifying a wireless model of failure is not complex, it became clear that
integrating and reasoning about it in the original proof was so difficult that it
effectively meant restarting the process.

This experience motivated an investigation into the feasibility of developing a
configurable automated verification environment that could quickly and exhaus-
tively verify the correctness of a proposed solution to an agreement problem.
Through the comparison of previous proofs, it was observed that there exist cen-
tral themes which are modeled repeatedly, albeit in different formalisms. Thus,
additional motivation for the project was to exploit this potential for re-use.
Furthermore, as the formalism adopted varied between different applications,
the possibility of exploiting direct re-use of existing model components was lim-
ited. Thus, we propose the APPROVE framework, its design philosophy being to
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provide a configurable, extensible, automated verification environment through
which a catalog of previously verified re-usable components can be quickly com-
posed to suit an application. In doing so, the researcher need only model the
algorithm or protocol under test and invoke the automated verifier to establish
its correctness. The aim is to not only drastically reduce the amount of effort and
error associated with developing such proofs, but to also instill a much higher
degree of confidence in the process and demonstrate the effectiveness of formal
tools to more practical communities.

2 Background

A number of other formal techniques to facilitate reasoning about the develop-
ment of group communication systems exist. For example, one of the more no-
table projects is the application of the NuPrl theorem prover (pronounced ‘new’
program refinement logic) [24] to the Ensemble group communication system.
Ensemble [18] develops network protocol support for secure fault-tolerant appli-
cations and is the successor to the Horus [23] and ISIS [4] toolkits. An Ensemble
developer composes the required system from a catalog of micro protocols. Each
micro protocol is coded in OCaml (ML) and thus has formal semantics which can
be translated into type theory, that is, the input language to NuPrl. Through
NuPrl, the developer can prove correctness theorems or partially evaluate the
type theory and so automatically perform some optimizations for common occur-
rences. This result is then translated back into ML and reflected in the original
implementation.

2.1 Why Spin?

Although in this case, the NuPrl / Ensemble combination is a powerful mecha-
nism for reasoning about micro protocols, NuPrl was not deemed to be a suitable
basis for the realization of APPROVE. This was mainly due to the level of user
interaction NuPrl (and indeed most theorem provers) require. Since one of the
primary project goals was to encourage a greater utilization of formal tools in
more practical communities, it was beneficial that APPROVE should offer a ‘press-
on-the-button’ approach. Due to previous experience, we initially considered the
FDR [19] model checker. However, concerns from more practical researchers over
its terse interface meant that Spin [8] was selected instead.

As Spin is stable, well documented and uses a C like syntax, we postulate
that it is ideal for group communications researchers. Indeed papers presenting
the development phases of APPROVE have been well received in other commu-
nities [15,13]. Furthermore, as the XSpin interface is also very usable, Spin was
ultimately deemed the most suitable platform on which to base APPROVE.

2.2 Spin in Relation to Group Communications

Further motivation for using Spin stemmed from the prior work of Ruys [21,
20]. In his thesis ([21] section 4.11), Ruys provides a pragmatic insight into the
modeling of weak multicast and broadcast protocols using Spin. The distinction
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between weak and strong models of group communication, is that all strong
peers are furnished with a view, that is, a formalized notion of membership?.
Thus, APPROVE has leveraged this work and aims to take it one stage further
by investigating a model of group communication that is strong.

2.3 Literate Verification Using noweb

Possibly one of the most central issues to the usability of formal tools, is the
provision for high quality documentation. In an imperative language such as C,
programs can often effectively be documented through comments. However, the
inherent power of formal notations such as Promela, often leads to a scenario
where the verbosity and number of comments necessary to convey sufficient
intuition compromises the readability of the code. Thus, APPROVE was developed
using the literate programming tool noweb [17].

Literate programming was first proposed by Knuth [9] as a new programming
paradigm that primarily promoted two philosophies. Firstly, literate program-
ming combines documentation and source into a fashion suitable for reading by
humans, the underlying premise being that the experts insight is more likely to
be conveyed if it is stored alongside the code to which it corresponds. Literate
programming also aims to free the developer from ordering programs in a com-
piler specified manner, that is, when writing a program, the developer need not
initially concern themselves with distracting side issues but instead focus on the
problem in hand. In order to facilitate literate programming, Knuth provided a
tool termed WEB [9] which produced both TEX documentation and PASCAL
code from a file written in the WEB notation. One of WEBs drawbacks, was that
it was PASCAL specific. This was addressed by Ramsey who produced noweb,
a literate programming tool that embodies the same philosophies, but can be
applied to any language.

In terms of applying noweb to Promela, Ruys has contributed significant
insight in [22, 21]. Thus, through the use of noweb, the researcher is able to read
the APPROVE source code and the corresponding MTEX documentation at all
levels of combination.

3 The ArPROVE Architecture

At the highest level, the architecture of APPROVE consists of essentially three
major components (see fig. 1). Each of these is discussed below with the exception
of the test protocol, that is, a Promela model of the proposed algorithm. Although
inherently this component can not be provided, APPROVE offers a template and
guidance for its construction. As one of the primary benefits of APPROVE lies in
its re-configurability, extensive investigation of a test protocol becomes simple.
For example, the researcher may wish to examine the verification consequences of
employing a different failure detector in the overall model. Using APPROVE, this
is a matter of modifying the environment’s configuration, whereas traditional
manual methods would require extensive alterations.

2 On page 132 of [21], Ruys alludes to a destination set which could be considered an
implicit form of membership. However, as there is no notion of a view, we conclude
that the membership model is weak.
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Fig. 1. The high level APPROVE architecture. It later became clear that the environ-
ment, invariants and test protocol could not be modeled as distinct entities. Although
this has relatively little consequence (other than to mildly complicate the template
for the test protocol), a more realistic illustration would possibly resemble a Venn
diagram. Nevertheless, at a high level, it is considered somewhat more succinct to
diagrammatically express the architecture in the manner shown here.

3.1 The Environment

The environment is the collective term for the entities required to support the
simulation and verification of the test protocol. At this level, global channels
which facilitate message passing amongst the various sub-entities are declared
as are a suite of options which can be used to configure APPROVE for a spe-
cific scenario. Possibly the most complex environmental component is the Group
Membership Service (or GMS). There are several definitions for a GMS, but it
is generally accepted that it has at least the following responsibilities [7]:

1. Providing an interface for group membership changes — The GMS furnishes
processes with a means to create or remove process groups and to join or
leave process groups.

2. Notifying members of group membership changes — All members of a process
group are notified when a membership change occurs, that is, all processes
are informed when hosts join and leave the group or are evicted because they
have failed.

In addition, the model of group membership offered in APPROVE is wirtually
synchronous. Virtual synchrony was proposed by Birman [5] in the ISIS toolkit
[4] and through the success of ISIS, has become widely adopted in the field.
Virtual synchrony can be effectively summarized by the simplifying abstraction
it presents to the developer, namely, that a group of processes all see the same
events in the same logical order. This reduces the design complexity of agreement
protocol’s since the same algorithms can be executed by all processes.

As with the GMS, client processes exhibit a specific behavior in relation to
their operation. Before being admitted to the group, a client must send a join
request message to the GMS. In a virtually synchronous system, membership



The Agreement Problem Protocol Verification Environment 153

Process group

FIFO / Atomic
Multicast

-~ Leave

__ = Fall

Fig. 2. The APPROVE concept of a group. To manage the size of the state space, the
number of client processes is dynamic and is specified by the NUM_CLIENTS flag.

change messages are called view change operations and are dealt with differently
than in weak group communication systems. In order to guarantee virtual syn-
chrony, messages transmitted in one view must be delivered in the same view, so
a virtually synchronous GMS responds to a view change operation by broadcast-
ing a flush® message. On reception of a flush message, each client entity delivers
any outstanding messages before signaling the GMS of the flush protocols com-
pletion. On receiving an acknowledgment from all of the group members, the
GMS adds the joining process to the membership and the new view is broad-
cast. Once part of the group, an APPROVE client is free to transmit an arbitrary
number of messages to other clients using two group communication primitives,
namely, reliable FIFO multicast (or fbcast) and atomic multicast (or abcast). Re-
liable FIFO multicast states that if a process p transmits a message m; before
a message msy, then my is delivered before mo at any common destinations, and
p is notified of any message that can not be delivered. The atomic primitive
behaves in the same manner as fbcast, but offers the additional guarantee that
either all of the destination processes deliver a given message, or none do. The
motivation for specifically selecting this pair of primitives is that FIFO multi-
cast often forms the basis of quiescent failure detection and atomic ordering is
frequently used to transmit the results of agreement algorithms. It is noteworthy
to add, that at a time which is non-deterministic, a client can either request to

3 In group communications literature, ‘flush’ messages are sometimes referred to in
relation to the totally ordered message passing primitive gbcast. For more information
on delivery ordered message passing primitives, see Birman [5] (page 266). Note
that the ‘b’ is a legacy label that implies broadcast communication. Possibly a more
suitable label would be ‘m’ (suggesting multicast communication), but this has not
been adopted since all of the literature uses the original terminology.
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leave the group (in which case the GMS performs a protocol symmetric to the
join) or it can fail.

In some systems, a further responsibility of the GMS is to provide a failure
detector and implicitly, a model of failure. In traditional group communications,
often a fail-stop model of failure is adopted and processes fail by either halting
prematurely or being irrecoverably partitioned away. Currently, only the fail-
stop model of failure is supported by APPROVE, but investigation into a wireless
model and its effect on traditional group infrastructures is planned for the near
future. In APPROVE, three failure detection mechanisms are modeled, two in an
independent heartbeat process and the third as part of the client. This not only
reduces the complexity of the GMS, but also provides what is possibly now a
more realistic model. The heartbeat or keepalive mechanisms are protocols that
periodically transmit messages to announce their continued presence. The third
failure detector is a quiescent algorithm that monitors the session’s liveness each
time the reliable fbcast primitive is used to transmit a message.

4 Modeling ApPROVE: Phase 1 (An Ideal System)

The initial phase of the APPROVE realization process developed an ideal model of
group communication; ideal in the sense that nothing was permitted to fail. The
first phase developed models for the global aspects, the GMS and the client en-
tities. This section describes each of these presenting select fragments of Promela
code in the form of the following noweb chunks:

154 (Phase 1 list of selected chunks 154)=
(Global channel definitions 155)
Message types — the mtype definition 156a)
Modeling the view 156b)
Join protocol 157a)
Flush protocol 157b)

o~~~ o~

4.1 Global Considerations: Channel and Message Definitions

Based on the conclusions of Ruys [21], APPROVE uses a matriz of nine channels to
model communication between the various entities. Each client process indexes
into the channel matrix by using an identification number assigned to it at
instantiation by the init process. Individually, each of the APPROVE channels
can be classified into one of the following three categories:

1. General channels — To facilitate communication amongst the group entities.
2. Message guarantees — Channels that model delivery ordering semantics.
3. Failure channels — For co-ordinating failure resolution.

Channels of the first group conform to the labeling convention entity ‘2’
entity, where an entity can be one of: cli = client, gms = group membership
service, hfd = heartbeat failure detector, eh = error handler and em = error
master. An error handler is a process that embodies an instance of the protocol
under test. The error master is an explicit term used to address the co-ordinator
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155  (Global channel definitions 155)= (I54)
chan cli2gms[NUM_CLIENTS] = [BUFFER_SIZE] of { byte }
chan gms2cli[NUM_CLIENTS] [BUFFER_SIZE] of { byte, int }
/* Channels for communicating primarily outside of the group */

chan c1i2hfd [NUM_CLIENTS] = [BUFFER_SIZE] of { byte }
chan hfd2cli[NUM_CLIENTS] = [BUFFER_SIZE] of { byte, int }
/* Channels for querying the heartbeat failure detector */

chan fbcast [NUM_CLIENTS]

[BUFFER_SIZE] of { byte, byte, byte }
chan abcast [NUM_CLIENTS] [BUFFER_SIZE] of { byte, byte, byte }
chan gbcast [NUM_CLIENTS] [0] of { byte }

/* Delivery ordering channels */

chan fail = [BUFFER_SIZE] of { byte, int }

chan eh2eh[NUM_CLIENTS] = [NUM_CLIENTS] of { byte, int, int }
chan em2gms = [BUFFER_SIZE] of { byte, int }

/* Failure channels */

of a protocol, viz. the process which collates and determines the algorithm’s
result. Typically, this is then sent to the GMS (using the em2gms channel) which
evicts any failures and distributes the new view.

The second group of channels form the basis of the delivery ordering guaran-
tees. Note that the gbcast channel is synchronous and only carries a single byte.
In practice, often the only messages to be sent using the totally ordered message
passing primitive is the instruction to flush and symmetrically, the acknowledg-
ment from a client that it has completed the protocol. Thus, in APPROVE, the
gbcast channel is only permitted to carry the FLUSH and FLUSH_ACK messages.
Conversely, the failure channels provide facilities for announcing failures and
serve as a modeling interface to the researcher. Other channels in this category
deal with communication between the error handlers and provide the error mas-
ter with a means of informing the GMS of those processes deemed to have failed.
All of the APPROVE channels are defined with a maximum of three fields where
the first is the message type (e.g. JOIN) and the others are values. Thus, the
message exchange cli2gms [2] ! JOIN would correspond to a request from client
2 to join the group.

The APPROVE Message Types. In conjunction with the CGM example, AP-
PROVE defines sixteen messages (see chunk 156a) which are again split into
several sub-groups:

1. Membership messages — For standard membership changes.

2. Data messages — For quiescent reliable failure detection.

3. Fuailure messages — For querying heartbeat failure detectors and announcing
failures to the error handler.

4. CGM messages — For co-ordinating the CGM membership algorithm.

As the denotation of each message can be inferred from its name, we do
not discuss the topic further. Additional details can be found in the APPROVE
documentation [14].
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156a (Message types — the mtype definition 156a)= ([4)
mtype = {
JOIN, LEAVE, LEAVE_ACK, FLUSH, FLUSH_ACK, VIEW,
/* Membership messages */
DATA, ACK,
/* Arbitrary data transfer messages */
QUERY, SUSPECTS, FAIL,
/* Failure detector messages */
EL_START, EL_CALL, EL_PROBE, EL_RETURN, EL_RESULT
/* CGM Specific messages */

4.2 The Group Membership Service

Apart from the roles discussed above, the GMS is also implicitly responsible for
managing the view. As Spin opts to convert bit arrays into arrays of bytes,
APPROVE models the view using the more efficient bitvector representation.
Through the unsigned keyword, the size of each value can be set to the number
of clients and so a minimal amount of memory is consumed. Manipulation is
performed using bit-wise operators wrapped in macros.

156b  (Modeling the view 156b)= ([54)
unsigned view:NUM_CLIENTS=0;

The GMS executes continuously and is instantiated by the init process.
In its idle state, the GMS waits for a message to arrive on one of its input
channels. Regardless of whether a client wishes to join, leave, or the error master
is reporting evictions, the GMS behaves in essentially the same manner. On
reception of a message, the GMS initially updates its internal view. Then, the
FLUSH message is sent to all operational clients instructing them to perform the
flush protocol (see chunk 157b). Each client processes all of the outstanding
messages in its channels before returning a FLUSH_ACK to the GMS. Once all of
the clients have completed the flush, the GMS distributes the new view and the
operation is complete. Note that priority is given to dealing with membership
changes originating from the error master, that is, the GMS explicitly checks
for messages on the em2gms channel before dealing with standard membership
operations.

The length of the Promela GMS specification prevents its inclusion as a lit-
erate programming chunk here. Instead, a pseudo-code outline of the algorithm
is given in fig. 3.

4.3 The Client Process

The APPROVE client process is intended to model a typical group participant.
Each client process executes a join protocol and once admitted to the group, is
free to exchange an arbitrary number of messages with the other group members
or leave the session and terminate its execution. The simplistic join protocol
executed by all of the clients is shown in chunk 157a below:
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Algorithm 1: Pseudo-code Outline for the Group Membership Service

Initially view = 0, i = 0;

1. if

2. :: nempty(em2gms) — em2gms?message — atomic { update view }; i = 0;
3. do

4. 2 ((i < NUM_CLIENTS) && (view & (1<<i))) — gms2cli[i]!FLUSH; i++
5. = (i == NUM_CLIENTS) — i = 0; break

6. else = i+

7. od;

8. Collect the FLUSH_ACK messages — atomic { broadcast the new view }
9. : else — skip

10. fi;

11. do

12.:: (i < NUM_CLIENTS) — repeat lines 1-10, but substitute cli2gms|i] for em2gms
13.:: (i == NUM_CLIENTS) — i = 0; goto line 1
14. od

Fig. 3. Pseudo-code Outline for the Group Membership Service

157a  (Join protocol 157a)= ([54)
cli2gms[id] ' JOIN -> gms2clilid]?eval(VIEW) ,view ->
printf ("APPROVE (client %d): view received %d.\n",id,view);

Recall that after requesting admission to the group, the GMS broadcasts the
instruction to FLUSH. If the session is empty, a singleton view is immediately
returned to the client. Otherwise, each client executes the flush protocol:

157b  (Flush protocol 157b)= ([=4)

if
:: gbcast[id]?7eval (FLUSH) ->
do
:: fbcast[id] ?receiver_set,from,msg ->
if
:: (msg != ACK) -> fbcast[from]!from,id,ACK
: else -> skip
fi /* do the same for the abcast channel */
:: gbcast[id]7_
1 gms2clilid]?_,_
:: (empty(fbcast[id]) && empty(abcast[id]) && empty(gbcast[id]) &&
empty (gms2cli[id])) -> gbcast[id] !|FLUSH_ACK; gms2clil[id]?7eval(VIEW),view;
break
od;
printf ("APPROVE (client %d): flush completed.\n",id)
: empty(gbcast[id]) -> skip
fi;

Once part of the group, each client is free to either leave the session or
exchange an arbitrary number of f/abcast messages with other processes. As it
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Fig. 4. A message sequence chart depicting a typical simulation of the initial model
using XSpin. The first line is the init process which after invoking the GMS and two
clients, does not interact further. The first client (process 2) joins the empty session
and so immediately receives its view at time step 34. The second client (process 3) joins
the group, but has to wait for the first client to flush before the new view is distributed.

is not meaningful to model message delivery ordering semantics in a failure free
environment, the topic was addressed in the second modeling stage. Thus, at this
point, APPROVE was tested and debugged before the second phase commenced.

5 Modeling ApPROVE: Phase 2 (Introducing Failure)

In traditional group communications, the notion of failure is twofold. In the first
instance, APPROVE must incorporate at least one failure model, viz. a description
of exactly how a process behaves when it fails. The second aspect is the concept
of detection, that is, by what means are process failures discovered. As before,
select Promela fragments will be presented in the following literate programming
chunks:

158  (Phase 2 list of selected chunks 158)=
(Fail-stop model of failure 159a)
(Selecting a random receiver set 159b)
(FIFO delivery and quiescent failure detection 160a)
(Atomic delivery and quiescent failure detection 160b)
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5.1 The Fail-Stop Model of Failure

Traditional group communications software models failure as a primary parti-
tion fail-stop event, that is, when a process fails it either prematurely halts or
is irrecoverably partitioned away from the group. Modeling this in APPROVE
essentially means adding a further non-deterministic clause to the main do loop
in the client process. Note that clients are only permitted to fail when no other
operation is in progress. For example, a client may send a message and then fail,
but not fail during a message exchange. The reason for this abstraction is to
eliminate failure events that would not be handled by the protocol under test
e.g. a failure during group admission would be dealt with by the join protocol
and not by the error handler.

Intuitively, one would expect to model a fail-stop failure as a simple termi-
nation event. However, as Promela abstracts away from the low-level details of
a processes execution status, some form of external ‘announcement’ is required
as a testable interface to the failure detectors. This was incorporated as a global
bitvector mask (termed the failed_members_mask) which operates in the same
manner as the view, but denotes failure rather than membership. Thus, we have:

159a  (Faslure model 159a)= (L58)
/* main client do loop (other non-deterministic clauses) */
(FAIL_MODEL == FAIL_STOP) ->
atomic { failed_members_mask = failed_members_mask | (1<<id); }
printf ("APPROVE (client: %d): failed.\n",id); break

5.2 Delivery Ordering Primitives and Quiescent Failure Detection

The pertinent question of how to model the delivery ordering primitives and
quiescent reliable failure detection is now addressed. A quiescent reliable failure
detector treats reliable communications as probes of the sessions liveness. The
main advantage of a quiescent mechanism over a periodic heartbeat algorithm
is that a quiescent strategy will not incur any processing overhead in a failure
free environment. Conversely, the main drawback (and indeed a fundamental
distinction) is that quiescent failure detection is arbitrary and offers no timely
properties.

In order to model an arbitrary message exchange, each client must be fur-
nished with the ability to select a receiver set at random. In APPROVE, this is
achieved using a rationalized random number generated by the inline random
definition suggested by Ruys [21].

159b  (Selecting a random receiver set 159b)= (I53)
random(receiver_set, (2"NUM_CLIENTS)-1);
receiver_set = receiver_set & view;
if
(receiver_set & (1<<id)) ->
receiver_set = receiver_set =~ (1<<id)
:: else -> skip
fi
/* rationalize the value into a valid destination set */
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Modeling the reliable FIFO primitive is a case of selecting a random receiver
set and iteratively inspecting each of its members. If a host is a member of
both the receiver set and the failed members mask, then a new failure has been
detected and is announced through the fail channel. Note that duplicate failure
reports are ignored by the error master. If a recipient has not failed, then a DATA
message is exchanged for an acknowledgment.

160a (FIFO delivery and quiescent failure detection 160a)= ([E])
i=0->
do
((1 < NUM_CLIENTS) && (receiver_set & (1<<i)) ->
if

(failed_members_mask & (1<<i)) ->

fail!FAIL,i; i++ /* announce the failure */
:: else —>

fbcast[i] !DATA,id,receiver_set; fbcast[i]?eval(ACK),_,_; i++
fi

(i == NUM_CLIENTS) -> break
1 else —> i++
od

The difference between the model for the reliable FIFO primitive and the
atomic algorithm is that the latter will initially check that none of the recipients
have failed. If this is the case, then an atomic message exchange is executed.
Conversely, the operation is aborted, and the failures are reported.

160b  (Atomic delivery and quiescent failure detection 160by= (I58)
i =0 -> atomic { if
(receiver_set & failed_members_mask) ->
do
((i < NUM_CLIENTS) && (receiver_set & (1<<i)) &&
(failed_members_mask & (1<<i))) -> fail!FAIL,i; i++
(i == NUM_CLIENTS) -> break
: else > i++

od
:: else => i =0 ->
do
((i < NUM_CLIENTS) && (receiver_set (1<<i))) ->
abcast[i] 'DATA,id,receiver_set; abcast[i] ?eval (ACK),_,_; i++

(i == NUM_CLIENTS) -> break
: else > i++
od
fi}

5.3 Heartbeat Failure Detection

Heartbeat failure detectors (HFDs) are used in many systems (though not in
CGM) and so were deemed essential to the APPROVE catalog. Heartbeat failure
detection differs from quiescent mechanisms in one important aspect, namely,
HFDs are triggered periodically. In Spin, the notion of time is implicit, that is,
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Algorithm 2: Pseudo-code Outline for the Heartbeat Failure Detector (Pending)

Initially old_failed_members_mask = failed_members_mask, i = 0;

1. if

2. :: (old_failed_members_mask != failed_members_mask) —

3 i=0;

4 do

5 it (failed_members_mask & (1<<i)) && (!(old_failed_members_mask & (1<<i)))
6. — faillFAIL,i; i++

7 : else — i4++

8 od;

9 old_failed_members_mask = failed_members_mask; goto line 1
10. fi

Fig. 5. Pseudo-code Outline for a Pending Heartbeat Failure Detector

it is not possible to reason about specific durations and so the Promela model
of an HFD has to abstract away from its traditional implementation. Note that
the key distinction preserved by APPROVE is that heartbeat failure detection is
independent from the pattern of communication, that is, an HFD detects failures
on the basis of a loop, whereas quiescent mechanisms detect failures arbitrarily.
In a similar vein, the mechanism by which HFDs detect failure is also modeled
differently from a traditional implementation. It is generally accepted, that HFDs
can be categorized into two groups: ping (or explicit acknowledgment) and ‘I am
alive’. When using a ping HFD, each group member will periodically broadcast
a message to all others before awaiting a series of acknowledgments. If after
waiting d; units of time an acknowledgment has not been received, then the
host it refers to is suspected of failure. Similarly, a process using an ‘I am alive’
HFD will periodically broadcast a message announcing its continued presence to
the group. If such a message is not received in §; units of time, then again the
corresponding host becomes a failure suspect. In terms of triggering the HFD,
it is not possible to effectively reason about a specific timeout duration (d;). In
APPROVE, two heartbeat failure detectors are modeled. The first is a general
model which polls the value of the failed members mask for changes, whereas,
the latter pends on the failure event (see fig. 5). This triggering abstraction
results in a significant decrease in interleaving and so reduces complexity.

6 Verifying APPROVE

The development of the heartbeat failure detectors concluded the initial AP-
PROVE modeling phases. Subsequently, the question of instrumenting the model
for the purposes of verification was considered. One of the beneficial aspects of
the project was that the termination, uniform agreement, validity and irrecov-
erability invariants were known from its inception. As with group membership,
there are numerous definitions for the invariants listed here and so, the most
generally accepted were adopted [2, 7]:
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1. Termination — In every admissible execution of the test protocol, a result is
eventually assigned for every process that has not failed.

2. Uniform Agreement — Agreement as defined by [2] states that in every ex-
ecution, if a result is set by all live processes, then that result is an agreed
common value. However, it is feasible for a failing and a live process to settle
on differing values immediately before the failing process crashes. Uniform
agreement states that this can not be the case, i.e. even for processes that
fail, if they have received a value, then that value must be the same as the
other results.

3. Validity — If N processes have the same input, then any value decided upon
must be the same.

4. Irrecoverability — When a result is set, then that value can not be changed.

Termination is tested through the introduction of a series of end state labels in
combination with an explicit idle state in the error handler. Thus, if a verification
terminates and any of the error handlers are not idling, then Spin detects and
reports the violation. Conversely, the other invariants are somewhat interrelated;
thus, we discuss these issues in combination. Note, that the noweb chunks referred
to throughout the next section are listed below:

162a  (List of selected verification chunks 162a)=
(Assigning a new result 162b)
(Checking validity 163)

6.1 Irrecoverability, Validity and Agreement

The main distinction between termination and the other invariants is that ir-
recoverability, validity and agreement are only in question when a new result is
assigned, that is, when the error handler master receives a result from a client
and wishes to store it. In this case, testing for irrecoverability is the same as
verifying that a result has not been previously received (and so set) for a par-
ticular client. This is achieved using an assert statement in conjunction with a
bitvector of flags. Thus, the assignment of a new result implies verifying that a
result has not been set previously, before storing the clients input and resultant
views in global arrays. This is encapsulated in the following inline definition
which comprises part of the APPROVE user template model:

162b  (Inline: result assignment 162b)= ([62a))
inline ASSIGN_RESULT (input_view,result,id) {
atomic {
assert(!(verification_result_set & (1<<id)));
verification_input_view[id] = input_view;

verification_output_view[id] = result;

verification_result_set = verification_result_set | (1<<id);
CHECK_VALIDITY()

CHECK_AGREEMENT() /* use inlines for validity and agreement */
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Inlines vs. Never Claims to Guarantee Validity and Agreement. Note
the use of the inline statements CHECK_VALIDITY and CHECK_AGREEMENT in chunk
162b above. Intuitively, the validity and agreement invariants lend themselves
to expression by a Spin never claim; indeed a significant amount of effort was
invested in pursuing this idea. Spin never claims generally apply invariants to
the global space of the model whereas in this case, the validity and agreement
invariants only apply to the client processes. It is possible for never claims to
inspect variables local to processes suggesting the idea of using a bounded do loop
to cycle through each client process checking the invariants in turn. However,
due to the assignment of the counting index, Spin objects warning that the never
claim contains side effects. Although in this case, the side effect in question is
known to be safe, it is arguable that the approach contravenes the philosophy
of the never claim and so the alternative method of using inline definitions was
adopted.

The mechanics of actually checking the invariants are again based around a
bounded do loop and are similar in both cases. For brevity, only the chunk which
checks for validity is presented:

163 (Checking validity 163)= ([62al)

inline CHECK_VALIDITY() {

i=0->

do
: ((i < NUM_CLIENTS) && (verification_result_set & (1<<i))) ->
j=0->
do
:: ((j < NUM_CLIENTS) && (verification_result_set & (1<<j)) && (i!=j)
&& (verification_input_view[i] == verification_input_view[j])) ->
assert(verification_output_view[i] == verification_output_view[j]);
Jjt+s;

: (j == NUM_CLIENTS) -> i++; break
11 else —> j++
od
(i == NUM_CLIENTS) -> break
od;
¥

7 Applying ApPROVE: Collaborative Group Membership

Next consider the application of APPROVE to an actual agreement problem.
The example adopted is that of the Collaborative Group Membership (CGM)
algorithm i.e. the protocol to which rigorous argument was applied in our recent
work. The distinguishing feature of collaborative technologies over other group
systems is their multi-channel architecture, that is, collaborative applications
exhibit a further group abstraction which permits messages to be simultaneously
transferred using different delivery semantics. As traditional group membership
algorithms were unsuitable, this prompted the development of CGM.

CGM is based on two complementary entities that are executed by all clients
to perform the actions necessary to participate in two elections [16,13,11]. The
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error mongtor is an arbitration entity that primarily maintains a log of error re-
ports from the failure detector. It also mediates the invocation of an agent which
performs two consensual elections. The first of these is termed the membership
removal election and is designed to deal with fail-stop failures. Conversely, the
session election is used to detect and resolve the more subtle partial failures. In
multi-channel collaborative systems, it has been observed that part of the soft-
ware can fail i.e. the system has not crashed out-right, but is malfunctioning. In
APPROVE terminology, this agent corresponds to the error handler, that is, the
component under test. A further distinction, is that the most senior error han-
dler has the additional role of calculating and distributing the results of the two
elections and thus is the error master. In the event that the error master fails,
the next most senior group member assumes the role and if necessary restarts
the election.

The development of the initial CGM model abstracted away from the er-
ror monitor and session election, focusing primarily on the membership removal
election. When triggered, the error handler broadcasts an EL_START message
followed by an EL_CALL. This informs the other group members that an elec-
tion is about to take place and that they should refresh their view. Using the
quiescent failure detector, each client reliably broadcasts an EL_PROBE mes-
sage to its peers. The underlying reasoning being that this will generate new
fault reports for failures that were previously undetected. Client views based on
heartbeat failure detectors can be refreshed by consulting the failure detector
directly. This returns a list of suspects in the form of a bitvector. Based on its
refreshed view, each client votes for the removal of members it deems to have
failed and sends a digest of the result to the error master via a point-to-point
EL_RETURN message. Having received all of the votes, the error master deter-
mines the outcome and instructs the GMS to evict any agreed failures.

8 Results

8.1 Qualitative Analysis

Initial experiments using APPROVE quickly identified two termination violations
in the model of CGM. Essentially, APPROVE demonstrated that if a failure detec-
tor based on reliable communication was used, and a failure occurred after the
EL_PROBE, the error master would infinitely wait for an EL_.RETURN (since at
this point, the protocol does not transmit any reliable messages and the failure
remains undetected). Several strategies exist to solve this problem using a qui-
escent reliable failure detector, but it was decided that for now the remainder of
the analysis would be conducted using a heartbeat failure detector. Reconfigur-
ing the model highlighted a second termination flaw. Although new failures were
now being detected and acted upon, the occurrence of a client leave during the
election would also invalidate the termination property. Heartbeat failure detec-
tors do not announce valid departures and the GMS is unable to circulate a new
view whilst the current view is in question (i.e. an election is in progress). Thus,
the protocol design was modified to include a timeout entity which circumvents
these issues and allows the error master to restart the election if necessary. Note
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Table 1. APPROVE verification results showing the quantitative effect of toggling the
CGM probe. Note the following key: SV is the state vector measured in bytes, DR is
the depth reached, SS is the number of states stored (the decimals are e+08) and T is
the averaged elapsed time (hours:minutes:seconds). All of the experiments used 219.02
Mb of memory and no errors were reported at any stage.

Probe enabled / NUM_CLIENTS
3 4 5 6 7 8 9 10
SV 572 820 1108 1440 1808 2216 2708 3200
DR | 935864 | 1288425 | 1388202 | 1227178 | 1819674 | 1639334 | 1244615 | 1454759
SS | 2.11743 | 2.10856 | 2.26861 | 2.22499 | 2.12071 | 3.16569 | 2.70916 | 2.23208
T 1:25:54 | 1:40:50 | 2:32:17 | 2:36:55 | 2:56:02 | 6:28:39 | 5:56:39 | 4:50:41

Probe disabled / NUM_CLIENTS
3 4 5 6 7 8 9 10
SV 524 724 928 1152 1388 1640 1952 2240
DR | 1158358 | 1288748 | 1464371 | 1933316 | 1895244 | 1312446 | 1415283 | 1356739
SS | 1.02681 | 1.89953 | 2.07028 | 2.12812 | 2.18374 | 2.25818 | 2.85684 | 2.46325
T 0:37:35 | 1:22:52 | 1:40:50 | 1:58:37 | 2:19:03 | 2:39:49 | 4:23:59 | 3:42:05

that this strategy also solves the first termination problem and so permits the
use of the failure detector based on reliable communication.

8.2 Using APPROVE to Empirically Investigate Extraneous Code

During the initial CGM design phases [16], the cost of the algorithm was approx-
imated in terms of its message complezity. Message complexity (MC) is defined
by Attiya and Welch [2] as the maximum, over all admissible executions of the
total messages sent for both synchronous and asynchronous message passing sys-
tems. In terms of a CGM session with Ny participants and ny failures, MC can
be approximated to the following:

MC =~ (N2 4+ns(Ns—n¢)) + cm + acm

where N2 is the message complexity of the probe mechanism, n #(Ns—ny) is due
to the resulting failure reports, ¢, represents a fixed number of control messages
and a indicates Ny, — ny acknowledgments. From this it is evident that the
approached message complexity is quadratic, indeed it is noteworthy to highlight
that the majority of current group membership algorithms exhibit the same
property (certainly [3] supports this view). As the CGM probing mechanism
is responsible for the quadratic overhead, this raised the question of whether
the EL_PROBE message could safely be removed without introducing semantic
violations. Using APPROVE, it was now possible to formally determine whether
or not this was the case.

In addition, it was decided that these experiments would investigate AP-
PROVEs performance in relation to larger groups (i.e. between 3 and 10 clients).
The expected result, indeed the characteristic under test, is that there exists a
small linear increase in overhead for each additional client process. Note that
a session consisting of two client processes is an exception to this hypothesis
since the system is effectively point-to-point and so has a significantly simpler
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Error Monitor Protocol Error Handler Protocol (Master) Actions

Al: add to log
A2: remove from / prune log

EL_END A EL START A3: log message; do not generate ER_IND
(S;;(rs‘d/\ P1; . Ezs ;eRngBE suce A4: decrement number of reports
ER CLEAR) send EL END A5: increment number of reports

(ER_IND; AG6: prune log for removed members
send EL_REQ) V AT: set expected number of failures to 0
EL_REQ); A7 A8: determine number of expected failures
send EL_START; A9: set time—out
A10: store return and update global failurg lo
Al1l: queue ER_IND
A12: calculate membership removal result
(ER_IND; A8; Ag)  A13: reset time—-out
VA9 Al4: calculate session election result

A15: resynchronize affected channels

Predicates
P1: the log is empty
P2: failure is not in log
send EL_PROBE P3: failure is in log
- P4: failure is confirmed
P5: number of reports is 0
P6: FAIL_REP resulting from an EL_PROBE
oran EL_CALL
P7: all hosts are capable of responding
P8: expected number of returns received
(EL_RETURN A P9: time-out occurs
(IP7;A10)) VER_IND; A1l P10: ER_IND queue is empty

(P1; A1)

((FAIL_CORR A
(PSNA2N\PL;
send ER_CLEAR))
V EL_RESULT);

FAIL_CORR /A FAIL_REP

N ((P2; A1)

(P8 P9); AL2; A13
send EL_RESULT

(A6 N 1P1)

(FAIL_REP A
(PS send ER_IND) V (IP6; A3)) V
FAIL CORR; A3

Fig. 6. The amended (final) state transition diagrams for CGM. For fuller explanations
see [16, 13]. The Journal of Supercomputing article is the canonical CGM paper but is in
press (pre-prints available on request). The COMPSAC paper [13] gives an overview of
the original protocol theory and includes references to our proof by rigorous argument.

interaction. The experimental environment consists of one Pentium III desktop
machine using a 600 MHz processor and 768 Mb of RAM. In terms of software,
the PC is running Linux Mandrake 6.5 and Spin version 3.4.10. Each experiment
was conducted using the same compiler and run-time options, thus, in order
to repeat these experiments, define -D_POSIX_SOURCE -DBITSTATE -DSAFETY
-DNOCLAIM -DXUSAFE -DNOFAIR -DVECTORSZ=4000 on the compilation line and
-X -m3000000 -w29 -c1 as the arguments to pan. Note the use of the partial
search. Normally, an APPROVE verification is performed exhaustively using a
smaller number of clients (e.g. 3 or 4), however, studying APPROVE in the con-
text of larger groups necessitates the use of the partial search.

When the model was re-configured to not probe, Spin did not detect any
invariant violations, suggesting that the probe could indeed be removed. In ad-
dition, a significant decrease in the overhead required to complete the verification
(particularly for the larger groups) was observed. The cause for the sudden in-
crease in verification time (at 8 clients) is currently being investigated. However,
this anomaly appears to pose only performance implications, as no semantic
violations were detected. During Spin guided simulations, it was noted that if
further failures occurred during an election, the CGM algorithm would simply
iterate up-to ny times. Based on these results it was decided that the probe
would not be removed completely, but its use would be restricted to environ-
ments where failures occur in rapid succession. Under normal circumstances, the
algorithm operates without the probe yielding a linear message complexity and
less overhead in the Promela model, but, in the rare cases where failures occur in
rapid succession, the probe can be employed to avoid multiple CGM iterations.
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9 Conclusion

Following the completion of APPROVE and its application to CGM, the insight
gained from the process was reflected back into the original design (see fig. 6).
In terms of critique and future work, there are a number of developments which
are to be pursued:

— A Wireless model of failure — Through the maturation of related technolo-
gies, wireless group communications is being touted as the next paradigm in
the field. Currently, APPROVE supports only a fail-stop model of failure. In
the projects next phase, it is planned that APPROVE will be used to formally
investigate the effect of failure in the wireless domain. The distinction be-
tween the two environments is that wireless hosts often experience a level of
intermittent connectivity. Thus, traditional group communications systems
are unequipped to distinguish between temporarily dis-connected live hosts
and outright failures. In practice, this phenomenon manifests itself through
the erroneous triggering of membership algorithms suggesting that APPROVE
be employed to investigate solutions.

— Scoped never claims — During the verification process, it was noted that the
Spin never claim operated on the global state space and so was not suitable
to apply the APPROVE invariants. In future work, it may be pertinent to
investigate the notion of a scoped never claim which can apply an invariant
to a subset of processes.

— Service based strong group communications — Based on the suggestions in the
online Spin help, APPROVE models communication at the client level, that
is, each client is responsible for the execution of the f/abcast protocols. In
the next phase of APPROVE, a service based model of group communication
will be added. This will not only provide a platform for studying transport
layer issues in the context of group communications (e.g. message loss) but
will also form the basis of a ‘low-fat’ analysis (see Ruys’ recipes [20]).

One of the most encouraging aspects of APPROVE has been the positive reac-
tion by the more practical protocol communities. Tools such as Spin have repeat-
edly demonstrated how they can be employed to tangibly improve projects. It is
hoped that through frameworks such as APPROVE, the technology transfer gap
between these communities will lessen and so, this stands as one of the APPROVE
projects long term goals.
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Abstract. This paper addresses how formal verification can be applied
to find a bottleneck in a gigabit network interface card that prevents
the card from achieving the best possible performance. Finding a bot-
tleneck in a gigabit network interface card is not an easy task because it
is equipped with sophisticated hardware components, such as multiple
DMA engines and separate CPU and memory. Therefore, the interac-
tions between a network interface card and the host are very complex so
that the firmware to manage the interactions is also complicated, which
makes the bottleneck analysis very difficult. As an alternative approach
of the bottleneck analysis, we specify the firmware in a gigabit network
interface card and analyze the behavior of the specification with SPIN.
As an example of gigabit network interface cards, Myrinet is used in
this paper. We show that SPIN can easily verify whether the Myrinet
firmware has a bottleneck once the state transitions inside the firmware
are modeled properly.

1 Introduction

Gigabit network interface cards (NIC) are getting popular. A notable example
is Myrinet [3]. In order to achieve the best possible performance out of Myrinet,
several user-level communication primitives have been proposed [46I12], and
Berkeley-VIA [4] is a well-known implementation of Virtual Interface Archi-
tecture (VIA) [5] that is an industrial standard for user-level communication
primitives. VIA allows user processes to directly access NIC bypassing the ker-
nel that has multiple communication layers. Therefore, it is generally expected
that VIA can achieve near physical bandwidth of gigabit networks.
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Fig. 1. Throughput comparison of Asynchronous UDP, Berkeley-VIA, and UDP

However, our research shows that Berkeley-VIA is able to achieve a slightly
higher throughput than UDP on Myrinet as shown in Figure [l (only 6% improve-
ment at 32KB data size). Furthermore, Berkeley-VIA has much less through-
put than an improved UDP named Asynchronous UDP [I3]. It turns out that
Berkeley-VIA utilizes only about 1/2 of bandwidth of Myrinet. On the other
hand, we find that Berkeley-VIA has the shortest one-way latency as shown in
Figure 2| which indicates that Berkeley-VIA has less communication overhead
than UDP and Asynchronous UDP. So a question is why Berkeley-VIA has a
very low overhead but is not able to achieve the best possible throughput. Our
goal is to find the performance bottleneck.

The firmware of Myrinet NIC needs to be analyzed to see where the bot-
tleneck is. Because Myrinet NIC has three DMA engines and separate memory
and CPU, the firmware itself is very complicated. Therefore, the analysis of the
firmware is not an easy task. Also the interaction between the firmware and the
host is very complex so that the firmware analysis becomes even more compli-
cated.

This paper attempts an alternative approach. In order to analyze the firmware
of Myrinet NIC, we first build state transition diagrams to model the firmware.
Second, we translate the state transition diagrams into specifications written in
PROMELA (PROcess MEta LAnguage) [7]. Third, we derive verification for-
mulas. Then the formulas are verified with SPIN [g].

Specifically, we analyze Lanai Control Program (LCP) and Myrinet Control
Program (MCP), where LCP is the firmware for Berkeley-VIA and MCP is the
firmware for traditional protocols, such as UDP and TCP. Since our goal is to find
a performance bottleneck, we focus on how well DMA engines of Myrinet NIC
are utilized because the utilization of DMA engines determines the throughput.
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This paper is organized as follows. Section 2 describes the hardware com-
ponents in Myrinet NIC. Section 3 models LCP and MCP. We construct state
transition diagrams and specify them with PROMELA. LCP and MCP are an-
alyzed in Section 4 with SPIN. Finally, Section 5 concludes the paper.

2 Myrinet Network Interface Card

Myrinet is a gigabit Local Area Network (LAN). Many researches apply Myrinet
to clustering systems or storage area networks [TJ2]. In this section, we describe
the hardware components of Myrinet NIC based on LANai-4 [10].

Myrinet NIC consists of a RISC processor named LANai, Static Random
Access Memory (SRAM), and three DMA engines (i.e. EBUS-LBUS, send-DMA,
and receive-DMA engines) as shown in Figure Bl LANai executes the firmware,
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and SRAM stores the data for sending or receiving. Each DMA engine works as
follows.

The EBUS-LBUS DMA engine is responsible for the data movement between
the main memory and the SRAM. The firmware initializes the EBUS-LBUS
DMA by setting the DMA direction register (DMA_DIR), main memory ad-
dress register (EAR), SRAM address register (LAR), and DMA counter register
(DMA_CTR). The DMA DIR register indicates that the DMA operation moves
data whether from main memory to SRAM or vice versa. The EAR and LAR
registers point the start of main memory buffer and SRAM buffer, respectively.
The DMA_CTR register contains the number of bytes for DMA. In the case
of sending, the data in the area indicated by the EAR register is moved to the
buffer indicated by the LAR register as many as the value of DMA_CTR register,
which is the same in the case of receiving excepting the data moving direction.

The send-DMA engine moves the data in SRAM to the Myrinet physical
network. The firmware sets the sending memory pointer register (SMP) and
sending memory limit register (SML). The SMP register specifies the beginning
of the SRAM buffer to send-DMA, and the SML register indicates the end of
the buffer.

The receive-DMA engine receives a data from Myrinet LAN into the SRAM.
The registers of receive-DMA engine are receiving memory pointer register
(RMP) and receiving memory limit register (RML). The registers have the same
role as the registers of send-DMA engine excepting the registers specify the re-
ceiving buffer.

The firmware initiates the DMA operations by setting the proper registers of
each DMA engine and notices the completion of corresponding DMA operation
via the 32-bit Interrupt Status Register (ISR) on LANai processor. Each bit
of ISR indicates a specific hardware event. The bit number 4 (dma_int bit)
is set when an EBUS-LBUS DMA operation is completed. The bit number 3
(send_int bit) and 1 (recv_int bit) are set when a send-DMA and receive-DMA
are completed, respectively. We refer the details of Myrinet NIC to [2].

3 Modeling of Firmware

This Section performs the modeling of LCP and MCP based on their source
codes. We construct the state transition diagrams for concerned modules and
specify them with PROMELA.

3.1 Lanai Control Program

LCP is the firmware for Berkeley-VIA. LCP consists of four modules: hostDma,
lepTx, lepRx, and main. Figures Bl Bl and [6 show the state transition diagrams
of former three modules.

The hostDma module is responsible for EBUS-LBUS DMA. The initial sate
of the hostDma module is HostDmaldle. The lepTx and lcpRx modules invoke
the method of the hostDma module. Then, the hostDma module initializes the
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LcpRxDone?

EBUS-LBUS DMA operation, and its state moves to HostDmaBusy. When the
EBUS-LBUS DMA operation is done (i.e. dma_int bit of ISR is set), the state
of the hostDma module moves from HostDmaBusy to HostDmaldle, and the
method returns to its invoker.

The lepTx module sends a data. The initial state is LepTxIdle and moves
to the LpcTxGotASend state when there is a data to send. Then, the lcpTx
module invokes the method of the hostDma module moving to LepTxHostDma.
After the return of the invoked method, the state of the lepTx module moves
to LepTxSendDma. In this state, the lepTx module initializes the send-DMA
operation and is waiting the completion of send-DMA. If a data is received from
the network during the send-DMA operation, the lepTx module invokes the
method of the lcpRx module and moves to the LepTxInvokeRx state. When the
lcpRx module has received a data completely, its method returns to the lepTx
module, and the state of the lepTx module moves to LepTxSendDma again. The
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Fig. 6. State transition diagram of the IcpRx module

LepTxSendDma state can be changed to LepTxIdle when the send-DMA is done
(i.e. send_int bit of ISR is set).

The lcpRx module is responsible for receiving a data. The initial state is
LepRxReady that initializes a receive-DMA operation beforehand because it is
hard to know when a data gets in. When a data is received from the network to
Myrinet NIC (i.e. recv_int bit of ISR is set), the state moves to LecpRxGotARe-
ceive, and the lcpRx module invokes the method of the hostDma module moving
its state to LcpRxHostDma. After the method of the hostDma module returns,
the lcpRx module changes its sate from LepRxHostDma to LepRxReady and
reinitializes the receive-DMA operation.

The main module invokes the methods of the lepTx and lepRx modules when
there is a data to send or receive, respectively. Note that the entry point (gray
ellipses of Figures [ B and [@) of the hostDma, lcpTx, and lepRx modules is
the initial state of each module. We will discuss more about the entry point in
Section 3.2.

We specify the modules as processes in PROMELA. All invocations between
modules are performed in a synchronous manner. Therefore, we implement the
invocation by using two rendezvous communication channel for each process.
One is the channel to pass an argument, and the other returns a return value.
An event is passed as an argument or return value via the rendezvous channels.
In addition, we specify ISR bits that notify the completion of DMA operations.
Appendix A shows the part of the specification written in PROMELA.

3.2 Myrinet Control Program

MCP is included in Myrinet Software package [I1] that contains a device driver
and firmware (i.e. MCP). While Berkeley-VIA supports only VIA protocol,
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Myrinet Software does TCP/IP protocol suite. MCP consists of five modules:
hostSend, netSend, hostReceive, netReceive, and main. The hostSend and net-
Send modules are responsible for sending. The hostSend module moves a data
from main memory to SRAM, and the netSend module sends a data in SRAM
to the network. On the other hand, the receiving of data is performed by the
hostReceive and netReceive modules. The netReceive module receives a data
from the network to SRAM. The hostReceive module moves the received data
to the main memory. The state transition diagrams of four modules are shown
in Figures [7} Bl @, and [0} The main module invokes the methods of the former
four modules according to the event occurred.

The initial state of the hostSend module is HostSendIdle. The state is moves
to HostSendGotASend when there is a data to send. Then, the hostSend mod-
ule checks some conditions. If there is no buffer available in SRAM, the state
becomes HostSendFull and returns to the main module. Otherwise, the host-
Send module examines whether the EBUS-LBUS DMA engine is occupied by
the hostReceive module. If the EBUS-LBUS DMA engine is idle, then the state
moves to HostSendDma initializing an EBUS-LBUS DMA operation and re-
turns to the main module without a waiting for the completion of the DMA.
If the EBUS-LBUS DMA engine is occupied by the hostReceive module, the
state moves to HostSendDmaBusy and returns to the main module. In the case
of reaching the HostSendFull state, the state transition is performed when the
netSend module consumes a data in SRAM. The state transition from HostSend-

SendDrmaDone ?
Dmal nUse=0

Recei veDmaFr eé
Net SendQueueNof Enpt ¥

Host SendDna Net SendQueueNot Ful | ?

SendDnaFr ee?
(Dmal nUse==1)
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Fig. 7. State transition diagram of the hostSend module
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DmaBusy is occurred after the completion of EBUS-LBUS DMA performed by
the hostReceive module. When the state is HostSendDma, the hostSend module
moves its state to the initial state after the completion of EBUS-LBUS DMA
(i.e. dma_int bit of ISR is set).

The initial state of the netSend module is NetSendldle. If there is a data
moved from main memory to SRAM by the hostSend module, the method of
the netSend module is invoked moving its state to NetSendBusy. The netSend
module in NetSendBusy initializes the send-DMA operation, then the method
returns. When the send-DMA operation is completed (i.e. send-int bit of ISR is
set), the state is changed to NetSendIdle.

The hostReceive module starts from HostReceiveldle. If there is a data re-
ceived from the network to SRAM by the netReceive module, the state moves
to HostReceiveGotAReceive. Then, like the hostSend module, the hostReceive
module checks whether the other party uses the EBUS-LBUS DMA engine or
not. If the EBUS-LBUS DMA engine is occupied by the hostSend module, the
state moves to HostSendDmaBusy. Otherwise, the state is changed to HostRe-
ceiveDma, and the module initializes EBUS-LBUS DMA. In both case, after the
state transition, the method returns to the main module. The state transition is
performed from HostReceiveDmaBusy to HostReceiveDma when the hostSend
module releases the EBUS-LBUS DMA engine. The state moves from HostRe-
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Fig.10. State transition diagram of the netReceive module

ceiveDma to HostReceiveldle, after the completion of the EBUS-LBUS DMA
operation (i.e. dma_int bit of ISR is set).

The initial state of the netReceive module is NetReceiveDma that is the same
state with LcpRxReady of LCP. When the receive-DMA is done (i.e. recv_int
bit of ISR is set), the state moves to NetReceiveDmaDone that checks whether
the receiving buffer in SRAM is available for the next receiving. If it is available,
the state is returns to the initial state; else, the state is changed to NetReceive-
Full. The netReceive module can escape from the NetReceiveFull state when the
hostReceive module consumes a data in SRAM.

Comparing with modules of LCP, the notable difference is that each module
of MCP has plural entry points. This means that the method of each module is
invoked from an entry point and returns when it reaches to another entry point
without waiting for the next event. Therefore, the method invoked in the next
time starts from the state in which the method returns right before. On the
other hand, in the case of LCP, a method is invoked when the module is in the
initial sate and returns only when it backs to the initial state.

Like LCP, we implement an invocation by using two rendezvous commu-
nication channel of PROMELA. The events are stored in the channel named
Events. The main module gets an events from the Events channel and invokes
the correspond method. Appendix B shows the part of the specification written
in PROMELA.

4 Comparison of Firmware

This section analyzes the behaviors of LCP and MCP from the viewpoint of
throughput. The key factor that determines the throughput of NIC is how well
the DMA engines are utilized. The maximum throughput can be achieved when
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the EBUS-LBUS DMA engine performs in parallel with the send-DMA and
receive-DMA engine.

For example, let DMAggyus_raus be the throughput of the EBUS-LBUS
DMA and DMAgenq be the throughput of the send-DMA. DMAggus_LBus is
determined by the bandwidth of the I/O bus (e.g. PCI) that connects the main
memory and SRAM of NIC. On the other hand, DMAge,q is determined by the
network physical media. When DMA engines perform in parallel, the throughput
is evaluated as follows:

Throughput = MIN(DMAEBUstBUsa DMAsend)

However, if DMA engines perform sequentially, the throughput is limited as
follows:

Throughput = DM Agpus—reus/(1+ DM Agpus—rus/DM Asend)

If DMAggus_1Bus and DMAg.,q are the same, the throughput achieved is
reduced to 1/2 of DMAggus—Laus. The next step of the analysis is to derive
verification formulas. Because the verification formulas need to reflect the uti-
lization of DMA engines, we use the following formulas written in LTL [9]:

1. LCP
A. o (LTIR && HDB && ! LTHD)
Can the lepTx module initiate send-DMA while the hostDma module is
using EBUS-LBUS DMA that moves data from main memory to SRAM?
B. ¢ (LRR && HDB && ! LRHD)
Can the lcpRx module initiate receive-DMA while the hostDma mod-
ule is using EBUS-LBUS DMA that moves data from SRAM to main
memory?
— LTIR : The state of lecpTx is LepTxInvokeRx.
LTHD : The state of lcpTx is LepTxHostDma.
— LRR : The state of lcpRx is LepRxReady.
— LRHD : The state of lcpRx is LepRxHostDma.
HDB : The state of hostDma is HostDmaBusy.

2. MCP
A. o (HSD && NSB)
Can the netSend module initiate send-DMA while the hostSend module
occupies the EBUS-LBUS DMA engine?
B. o (HRD && NRD)
Can the netReceive module initiate receive-DMA while the hostReceive
module occupies EBUS-LBUS DMA engine?
— HSD : The state of hostSend is HostSendDma.
— NSB : The state of netSend is NetSendBusy.
— HRD : The state of hostReceive is HostReceiveDma.
— NRD : The state of netReceive is NetReceiveDma.

If DMA engines perform in parallel, each verification formulas should result in
“True”. When we run SPIN with the above formulas, the verification formulas of
MCP are “True”. However, the formulas for LCP result in “False”. That is, LCP
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cannot perform the send-DMA during the EBUS-LBUS DMA that moves data
from main memory to SRAM (formula 1-A). In order to quantify the parallelism
of each firmware, we measure the DMA overheads of sender on M2F-PCI32C
Myrinet NIC when 10 UDP packets of 32KB are sent. Figures [[1] and [T2] are
the time charts. The x-axis indicates the time. The y-axis represents the DMA
engine that each packet goes through in order to be processed. A rectangle in
a DMA engine is the time spent in the DMA engine to process a packet. A
rectangle starts at the time when the corresponding rectangle in upper DMA
finishes. Figure T2 shows that the DMA overheads of MCP are fully overlapped,
while the overheads of LCP cannot be pipelined at all as shown in Figure [Tl

Also LCP cannot perform the receive-DMA as well during the EBUS-LBUS
DMA that moves data from SRAM to main memory (formula 1-B). This result
explains why the performance of Berkeley-VIA is limited. The simulation results
also show that LCP performs DMA sequentially but MCP performs DMA in
parallel. We have run random and interactive simulations and confirmed the
same results.
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In addition, we verify the correctness that only one module should occupy
the EBUS-LBUS DMA engine at a time. The EBUS-LBUS DMA engine moves
data not only from main memory to SRAM for sending, but also from SRAM
to main memory for receiving. Therefore, a module should wait until the DMA
engine becomes idle, if the other module already occupies the DMA engine. The
formulas used are as follows:

1. LCP
]! (LTHD && LRHD)
The lepTx module cannot use the EBUS-LBUS DMA engine during the
lecpRx module occupies it.

2. MCP
[] ! (HSD && HRD)
The hostSend module cannot use the EBUS-LBUS DMA engine during
the hostReceive module occupies it.

The verification results show that both LCP and MCP satisfy the above
correctness property.

5 Conclusions

This paper investigates the bottleneck of the Myrinet firmware. Specifically, we
model LCP and MCP with state transition daigrams and translate them into
specifications written in PROMELA. Then the verification formulas are derived,
and they are verified with SPIN. The verification result shows that LCP serializes
the operations of DMA engines, which leads to the low throughput of Berkeley-
VIA. On the other hand, MCP fully utilizes three DMA engines. It means that
the internal structure of MCP is more elaborative than that of LCP. In other
words, the modules of MCP have multiple entry points, while each module of
LCP has only one entry point. The multiple entry points make MCP perform
DMA engines in parallel.

In addition, we verify the correctness of the firmware that a module does
not initialize the EBUS-LBUS DMA while another module occupies the EBUS-
LBUS DMA engine. The verification results show that both LCP and MCP
satisfy the correctness property.

In summary, this paper demonstrates that the bottleneck analysis of a giga-
bit network interface card can be done effectively with the formal verification
approach. It also shows that SPIN is an excellent tool for modeling and analysis
of the firmware running on a gigabit NIC. The firmware of gigabit NIC consists
of many event handlers that perform independently with other handlers, and
SPIN is suitable for the model checking of the dynamic firmware.

References

1. D. Anderson, J. Chase, S. Gadde, A. Gallatin, K. Yocum, and M. Feeley, “Cheating
the I/O Bottleneck: Network Storage with Trapeze/Myrinet,” Proceedings of the
1998 USENIX Technical Conference, June 1998.



182 Hyun-Wook Jin et al.

2

3.

~

10.
11.
12.

13.

A
/*

ac

{

}

. T. E. Anderson, D. E. Culler, D. A. Patterson, and the NOW Team, “A Case for
Networks of Workstations: NOW,” IEEE Micro, February 1995.

N. J. Boden, D. Cohen, R. E. Felderman, A. E. Kulawik, C. L. Seitz, J. N. Seizovic,
and W. -K. Su, “Myrinet — A Gigabit-per-Second Local-Area Network,” IEFE-
Micro, Vol. 15, No. 1, pp. 29-36, February 1995.

P. Buonadonna, A. Geweke, and D. Culler, “An Implementation and Analysis of
the Virtual Interface Architecture,” Proceedings of SC’98, November 1998.

D. Dunning, G. Regnier, G. McAlpine, D. Cameron, B. Shubert, A. M. Berry, E.
Gronke, and C. Dodd, “The Virtual Interface Architecture,” IEEE Micro, Vol. 8,
pp. 66-76, March-April 1998.

T. V. Eicken, A. Basu, V. Buch, and W. Vogels, “U-Net: A User-Level Network In-
terface for Parallel and Distributed Computing,” Proceedings of 15th ACM SOSP,
pp- 40-53, December 1995.

G. J. Holzmann, Design and Validation of Computer Protocols, Prentice Hall, 1991.
G. J. Holzmann, “The Model Checker SPIN,” IEEE Transactions on Software
Engineering, May 1997.

Z. Manna, A. Pnueli, The Temporal Logic of Reactive and Concurrent Systems,
Springer-Verlag, 1992.

Myricom Inc., LANai 4, http://www.myri.com, February 1999.

Myricom Inc., Myrinet User’s Guide, http://www.myri.com, 1996.

L. Prylli and B. Tourancheau, “BIP: a new protocol designed for high performance
networking on myrinet,” Proceedings of IPPS/SPDP98, 1998.

C. Yoo, H. -W. Jin, and S. -C. Kwon, “Asynchronous UDP,” IEICE Transactions
on Communications, Vol.E84-B, No.12, December 2001.

Promela Specification of LCP

Promela Specification of LCP - hostDma */
tive proctype hostDma()

int event;
do
(hd_state == HostDmaldle) ->
Tohd7event;
if

(event == HostDmaRequest) ->
hd_state = HostDmaBusy
: else -> skip
fi;
do
(dma_int == 1) ->
hd_state = HostDmaldle;
dma_int = O;
goto endofhd
od;
endofhd:
ret2txrx!HostDmaDone
od
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/* Promela Specification of LCP - lcpTx */
active proctype lcpTx()
{

int event;

do
(1t_state == LcpTxIdle) ->
Tolt?event;
if
(event == GotASend) ->
1t_state = LcpTxGotASend;
Tohd!HostDmaRequest ;
1t_state = LcpTxHostDma;
ret2txrx?event;
if
(event == HostDmaDone) ->
1t_state = LcpTxSendDma;
do
1o if
(send_int == 1) ->
1t_state = LcpTxIdle;
send_int = 0;
goto endoflt
(recv_int == 1) ->
1t_state = LcpTxInvokeRx;
Tolr!ReceiveDone;
ret2tx?event;
if
(event == LcpRxDone) ->
1lt_state = LcpTxSendDma
else -> skip
fi
else -> skip
fi
od
:: else -> skip
fi
else —> skip
fi;
endoflt:
ret2lcp!0
od

}
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B Promela Specification of MCP

/* Promela Specification of MCP - hostSend */
active proctype hostSend()

{
int event;
do
(hs_state == HostSendIdle) ->
Tohs?7event;
if
(event == GotASend) —->
if

(nempty (hs_buffer)) ->
hs_buffer?hs_data;
hs_state = HostSendGotASend;
if
(full(ns_buffer)) ->
hs_state = HostSendFull
(nfull(ns_buffer)) —>

if
(DmaInUse==1) ->
hs_state = HostSendDmaBusy
else ->
DmaInUse = 1;
hs_state = HostSendDma
fi
fi
(empty (hs_buffer)) -> skip
fi
else -> skip
fi;
Return!0
(hs_state == HostSendFull) ->
Tohs?7event;
if

(event == NetSendQueueNotFull) ->
hs_state = HostSendNotFull;

if
(DmaInUse == 1) ->

hs_state = HostSendDmaBusy

:: else —>
DmaInUse = 1;
hs_state = HostSendDma

fi

else -> skip

fi;
Return!0
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(hs_state == HostSendDmaBusy) ->

Tohs?7event;

if
(event == SendDmaFree) —->

hs_state = HostSendDma

else -> skip

fi;

Return!0

(hs_state == HostSendDma) ->

Tohs?7event;
if
(event == SendDmaDone) —>
DmaInUse = 0;
if
(hr_state == HostReceiveDmaBusy) ->

Return!ReceiveDmaFree;
DmaInUse = 1
:: else -> skip
fi;
ns_buffer!hs_data;
Return!NetSendQueueNotEmpty;
if
(nempty (hs_buffer)) ->
Return!GotASend
(empty (hs_buffer)) -> skip
fi;
hs_state = HostSendIdle;
dma_int = 0O
else -> skip
fi;
Return!O
od

185
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/* Promela Specification of MCP - netSend */
active proctype netSend()

{
int event;
do
(ns_state == NetSendIdle) ->
Tons?7event;
if
(event == NetSendQueueNotEmpty) ->
if
(nempty(ns_buffer)) ->
ns_buffer?ns_data;
ns_state = NetSendBusy
(empty(ns_buffer)) -> skip
fi
else -> skip
fi;
Return!0

(ns_state == NetSendBusy) ->
Tons?7event;
if
(event == NetSendSendDone) ->
Return!NetSendQueueNotFull;
if
(nempty(ns_buffer)) ->
Return!NetSendQueueNotEmpty
(empty(ns_buffer)) -> skip

fi;
ns_state = NetSendIdle;
send_int = 0
else -> skip
fi;
Return!0

od
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Abstract. This paper explores the use of Spin for the verification of
cryptographic protocol security properties. A general method is proposed
to build a Promela model of the protocol and of the intruder capabilities.
The method is illustrated showing the modeling of a classical case study,
i.e. the Needham-Schroeder Public Key Authentication Protocol. Using
the model so built, Spin can find a known attack on the protocol, and it
correctly validates the fixed version of the protocol.

1 Introduction

All the solutions adopted to ensure security properties in distributed systems
are based on some kind of cryptographic protocol which, in turn, uses basic
cryptographic operations such as encryption and digital signatures. Despite their
apparent simplicity, such protocols have revealed themselves to be very error
prone, especially because of the difficulty generally found in foreseeing all the
possible attacks. For this reason, researchers have been working on the use of
formal verification techniques to analyze the vulnerability of such protocols.

Both the theorem proving and the model checking approaches have been
investigated. Some of the researchers who have investigated the model checking
approach have developed specific model checkers for cryptographic protocols (e.g.
[1), whereas others have shown how general purpose tools such as FDR [2] and
Murphi [3] can be used for the same purpose. In this paper, we follow the latter
kind of approach, and we explore the possibility of using Spin, which is one of the
most powerful general purpose model checkers, to verify cryptographic protocols.
Instead of simply porting the approaches developed by other researchers to the
Spin environment, we develop a new approach which makes use of static analysis
techniques in order to get simpler models. The main idea is that the protocol
configuration to be checked (i.e. the protocol sessions included in the model)
can be statically analyzed in order to collect data-flow information, which can
be used to simplify the intruder knowledge representation. For example, such
a preliminary analysis can identify which data can potentially be learned by
the intruder and which cannot, thus avoiding the representation of knowledge
elements that will never occur. Similarly, it is possible to foresee which of the
messages that the intruder could build will never be accepted as valid by any
protocol agent, and so avoid their generation.

D. Bosnacki and S. Leue (Eds.): SPIN 2002, LNCS 2318, pp. 187-204] 2002.
© Springer-Verlag Berlin Heidelberg 2002
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The use of Spin for cryptographic protocol verification has already been pro-
posed and discussed in [4], where, however, the author does not give a concrete
proposal, but just some general ideas and evaluations of the complexity of the
verification task.

This paper is organized as follows. In section [J, we briefly introduce the
Needham-Schroeder Public Key Authentication Protocol, which will be used
throughout the article to illustrate our modeling approach. In section Bl we
present the basic choices and the main underlying principles of our modeling
approach, whereas, in section ] we give a detailed description of the procedure
to build a Promela model of an instance of a cryptographic protocol, using
the sample protocol as an example. In section [, we present verification results
related to the sample protocol. Section [ concludes.

2 The Needham-Schroeder Public Key Protocol

The Needham-Schroeder Public Key Protocol [5] is a well known authentication
protocol that dates back to 1978. It aims to establish mutual authentication
between an initiator A and a responder B, after which some session involving
the exchange of messages between A and B can take place.

As its name clearly suggests, the protocol uses public key cryptography [6/7].
Each agent H possesses a public key, denoted PK (H), and a secret key SK(H),
which can be used to decrypt the messages encrypted with PK(H). While
SK(H) should be known only by H, any other agent can obtain PK(H) from a
key server. Any agent can encrypt a message x using H’s public key to produce
the encrypted message {z} PK(H). Only the agents that know H’s secret key
can decrypt this message in order to obtain x. This property should ensure x
secrecy. At the same time, any agent H can sign a message x by encrypting it
with its own secret key, {x}SK(H), in order to ensure its integrity. Any agent
can decrypt {z}SK(H), using H’s public key.

The complete Needham-Schroeder Public Key Protocol [5] involves seven
steps and it is described in figure [l where A is an initiator agent who requests
to establish a session with a responder agent B and S is a trusted key server.

Any run of the protocol opens with A requesting B’s public key to the trusted
key server S (step 1). S responds sending the message 2. This message, signed
by S to ensure its integrity, contains B’s public key, PK(B), and B’s identity.
If S is trusted, this should assure A that PK(B) is really B’s public key. It is
worth noting that the protocol assumes that A can obtain PK(A), needed to
decrypt message 2, in a reliable way. If this assumption is not true, an intruder
could try to replace S providing an arbitrary value that A thinks to be PK(A).
Note also, that, as pointed out in [§], there is no guarantee that PK(B) is really
the current B’s public key, rather that a replay of an old and compromised key
(however this attack can be easily prevented using timestamps [8]).

Once obtained B’s public key, A selects a noncd] Na and sends message
3 to B. This message can only be understood by B, beeing encrypted with its

L A nonce is a random number generated with the purpose to be used in a sinlge run
of the protocol.
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Fig. 1. The complete Needham-Schroeder Public Key Protocol.

{Na, A} PK(B)

\ 4

{Na, Nb}PK{A}

{ Nb} PK( B)

N

o —0i=2
A

o —0=w

v

Fig. 2. The reduced Needham-Schroeder Public Key Protocol.

public key, and indicates that someone, supposed to be A, whishes to autheticate
himself to B.

After having received message 3, B decrypts it using its secret key to obtain
the nonce Na and then requests A’s public key to S (steps 4 and 5).

At this point, B sends the nonce Na to A, along with a new nonce Nb,
encrypted with A’a public key (message 6). With this message, B authenticates
itself to A, since, receiving it, A is sure that it is communicating with B, being
B the only agent that should be able to obtain Na decrypting message 3.

To finish the protocol run, A returns the nonce Nb to B in order to authen-
ticate itself to B (message 7).

Looking at the protocol, it is easy to observe as four of the seven steps can
be removed if we assume that A and B already know each other’s public keys.
Indeed, messages 1, 2, 4 and 5 make up a protocol that aims to obtain A’s and
B’s public keys from a trusted key server S, whereas messages 3, 6 and 7 make
up the real authentication protocol.

In the following of this paper, we will assume that all the agents already know
each other’s public keys and so we focus our attention on the reduced protocol
obtained removing messages 1, 2, 4 and 5 and described in figure
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3 Modeling Cryptographic Protocols with PROMELA

Formal models of cryptographic protocols are typically composed of a set of
principals which send messages to each other according to the protocol rules,
and an intruder, representing the activity of possible attackers.

Since such models are meant to reveal possible security flaws in the proto-
cols and not flaws in the cryptosystems used by the protocols, cryptography is
modeled in a very abstract way and it is assumed to be “perfect”. This means
that:

— the only way to decrypt an encrypted message is to know the corresponding
key;

— an encrypted message does not reveal the key that was used to encrypt it;

— there is sufficient redundancy in messages so that the decryption algorithm
can detect whether a ciphertext was encrypted with the expected key.

Although such assumptions are obviously not completely true for real cryptosys-
tems, they represent the properties of an ideal cryptosystem, so they are useful
to isolate the flaws of the protocol itself. In other words, any flaw found with this
model is a real protocol flaw, but it is possible that the model does not reveal
other weaknesses due to the used cryptosystems.

Both the principals and the intruder are represented in our models by means
of Promela processes that communicate with each other through shared channels.
More precisely, we have a different process definition for each protocol role, and
a process definition for the intruder. Principals do not communicate with each
other directly, but all the messages they send are intercepted by the intruder
which eventually will forward them to the right addressee. This approach has
been followed by other researchers too (e.g. [1]) and avoids redundant execution
paths.

The intruder can interact with the protocol in any way we would expect a
real-word attacker to be able to do, but at the same time it is also able to behave
like a normal user of the computer network. For this reason other principals may
initiate protocol runs with it. It is even possible that the intruder behaves as a
set of different cooperating malicious users.

At any instant, the behavior of the intruder depends on the knowledge it has
acquired. Before a protocol run starts, it is assumed that the intruder knows
only a given set of data. For example, such data normally include the intruder
identity(ies), its public and private keys, the identity of the other principals,
their public keys, and, possibly, any secret keys the intruder shares with other
principals.

Every time the intruder intercepts a message, it can increase its knowledge.
Indeed, if the intercepted message or part of it is encrypted and the intruder
knows the decryption key, it can decrypt it and learn its contents. Otherwise, if
the intruder is not able to decrypt the intercepted message or parts of it, it can
remember the encrypted components even if it cannot understand them. Since
we are interested in modeling the most powerful intruder, we assume it always
learns as much as possible from the intercepted messages.
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Of course, besides intercepting messages the intruder can also forge and send
new ones into the system. These ones are created using all the items it cur-
rently knows. Since it is normally assumed that the intruder can also create new
data items from scratch (e.g. nonces), and use them to forge new messages, this
capability can be represented including one or more generic distinguished data
items in the initial intruder knowledge. Such data items represent the ones the
intruder will generate from scratch during the protocol runs.

Note that, even if a message can be forged by the intruder, it could be that
it cannot be accepted by the receiving principal. This fact can be exploited to
safely restrict the messages the intruder can generate, excluding the ones that
will not be accepted by the receiving processes.

In order to have finite models, we follow the common practice of putting
some restrictions on the modeled behaviors. First of all, the model can represent
only a finite number of parallel protocol sessions. Each principal can be engaged
in a finite number of runs of the protocol, each run being modeled by a different
instance of the corresponding process definition. Nonces created during a proto-
col run are represented as process parameters, and are assigned different actual
values at each process instantiation.

Another possible source of infinite behaviors is the intruder. In fact, it can
in principle forge and send infinite different messages. A typical solution to this
problem is to restrict the way the intruder can generate messages, e.g. by restrict-
ing the maximum complexity of the generated messages [1l2] and by limiting the
number of different data items it can generate by scratch. More recent works [9]
have shown that such restrictions can be avoided by representing the messages
that can be generated by the intruder symbolically, and by specializing them as
soon as the receiving process performs some checks on them. In this paper we
follow a simplified symbolic approach inspired by the one reported in [9], which
consists of symbolically representing all the data items the intruder can generate
from scratch as well as all the other complex data items it can generate from
its knowledge by means of a single distinguished symbolic identifier. Such an
identifier is always part of the intruder knowledge. However, instead of saying
that the intruder always sends a generic message which is then specialized, we
statically determine all the possible specializations it can take, which are finite,
and we use the symbolic identifier only for the leaves of the possible message
structures.

4 Building the Promela Model

In this section we describe a procedure to build a Promela model of a crypto-
graphic protocol instance, to be used for security property verification. Such a
procedure is illustrated using the reduced Needham-Schroeder Public Key Au-
thentication Protocol as an example. The Promela model we build can be divided
into two parts:

— the description of the protocol rules and of the protocol instance
— the description of the intruder behavior
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The first part is quite simple and should be written manually, whereas the second
part can be generated automatically.

The instance of the sample protocol we deal with is fairly small. It includes
three principals: A, B and I. A plays the role of the initiator, whereas principal B
plays the role of the responder. I is one of the possible identities of the intruder,
so principal I can play any role.

4.1 The Protocol Instance Model

The first step in the construction of the model is the definition of the finite set
of names. With the term name we mean any distinguished identifier, key, nonce
or data used in the protocol. As already explained, we also use a special name
which symbolically represents nonces and other generic data items generated by
the intruder. For our specific sample case, we need a name for each identity and
a name for each nonce. The resulting set of names we will use is then defined as
follows:

mtype = {A, B, I, Na, Nb, gD, R};

where A, B and I are the identities we consider, Na is the nonce generated by
principal A, Nb the nonce generated by B and gD the symbolic representation
of a generic data item used by the intruder. R is a service costant we will use in
the intruder process definition, as explained later on.

The second step in the construction of the model is the definition of the
channels used by the principals to communicate with each other. A different
global channel is defined for each different message structure used by the proto-
col. Of course, each protocol uses a finite number of different message structures,
which can be easily identified by a simple inspection of the protocol messages.
For example, the reduced version of the Needham-Schroeder Public Key Au-
thentication Protocol uses only two message structures, i.e {z1, 22} PK(z3) (a
pair of elements encoded with a public key) and {z1}PK (z2) (a single element
encoded with a public key). Since we want to enforce the fact that messages
are always exchanged between the intruder and one of the other principals, we
always specify the identity of the principal involved in the communication with
the intruder as the first data exchanged on the channel, while we do not specify
the identifier of the other party, because it is always the intruder. The subse-
quent data exchanged on the channel are the data components of the message
in order of occurrence in the message. So for example, the two global channels
for the sample protocol are defined as follows:

chan ca = [0] of {mtype, mtype, mtype, mtype};
chan cb = [0] of {mtype, mtype, mtypel};

Channel ca is used to transfer messages of type {x1, z2} PK (x3), whereas channel
cb is used to transfer messages of type {z1} PK (z2).

If, for example, the process representing principal A has to send the message
{Na, A} PK(B), the following statement has to be used:
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ca ! A, Na, A, B

where the first A represents the sender of the message, and the other three items
represent the message components (in this case, B is considered as a component
as well, since it uniquely identifies PK(B)). The reception of a message by a
principal is expressed similarly. Here it is possible to express any requirements
on the received message as well. For example, to express the fact that A must
receive a message of type {z1, 22} PK(x3), and that it will accept as valid only
messages with £1 = Na and z3 = A, we can use the following statement:

ca 7 eval(A), eval(Na), x2, eval(A);

where x2 is a local variable. In general, since all the messages sent by the intruder
have the indentity of the receiver as their left most item, when a normal host
has to receive a message, it must also require that the first data item is its name,
which means checking that the message is really addressed to it.

The next step in the model construction is the definition of the processes
representing the various roles of the protocol. Such processes must be parame-
terized with the data that may change from session to session and from instance
to instance. Their definition is the Promela representation of the sequence of
message exchanges prescribed by the protocol. The definition must include also
the recording of particular conditions that are useful in the expression of the
security properties to be checked. For our sample protocol, we define proctype
PIni which describes the behavior of the initiator as follows:

proctype PIni (mtype self; mtype party; mtype nonce)
{
mtype gi;

atomic {
IniRunning(self,party);
ca ! self, nonce, self, party;

}

atomic {
ca 7 eval (self), eval (nonce), gl, eval (self);
IniCommit (self,party) ;

cb ! self, gl, party;
X

Parameter self represents the identity of the host where the initiator process
is running, whereas party is the identity of the host with which the self host
wants to run a protocol session. Finally, nonce is the nonce that the initiator
process will use during the protocol run.

The atomic sequences have been used to reduce the amount of allowed in-
terleavings and so to reduce the complexity of the model from the verification
point of view.
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IniRunning and IniCommit are two macros used to update the values of the
variables recording the atomic predicates that are used to express the authenti-
cation properties. In order to explain this part, we have to explain the technique
used for property specifications, which is similar to the one presented in [2]. We
say that a protocol agent X takes part in a protocol run with agent Y if X has
initiated a protocol session with Y. Similarly, we say that a protocol agent X
commits to a session with agent Y if X has correctly concluded a protocol ses-
sion with Y. The fact that a responder with identity B correctly authenticates
to an initiator with identity A can be expressed by the following proposition:
A commits to a session with B only if B has indeed taken part in a run of the
protocol with A. A similar proposition expresses the reciprocal property, i.e. the
fact that an initiator with identity A correctly authenticates to a responder with
identity B.

Each one of the basic propositions involved in the above properties can be
represented in Promela by means of a global boolean variable which becomes
true at a particular stage of a protocol run. In the protocol configuration we
want to analyze, we have to express that initiator A and responder B correctly
authenticate each other, so we need 4 variables, that we define as follows:

bit IniRunningAB ;
bit IniCommitAB
bit ResRunningAB

bit ResCommitAB

>

>

Il
O O O O

)

IniRunningAB is true iff initiator A takes part in a session of the protocol with B.
ResRunningAB is true iff responder B takes part in a session of the protocol with
A. IniCommitAB is true iff initiator A commits to a session with B. ResCommitAB
is true iff responder B commits to a session with A.

Authentication of B to A can thus be expressed saying that ResRunningAB
must become true before IniCommitAB, whereas the converse authentication
property corresponds to saying that IniRunningAB becomes true before
ResCommitAB. In the LTL formalism, such precedence properties can be ex-
pressed as:

— [0 C (] 'IniCommitAB) || (!IniCommitAB U ResRunningAB) )
— [0 ( ([1 !'ResCommitAB) || (!'ResCommitAB U IniRunningAB) )

So, the macros IniRunning and IniCommit used in the protocol definition
update the values of the global variables IniRunningAB and IniCommitAB and
are defined in Promela as follows:

#define IniRunning(x,y) if \
((x==A)&&(y==B))-> IniRunningAB=1 \
:: else skip \

fi
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#define IniCommit(x,y) if
((x==A)&& (y==B))-> IniCommitAB=1
:: else skip
fi

s

The proctype PRes of the responder processes is defined according to the
same principles as follows:

proctype PRes (mtype self; mtype nonce)

{
mtype g2, g3;

atomic {
ca 7 eval (self), g2, g3, eval (self);
ResRunning(g3,self);

ca ! self, g2, nonce, g3;

}

atomic {
cb ? eval (self), eval (nonce), eval (self);
ResCommit (g3,self);
}
}

where parameter self represents the identity of the host where the responder

process is running and nonce is the nonce it will use during the protocol run.
ResRunning and ResCommit are macros used to update the values of the

global variables ResRunningAB and ResCommitAB and are defined as follows:

#define ResRunning(x,y) if \
((x==A)&&(y==B))-> ResRunningAB=1 \
:: else skip \

fi

#define ResCommit(x,y) if
((x==A)&&(y==B) ) -> ResCommitAB=1
:: else skip
fi

s

At this stage it is also possible to define the protocol instance to be mod-
eled. It is simply specified introducing a process instantiation statement in the
init process for each instance of the initiator and for each instance of the re-
sponder. The init process must include also the instantiation of a process PI
representing the intruder activity. PI is a process definition without parameters.
Its construction is illustrated in the following section.

For our sample instance, we have the following init definition:
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init
{
atomic {
if
: run PIni (A, I, Na)
:: run PIni (A, B, Na)
fi;
run PRes (B, Nb);
run PI ();
}
}

The if statement specifies that principal A may initiate a protocol run with
any other principal, i.e. either with B or with I. A similar statement is not
needed for the responder, because it cannot decide the party with which it must
communicate.

4.2 The Intruder Model

The automatic construction of the intruder process definition requires a prelim-
inary static analysis in order to collect all the needed information.

First of all, we need to determine the sets of possible values taken by the
free variables occurring in each protocol process. For our sample protocol, such
variables are g1, g2 and g3. This operation can be performed using a simple
data-flow analysis. For example, since initiator processes never check the value
of g1, but they simply pass it on, such an analysis will yield that in principle g1
can assume any possible value, i.e. Na, Nb, gD, A, B and I. The same argument
is valid for variable g2, while, since g3 is used as an host identifier, the analysis
will yield that it can assume only the values A, B and I.

A second static analysis is then needed to restrict the potential intruder
knowledge representation to the minimum actually needed. First of all we have
to define the intruder’s initial knowledge, which, in our sample, is made up of the
identities and the public keys of all the principals of the system, i.e. A, B and I, the
intruder own private key, and the generic data gD. Such a knowledge can increase
when the intruder intercepts messages. If we compute all the possible messages
the intruder can intercept during the protocol run we can deduce also which are
the possible messages the intruder can add to its knowledge. For example, if the
intruder intercepts the message {Na, A}PK(I) it can learn the nonce Na. In
order to avoid the representation of redundant knowledge elements, we assume
that the intruder always records the learned items in their most elementary
forms. For example, if message {Na, A} PK(I) is intercepted, we assume that
the intruder records only Na, and not the whole message {Na, A} PK(I), since
this message can be built from Na and from A, which is always known to the
intruder. In other words, the intruder records a complex message in its knowledge
only if it cannot decrypt it. For example, if the intruder intercepts the message
{Na, A}PK(B), it can only remember the message as a whole.
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Table 1. Knowledge elements that the intruder can eventually acquire.

[Received message [Learned item |

{Na, A}PK(I) Na
{Na,A}PK(B) {Na,A}PK(B)
{Na}PK(I) Na
{Nb}PK(I) Nb
[yD}PK(T) :

[AJPE(D) :

BIPE() :

PR :
{Na}PK(B) {Na}PK(B)
{Nb}PK(B) {Nb}PK(B)
[4D}PK(B) {4D}PK(B)
[A]PE(D) [A]PE(D)
{B}PK(B) {B}PK(B)
{I}PK(B) {I}PK(B)

{Na, Nb}PK(I)  |Na, Nb
{Nb, Nb)PK(I)  |Nb
{¢D,Nb}PK(I)  |Nb
{Na, Nb}PK(A)  |{Na, No}PK(A)
{Nb, Nb}YPK(A)  |{Nb, Nb}PK(A)
{gD,Nb}PK(A)  |{gD,Nb}PK(A)

{A, Nb}PK(I) Nb
(B, No}PK(]) Nb
{1, Nb} PK(I) Nb
{4, Nb}PK (A) {4, Nb}PK (A)
{B,NbIPK(A) {B,NbIPK(A)
(I, Nb} PK (A) (I, Nb} PK (A)

Knowledge items are represented in the intruder process PI by means of
local boolean variables. For atomic data items (names) such variables have the
same name of the data item itself, with the 'k’ prefix. For example, variable
kNa represents the knowledge of Na. Similarly, the knowledge of structured data
items can be represented by means of bit variables whose names have the 'k’
prefix and include the various data fields in order of occurrence. For example,
variable k_Na_A__B will represent the knowledge of message {Na, A} PK(B).

Since the messages the intruder can intercept are finite, we will also have a
finite number of corresponding possible knowledge elements. Table[Tl lists all the
possible messages that the intruder can intercept in our sample protocol instance
and, for each of them, the data items the intruder can learn from it.

A further restriction of the intruder knowledge items to be recorded is pos-
sible if we exclude the ones which can never be used by the intruder to generate
valid messages. For example, if the intruder knows message {Na}PK(B) as a
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Table 2. Knowledge elements potentially needed by the intruder.

’Message

|[Needed knowledge (besides initial knowledge)|

{Na, A}PK(B)

Na or {Na, A}PK(B)

{Na, BIPK(B)

Na or {Na, B}PK(B)

{Na,I}PK(B)

Na or {Na,I}PK(B)

Nb or {Nb, A} PK (B)

{Nb, AYPK (B)
{Nb, BYPK(B)

Nb or {Nb, B}PK(B)

{Nb, I} PK(B)

Nb or {Nb, I} PK(B)

{gD, A} PK(B)

{9D, BiPK(B)

{¢9D, I} PK(B)

{Na, ATPK (A)

iNa or {Na, A}PK(A)

{Na, BYPEK (A)

Na or {Na,B}PK(A)

{Na, I} PK(A)

Na or {Na,I[}PK(A)

{4, A} PK(B)

{4, BYPK(B)

(A T1PK(B)

{B,A}PK(B)

{B,B}PK(B)

{B,I}PK(B)

{I, AAPK(B)

{I, BYPK(B)

{I,I}PK(B)

{Nb}PK(B)

Nbor {Nb}PK(B)

{Na, Na}PK(A)

Na or {Na, Na}PK(A)

{Na, Nb} PK (A)

(Na and Nb) or {Na, Nb} PK(A)

{Na,gD}PK(A)

Na or {Na,gD}PK(A)

whole, it can potentially send it to B, but this one will not accept it, so it is not
useful for the intruder to know that message. The set of data items potentially
useful to the intruder can be computed listing all the valid messages that the
intruder could eventually send to the other principals and determining, for each
of them, which data items the intruder could use to build it. The result of this
analysis is showed in Table ] for our sample protocol instance.

The actual set of knowledge elements to be stored in the intruder is the
intersection of the two sets just computed (the right columns of Tables [l and B)):

— Nonces: Na and Nb;
— Messages as a whole: {Na, Nb}PK(A), {Na,A}PK(B) and {Nb} PK(B).

Preformed these preliminary analyses, the PI proctype definition can be writ-
ten as follows:
proctype PI (O
{
/* The intruder always knows
A, B, I, PK(A), PK(B), PK(I), SK(I) and gD
*/
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bit
bit
bit
bit
bit

do

kNa = 0; /* Intruder knows Na */
kNb = 0; /* Intruder knows Nb */
k_Na_Nb__A = 0; /% " " {Na, Nb}PK(A)} */
k_Na_A__B =0; /% " " {Na, A}{PK(B)} =*/
k_Nb__B = 0; /* " " {Nb}{PK(B)} */
mtype x1 = 0, x2 = 0, x3 = 0;
ca! B, gb, A, B
ca ! B, gb, B, B
ca! B, gb, I, B
ca ! B, A, A, B
ca ! B, A, B, B
ca! B, A, I, B
ca! B, B, A, B
ca ! B, B, B, B
ca! B, B, I, B
ca! B, I, A, B
ca ! B, I, B, B
ca !B, I, I, B
ca! (kNa -> A : R), Na, Na, A
ca ! (((kNa && kNb) || k_Na_Nb__A) -> A : R),
Na, Nb, A
ca ! (kNa -> A : R), Na, gD, A
ca! (kNa -> A : R), Na, A, A
ca! (kNa -=> A : R), Na, B, A
ca! (kNa -> A : R), Na, I, A
ca ! ((kNa || kNa_A__B) ->B : R), Na, A, B
ca ! (kNa -> B : R), B, B
ca! (kNa ->B : R), N I, B
ca! (kNb -> B : R), Nb, A, B
ca! (kNb -=> B : R), B, B
ca! (kNb -> B : R), Nb I, B
cb ! ((kx_Nb__B I| k_Nb) -> B : R), Nb, B
:: d_step {
ca 7 _, x1, x2, x3; if
i (%3 == I)-> k(x1);
k(x2)
:: else k3(x1,x2,x3)
fi;
x1l = 0;
x2 = 0;
x3 = 0;
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11 d_step {
cb 7 _, x1, x2; if
(x2 == I)-> k(x1)
: else k2(x1,x2)
fi;
x1 = 0;
x2 = 0;
}
od

Let us first comment the variable declaration part. We have a bit variable
for each knowledge item to be represented in the intruder. These variables are
initially set to 0, because initially the corresponding data items are not known
to the intruder. They will be set to 1 as soon as the intruder learns the cor-
responding item. Besides the variables used to represent the knowledge of the
intruder (the ones whose name begins with k), three services variables x1, x2
and x3 are declared. The use of these ones will be explained later on.

Let us now consider the behavior description. The intruder behaves as a never
ending process that spends all its time sending messages to and receiving mes-
sages from the protocol channels (ca and cb). Since each operation is atomic, the
state of the intruder is determined only by the current contents of its knowledge
variables (service variables are always reset to 0 after each use).

Each branch of the main repetition construct represents an input or output
operation on the global channels (ca and cb).

There is one output branch for each possible message sent by the intruder.
Some output branches have a pre-condition which enables them, while other
output branches are not conditioned by the intruder knowledge, because the
intruder always knows how to build the corresponding messages. For example,
the branch:

:: ca! B, gb, A, B

representing the intruder sending the message {gD, A}PK(B) to B, is always
executable if a process, in this case the process associated to the principal B, is
ready to synchronize with the intruder process. In contrast, the branch:

:: ca! (kNa-> A : R), Na, Na, A

representing the intruder sending the message {Na, Na} PK(A) to A, requires
also that the intruder knows Na, i.e. that the value of the local variable kNa
is 1. The conditional expression in the first position evaluates to A only if the
intruder knows Na, and evaluates to a the non-existing identity R otherwise.
This correctly means that the intruder can send message {Na, Na} PK(A) to A
iff it knows Na.

For what concerns input branches, there is one of them for each channel. Each
input branch includes the input operation, which records the message compo-
nents in the service variables, and a series of subsequent decoding operations,
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which depends directly on the message structure. The setting of knowledge vari-
ables is technically obtained by the following macros, which automatically ignore
useless knowledge elements:

#define k(x1) if \
(x1 == Na)-> kNa = 1 \
(x1 == Nb)-> kNb = 1 \
:: else skip \
fi;
#define k2(x1,x2) if \
(x1 == Nb && x2 == B)-> k_Nb__B =1 \
: else skip \
fi
#define k3(x1,x2,x3) if \
:: (x1 == Na && x2 == A && x3 == B) \
-> k_Na_A__B =1 \
(x1 == Na && x2 == Nb && x3 == 4) \
-> k_Na_Nb__A =1 \
: else skip \

fi

So, for example, if the intruder receives the message {Na, A}PK(I) from the
channel ca, the variable kNa is set to 1, and, if it receives the message { Nb} PK
(B) from channel cb, the variable k Nb__B is set to 1.

Note that input operations are included in d_step sequences and that vari-
ables x1, x2 and x3 are always set to 0 before the end of the d_step sequences.
This has been done to reduce the amount of possible states of the intruder pro-
cess.

The model built according to the technique presented here can represent all
kinds of attack, including those based on type confusion (e.g. using the name
of a principal as a nonce). If we are not interested in the latter, e.g. because
the protocol imposes strict type checks, we can build a simplified model. Such
a model can be obtained from the one we have just presented: it is enough
to eliminate the output branches where type rules are violated in the intruder
definition.

Of course, it is also possible to build models with more than one session, i.e.
more than one initiator and/or more than one responder. This can be achieved
extending the set of names (we need a different nonce for each initiator and
each responder) and, consequently, adding new input and output branches in
the intruder definition.

5 Verification Results

Analyzing the previously described model with Spin (we used version 3.4.12),
we were able to discover the attack described in [2] by Lowe. The verification
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Fig. 3. The Lowe’s attack on the Needham-Schroeder Public Key Authentication Pro-
tocol found by Spin.

of each property took a fraction of second on a Pentium III 800MHz PC with
512Mb of RAM. The first error trail generated by Spin is reported in figure[3l As
expected, verifying the model of the fixed version of the protocol proposed in [2],
we did not find any additional attack on the protocol. The number of reachable
states and transitions of the two models (original and fixed protocol) for the
verification of the first property (A correctly authenticates to B) are reported
in table The models are referred to two different configurations. The first
one includes one initiator, one responder and an intruder with one identity. The
second one is similar to the first one, but includes two initiators, thus making
two parallel protocol sessions possible. Both configurations have been checked
with two different kinds of model: a full model that takes type confusion attacks
into account and a simplified model where such attacks are not considered.

To evaluate the efficiency of our modeling approach, we have compared our
results with the ones obtained analyzing the same instance of the Needham-
Schroeder protocol using the CSP base tools Casper [10] and FDR [I1] as de-
scribed in [I2] and the model checker Murhi [3]. The comparison results related
to Casper and FDR have been obtained running the programs with the model
provided by the author (using FDR 2.77 and Casper 1.2.3) and are reported in
table @ for the original protocol using the simplified model (not taking type flaws



Using SPIN to Verify Security Properties of Cryptographic Protocols 203

Table 3. Verification results using our approach.

| Model Configuration [With type ﬂaws[No type ﬂawsl
lInitiators[Responders[ Protocol [States[ Trans. [States[ Trans. ‘
1 1 Original version| 381 1195 99 265
1 1 Fixed version | 378 1275 97 262
2 1 Original version| 8245 35613 1213 | 4489
2 1 Fixed version | 7179 32090 955 3582

Table 4. Comparison between our approach and the Casper/FDR approach.

lModel Conﬁguration[ SPIN [ FDR ‘

lInitiators[ Responders [States[Trans.[States[Trans.‘
1 1 99 265 | 120 | 344
2 1 1213 | 4489 | 2888 | 11568

Table 5. Comparison between our approach and the Murphi approach.

[Model Configuration|[SPIN[Murphi]
[Initiators| Responders [States| States |

1 1 381 1706
2 1 8245 | 17277

into account). The comparison results related to Murphi instead are taken by
[B] and regard the original protocol with a model which apparently takes type
confusion attacks into account. They are reported in table [{ and include only
the number of states, because the number of transitions is not present in [3]. All
the approaches are able to discover the Lowe’s attack but there are some differ-
ences in the complexity of the obtained models. The number of reachable states
of our model is always lower than the ones obtained using the other tools. The
larger difference with respect to Murphi can be probably due to the fact that
it models the network as a one slot buffer instead of considering synchronous
message exchanges.

6 Conclusions

We have presented a way to model cryptographic protocols using Promela. The
modeling approach we propose consists of specifying the protocol rules and the
configuration to be checked directly in Promela. Instead, the model of the in-
truder, which is the most difficult part, can be constructed automatically. We
described a procedure for the automatic generation of the intruder definition.
Such a procedure uses complexity reduction techniques based on a preliminary
data-flow analysis to build a simplified model. Following this approach we suc-
ceeded in finding the well-known attack on the Needham-Shroeder Public Key
Authentication Protocol. The complexity of the resulting model is lower than
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the one obtained with other modeling techniques based on the general purpose
model checkers FDR and Murphi.

In this paper we have informally illustrated the procedure to construct the
intruder model, using a case study. Future work includes a formal definition of the
intruder construction procedure and its implementation in an automatic intruder
model generator. Another possible future development is the construction of
a user-friendly specification interface which makes it possible to describe the
protocol rules and configuration more directly and generate the whole Promela
model automatically.
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Abstract. The modeling and verification of flexible and interactive mul-
timedia presentations are important for consistent presentations over
networks. There has been querying tools proposed whether the speci-
fication of a multimedia presentation satisfy inter-stream relationships.
Since these tools are based on the interval-based relationships, they can-
not guarantee the verification in real-life presentations. Moreover, the
irregular user interactions which change the course of the presentation
like backward and skip are not considered in the specification. Using
PROMELA/SPIN, it is possible to verify the temporal relationships be-
tween streams using our model allowing irregular user interactions. Since
the model considers the delay of data, the author is assured that the re-
quirements are really satisfied.

1 Introduction

There have been models proposed for the management of multimedia presen-
tations. The synchronization specification languages like SMIL [I0] have been
introduced to properly specify the synchronization requirements. Multimedia
query languages have been developed to check the relationships defined in the
specification [5]. These tools check the correctness of the specification. However,
the synchronization tools do not satisfy all the requirements in the specification
or put further limitations. Moreover, the specification does not include user inter-
actions. The previous query-based verification techniques cannot verify whether
the system remains in a consistent state after a user interaction.

There are also verification tools to check the integrity of multimedia presen-
tations [[7]. The user interactions are limited and interactions like backward and
skip are ignored. This kind of interactions is hard to model. The Petri-Nets are
also used to verify the specification of multimedia presentations [9]. But Petri-
Net modeling requires complex Petri-Net modeling for each interaction possible.
Authors usually do not have much information about Petri-Nets.
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PROMELA/SPIN is a powerful tool for modeling and verification of soft-
ware systems [6]. Since PROMELA /SPIN traces all possible executions among
parallel running processes, it provides a way of managing delay in the presenta-
tion of streams. In this paper, we discuss the properties that should be satisfied
for a multimedia presentation. We report on the complexity introduced by user
interactions. The experiments are conducted for parallel, sequential, and syn-
chronized presentations.

This paper is organized as follows. The synchronization model and
PROMELA are discussed in Section 2l Section [B] explains the properties that
should be satisfied for a multimedia presentation. Section [4 reports the experi-
ments. The last section concludes our paper.

2 DModeling of a Multimedia Presentation

The synchronization model is based on synchronization rules [2]. Synchroniza-
tion rules form the basis of the management of relationships among the multime-
dia streams. Each synchronization rule is based on the Event-Condition-Action
(ECA) paradigm. Our synchronization model has receivers, controllers and ac-
tors to handle events, condition expression and actor expression, respectively.
Timelines are kept for receivers, controllers, actors and actions to keep track
when events are signaled, when conditions are satisfied, and when actions start
and end. This synchronization model is favored over the others since it allows
interactions that change the course of the presentation.

2.1 Presentation

The presentation can be in idle, initial, play, forward, backward, paused, and
end states (Figure[ (a)). The presentation is initially in the idle state. The user
interface is based on the model presented at [3]. When the user clicks START
button, the presentation enters play state. The presentation enters end state
when the presentation ends in the forward presentation. The presentation enters
the initial state when it reaches its beginning in the backward presentation. The
user may quit the presentation at any state. Skip can be performed in play,
forward, backward, initial, and end states. If the skip is clicked in play, forward,
and backward states, it will return to the same state unless skip to initial or end
state is not performed. If the presentation state is in end or initial states, skip
interaction will put into the previous state before reaching these states.

2.2 Containers and Streams

A container or a stream may enter 4 states. A container is in IdlePoint state
initially. Once started, a container is at InitPoint state in which it starts the
containers and streams that it contains. After the InitPoint state, a container
enters its RunPoint state. In RunPoint state, a container has some streams that
are being played. When all the streams it contains reach their end or when the
container is notified to end, it stops execution of the streams and signals its end
and then enter idle state again. In the backward presentation, the reverse path
is followed (Figure [[I(b)). If a stream has to signal an event, a new state is added
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to RunPoint state per event. So after the stream signals its event, it will be still
in RunPoint state (Figure [l (c)). The following is a portion of a PROMELA
code for playing a stream:

1  proctype playStream (byte stream) {

2  #if (FC==3 || FC==4 || FC==5 || FC==6)

3  progressldleStreams:

4  #endif

5 do

6  #if FC!=4

7 :: atomic{ (eventHandled && getState() == RUN) &&
8 (getStream(stream) == INIT_POINT) ->

9 setStream(stream, RUN_POINT);

10 if

11 (stream==A1)->timeIndex=1;

12 :: else —> skip;

13 fi; }

14 :: atomic{ (eventHandled && getState() == RUN) &&
15 (getStream(stream) == RUN_POINT) ->

16 setStream(stream, END_POINT);}

17 : atomic{ (eventHandled && getState() == RUN) &&
18 (getStream(stream) == END_POINT) ->

19 to_end: setStream(IDLE_POINT);

20 signalEvent (stream,END_POINT) }

21 #endif

45 :: atomic{ (eventHandled && getState() == QUIT) ->
46 to_playStream quit: goto playStream quit;}
47 :: else -> skip;

48 od;

49 playStream_quit: skip;}



208 Ramazan Savag Aygiin and Aidong Zhang

The #if directives are used for hard-coded fairness constraints. There are 3
states for forward and backward presentations. The cases at lines 7, 14 and 17
correspond to forward presentation. The case at line 45 is required to quit the
process. The else statement at line 49 corresponds to IdlePoint state. Streams
signal events as they reach the beginning and end (lines 23 and 30). The variable
eventHandled is used to check whether the system enters a consistent state after
an user interaction. The checking and updating the stream state have to be
performed in a single step since the stream state may also be updated by the
system after an user interaction.

2.3 Receivers, Controllers and Actors

A receiver is set when it receives its event. When a controller is satisfied, it
activates its actors. And to disable the reactivation of the actors, the con-
troller is reset. An actor is either in idle or running state to start its action
after sleeping. Once it wakes up, it starts its action and enters the idle state.
The following is a code for receiver definition (lines 51-52), controller satis-
faction (lines 54-59) and actor activation (lines 61-64). The expression “re-
ceivedReceiver(receiver_Main INIT)” (line 52) corresponds to the receipt of the
event when the main container starts. The expression “setActorState(...,RUN_
POINT)” activates the actors (line 58-59). The expression “activateActor(actor_
Main_START)” (line 63) elapses the time and the action follows (line 64).

51 #define Controller Main START Condition

52 (receivedReceiver (receiver Main INIT) && (direction==FORWARD))
53

54 :: atomic{(eventHandled

55 && ! (satisfiedController(controller Main START))

56 && Controller Main_START Condition) ->

57 setController(controller Main START);

58 setActorState(actor_A1_START,RUN_POINT) ;

59 setActorState(actor_A2_START,RUN_POINT) }

60

61 :: atomic{(eventHandled

62 && getActorState(actor_ Main START) == RUN_POINT) ->
63 activateActor (actor_Main_START) ;

64 setContainerState(Main, INIT_POINT) ; }

3 Specification

Two basic properties that should be checked are safety properties and liveness
properties. Safety properties assert that the system may not enter undesired
state or “something bad will not happen”. Liveness properties on the other
hand assure that system executes as expected or “something good will eventu-
ally happen”. Fairness constraints are necessary to prove some properties of the
system. For example, to prove that “stream A is played before stream B”, no
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Table 1. Properties and LTL formulas

Properties

LTL Formulas

Clicking button for START enables
buttons for PAUSE, FORWARD,
and BACKWARD, and it changes
the simulations state to RUN.

O (actionStartClicked — < actionToRun)

Clicking button for PAUSE enables
buttons for PLAY, FORWARD,

and BACKWARD and it changes the
presentation’s state to PAUSED.

O (actionPauseClicked — < actionToPaused)

Stream A is equal to stream B.

3 |The presentation will eventually end. O (stateRun —! < stateEnd)

4 |A stream may start if it is active. <O (streamRunPoint U streamlInit Point)
5 |A stream may terminate if it is idle. & (streamlIdlePoint U streamEndPoint)
6 |Stream A is before stream B. (QU (R N M)UK))

7 |Stream A starts with stream B. O(P N K)

8 |Stream A ends with stream B. S(Q A L)

9

0

S(PANKANS(QANL)

Stream B is not during stream A.

(O(P A OK) V O (Q A OL))

11 |Stream B does not overlap stream A. (O(Q N OK) vV O (L A OQ))
12 |Stream A is played. O(P A Q)
13 |(a) The state is reachable (a) IOstate
in forward presentation.
(b) It is possible to reach the (b) Olstate
state in the backward presentation.
14 |(a) The state is reachable (a) IOstate
in forward presentation.
(b) It is possible to reach the (b) Olstate

state after user interactions.

skip operation should be allowed. Skip operation may skip to any segment of the
presentation and thus violating the above expression. To prove the properties of
the system, we should have at least the following fairness constraint: “Eventu-
ally the user clicks START button and no user interaction is allowed after that
(O (userStart — Onolnteraction))”. If a property is stated as undesirable, the
system should not allow it. The properties and their corresponding LTL formu-
las are given in Table [Il Properties 1 and 2 are sample properties about state
transitions that are allowed by buttons. For LTL formulas 1 and 2, actionBut-
tonClicked corresponds to successful clicking Button when the button is enabled.
actionToState corresponds to state transition to State after the action. Some of
the specification patterns are presented in [4IR]. These specification patterns can
be used in the verification. The number of properties about the user interface and
state transitions can be increased. Property 3 corresponds to a liveness property
that should be checked whether the presentation reaches to its end once it starts.
Properties 4 and 5 are undesirable properties that allow streams to restart and
terminate when they are in RunPoint (active) and InitPoint states, respectively.

In [7], some properties between two consecutive user interactions based on
time are verified. In a distributed system, these constraints cannot be satisfied
due to delay of data. In our case, time is associated with actors. Since there is no
delay in passing of time, the actor elapses its time right away once it is activated.
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Table 2. No interaction. Table 3. All interactions allowed
Type| No of [[|Depth|States|Transitions|Memory| |Depth|States |Transitions|Memory
streams

single 1 67 177 306 1.5 745 | 24586 46364 4.8
seq 2 99 432 865 1.5 1954 |103197| 200756 18.5
seq 3 143 1021 2321 1.6 5717 |424039| 846276 85
seq 4 209 2347 5868 2.0 18676(2.21 K| 4.50 K 500
par 2 101 488 1021 1.5 1509 |184092| 351747 31
par 3 139 1699 4642 1.8 3571 |1.75 K| 3.42 K 318
sync 2 73 185 334 1.5 823 | 30299 57461 6.1
sync 3 78 201 398 1.5 869 | 38179 74420 8.3
sync 4 83 233 542 1.5 871 | 53939 109319 12

Properties 6 to 11 are related with verification of Allen’s [I] temporal rela-
tionships. Properties 10 and 11 are undesirable. For LTL formulas 6 to 11, P =
streamA_InitState, Q = streamA_EndState, R = streamA_IdleState, K =
streamB_InitState, L = streamB_EndState, and M = streamB_IdleState.

Property 12 checks whether stream A is eventually played. For a multimedia
presentation, the states of streams that are possible to visit in the backward
presentation should also be reachable in the forward presentation. So, Property
13 is stated as two fold. Part (a) is an undesirable property. If the part (a) is
wrong, then Part (b) is verified. The number of states that need to be checked
is |m™] where m is the number of states that a stream may enter and n is the
number of streams. Eventually, we need to convert Property 13 to Property 14.

4 Experiments

We firstly developed a complex model to handle the user interactions. Since this
user interface increases the number of initial states significantly, we removed the
user interface during verification. Only buttons change their states as part of
the user interface. We considered the number of streams and their organization.
The streams are presented in a sequential order or in parallel. If the streams are
presented in parallel, they may also be presented in a synchronized fashion. A
tool is developed for automatic generation of PROMELA code for this kind of
presentations. For each interaction, there is a fairness constraint and these are
hard-coded in the model (e.g. FC==3 in line 2 of PROMELA code in Section 2.2).

We conducted tests for each type of interaction using only buttons. The
complexity of verification in terms of states and depth are given for no interaction
and all interactions in Table Bl The elapsed time of verification of properties is
given in Figure Bl

5 Evaluation

The previous work on checking the integrity of multimedia presentations deal
with presentations that are presented in nominal conditions (i.e., no delay). Since
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the processes may iterate at different states as long as they are enabled, this in-
troduces processes proceeding at different speeds. From the perspective of a mul-
timedia presentation, this may correspond to delay of data in the network. The
detection of non-progress cycles when all the user interactions are allowed yields
a general status of the presentation model. During the initial modeling phases of
our model, SPIN verifier detected a case which naturally is less likely to occur.
In this case, the user starts the presentation and then clicks the BACKWARD
button just before the presentation proceeds. This leads to an unexpected state
where the presentation enters an infinite loop. After the user starts a presenta-
tion and just before the presentation proceeds if the user attempts to backward
the presentation, the presentation then enters an unexpected state and stays in
this state forever.

Multimedia presentations which provide interactions that change the course
of the presentation like skip and backward restricts using PROMELA structures
like message channels. If processes are blocked and an interaction (interrupt)
requires these processes to abort, significant coding is required to cope with
the blocked processes. The PROMELA language does not provide time in the
modeling. Thus it is not possible to incorporate time directly in the model.
RT-SPIN [I1] enables the declaration of time constraints and checks acceptance
cycles, non-progress cycles and some liveness properties. The first problem is
some guards may be skipped due to lazy behavior of RT-SPIN. In our case,
most of the time constraints are equality constraints. Also the interactions like
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pause, resume, skip, and backward requires the guard condition to be updated
after these interactions even when waiting for the guard condition to be satisfied.
When there are still processes enabled, the SPIN verifier may yield acceptance
cycles. If those processes were allowed to proceed, those cycles would be removed.
Progress labels are inserted to break these cycles. The never claims are added
with np_ to check non progress cycles.

6 Conclusion

In this paper, we presented how interactive multimedia presentations can be
modeled using PROMELA and verified by SPIN. A subset of these properties is
given in Section [3l Since the PROMELA code can be generated automatically,
it allows automatic verification of the properties. However, the time complex-
ity of parallel presentations is exponential. This makes the verification difficult
when the number of streams increases and requires further optimization in the
model. SPIN’s tracing of all possible states provides a way of modeling of delay
for multimedia presentations. The synchronization model will be incorporated
into the NetMedia [12] system, a middleware design strategy for streaming mul-
timedia presentations in distributed environments. It is necessary to assure that
the system will present a consistent presentation after user interactions.
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Abstract. We describe our experiences in using SPIN to verify parts of
the Multi-Purpose Daemon (MPD) parallel process management system.
MPD is a distributed collection of processes connected by Unix network
sockets. Its dynamic nature is easily expressible in the SPIN/PROMELA
framework but poses performance and scalability challenges. We present
here the results of expressing some of the parallel algorithms of MPD
and executing verification runs with SPIN.

1 Introduction

Reasoning about parallel programs is surprisingly difficult. Even small parallel
programs are difficult to write correctly, and an incorrect parallel program is
equally difficult to debug, as we experienced while writing the Multi-Purpose
Daemon (MPD), a process manager for parallel programs [1J2]. Despite MPD’s
small size and apparent simplicity, errors have impeded progress toward code
in which we have complete confidence. Such a situation motivates us to explore
program verification techniques. In our first attempt [9], based on the ACL2 [7]
theorem prover, formulating desired properties of and reasoning about models
of MPD algorithms proved difficult. Our second approach employs the model
checker SPIN [6].

MPD is itself a parallel program. Its function is to start the processes of a
parallel job in a scalable way, manage input and output, handle faults, provide
services to the application, and terminate jobs cleanly. MPD is the sort of process
manager needed to run applications that use the standard MPI [TOJTT] library
for parallelism, although it is not MPI specific. MPD is distributed as part of
the portable and publicly available MPICH [45] implementation of MPI.

The remainder of the paper is structured as follows. In Section 2 we describe
MPD in more detail and outline our method for modeling a distributed, dynamic
set of Unix processes in PROMELA. In Section Bl we present the concrete results
of specific verification experiments. We conclude in Section H] with a summary
of the current project status and our future plans.

* This work was supported by the Mathematical, Information, and Computational Sci-
ences Division subprogram of the Office of Advanced Scientific Computing Research,
U.S. Department of Energy, under Contract W-31-109-Eng-38.
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Fig. 1. Daemons with console process, managers, and clients

2 Approach

The MPD system comprises several types of processes. The daemons are per-
sistent (may run for weeks or months at a time, starting many jobs) and are
connected in a ring. Manager processes, started by the daemons to control the
application processes (clients) of a single parallel job, provide most of the MPD
features and are also connected in a ring. A separate set of managers supports
an individual process environment for each user process. A console process is an
interface between a user and the daemon ring. A representative topology of the
MPD system is shown in Figure[Il The vertical solid lines represent connections
based on pipes; the remaining solid lines all represent connections based on Unix
sockets. The remainder are potential or special-purpose connections.

Each of the daemon, manager, and console process types has essentially the
same pattern of behavior, which is important for our purpose. After initialization,
the process enters an infinite, mostly idle, loop, implemented by a Unix socket
function select. When a message arrives on one of its sockets, the process calls
the appropriate message handler routine and reenters the idle select state.
The handler does a small amount of processing, creating new sockets or sending
messages on existing ones. The logic of the distributed algorithms executed by
the system as a whole is contained primarily in the handlers, and this is where
the difficult bugs appear.

2.1 Modeling Components of the Multi-purpose Daemon

Components of the MPD system map naturally to PROMELA entities: a proctype
is defined for each MPD process type, and sockets are represented by channels.
The structure of the MPD process types allows us to treat them as comprising
three tiers. The top tier corresponds to the upper-level sequential logic of the pro-
cess (initialization, select loop, calling the handlers). Handlers form the second
tier. The bottom tier corresponds to well-understood Unix socket operations.

An MPD programmer uses, but does not implement, predefined libraries of
the socket functions. However, having to model the socket operations explicitly,
we created a PROMELA library of the primitives, which allows us to (1) hide the
details of the socket model from both the verification and the future mapping of
the model to the executable code, (2) interchange, if need be, different models of
sockets without changing the remainder of the model, and (3) reuse the socket
model in verifying independent MPD algorithms.
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Fig. 2. Connected MPD processes and corresponding socket records array

2.2 Modeling Unix Sockets

A Unix socket, an endpoint of a bidirectional communication path, is manipu-
lated when a connection between two processes is established or destroyed. A
socket is referenced by a file descriptor (fd) and represents a buffer for reading
and writing messages. Our PROMELA model of a socket consists of a channel and
a three-part record. The first record field references the fd at the other endpoint
of the connection. The second field identifies a process that has an exclusive
control over the socket. The third field indicates whether the socket is free and,
if not, how it can be used by the owner process. Figure 2] shows two connected
processes and the corresponding state of an array of the socket descriptors.

Five Unix socket primitives have been modeled according to [13]: connect,
accept, close, read, and write. As select appears only in the top tier of the
MPD process, its implementation is specific to an MPD algorithm. Below is an
excerpt of the socket library.

typedef conn_info_type { /* socket descriptor */
unsigned other_fd : FD_BITS;
unsigned owner_pid : PROC_BITS;
unsigned use_flag : FLAG_BITS;
s
conn_info_type conn_info [CONN_MAX];
chan connection[CONN_MAX] = [QSZ] of {msg_typel};

inline read(file_desc, message) {
connection[file_desc] 7message; }

inline write(file_desc, message) {
connection[conn_info[file_desc] .other_fd] !message;
fd_select_check(conn_info[file_desc].other_fd) }

inline close(file_desc) {

IF /% other side has not been closed yet */
(conn_info[file_desc].other_fd != INVALID_FD) ->
set_other_side(conn_info[file_desc] .other_fd,INVALID_FD);
fd_select_check(conn_info[file_desc].other_fd)

FI;

deallocate_connection(file_desc) }
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Fig. 3. Parallel ring insertion algorithm

inline connect(file_desc, 1lp) {
allocate_connection(j); /* server’s connection */
set_owner(j, 1p); /* finalized by accept */
set_handler(j, AWAIT_ACCEPT);
allocate_connection(file_desc); /* client’s connection */
set_owner (file_desc, _pid);

set_other_side(j, file_desc); /* relate connections */
set_other_side(file_desc, j); /* to each other */
1p_select_check(1lp) }

inline accept(file_desc) {
file_desc = 0;
do /* next line is a simplification of real accept */
(file_desc >= CONN_MAX) -> assert(0) /* error, no connect */
(readable_lp(file_desc,_pid)) ->
set_handler(file_desc, NEW); break
:: else —> file_desc = file_desc + 1
od }

3 Verification of MPD Algorithms

Most interesting MPD algorithms reside in the daemons and the managers. We
modeled and verified algorithms for daemon ring creation and recovery and a
manager-level barrier algorithm. The models conform to the three-tiered view of
the algorithms and rely on the socket library. We used bit-arrays and followed
recommendations from [12] and employed ideas from [3].

3.1 Ring Establishment Algorithm

To create a daemon ring, the initial daemon establishes a listening port to which
subsequent connections are made. A ring of one daemon is created. The other
daemons enter the ring by connecting to the first daemon. Figure Bl shows an
MSC representation of an algorithm that allows several daemons to enter the ring
simultaneously. To establish the ring and to recover from a failure, each daemon
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maintains identities of the two right-hand side neighbors (rsh and rhs2). Upon
receipt of new_rhs, D-left sends a message of type rhs2info (not shown in the
figure), counterclockwise along the ring, to notify its left-hand side neighbor that
D-new is its new rhs2. Upon receipt of new_lhs, D-right sends rhs2info, also
counterclockwise, to notify D-new that its rhs2 is the rhs of D-right.

We verify that, upon algorithm completion, the resulting system topology
implicit in the socket descriptor structures array is a ring of the correct size. We
also check that in each daemon the identities of rhs and rhs2 agree with the
information in the array. These two conditions are collectively referred to as the
state property. MPD designers and users test the ring by invoking mpitrace,
which reports the identities and positions of all daemons. To convince our “cus-
tomers” (i.e., MPD designers) of the correctness of our model, we model the
trace algorithm and prove its termination. Because the algorithm involves send-
ing additional messages, verification of the trace completion is more expensive,
in time and memory, than verification of the state property.

3.2 Recovery from a Single Nondeterministic Failure

Upon daemon crash, the operating system will close all associated sockets, which
will be visible to its neighbors. When the right-hand side socket of the daemon
to the left of the crash is closed unexpectedly, the daemon reinstates the ring by
connecting to its rhs2 neighbor. In our model a random daemon in the initial
hard-coded ring is directed to fail, and the recovery procedure is initiated. The
model was verified against the state and trace termination correctness properties.

3.3 Manager-Level Barrier Algorithm

Parallel jobs (programs running on the clients) rely on the managers to imple-
ment a synchronization mechanism, called barrier. In our model of the algorithm
some messages are abstracted, and the clients are not modeled explicitly. When
a leader manager receives a barrier request from its client (represented by setting
the client_barrier_in bit), it sends the message barrier_in along the ring. A
non-leader manager holds the message (setting the bit holding barrier_in) un-
til its client requests the service. Once the barrier_in is received by the leader,
the message is converted to barrier_out and sent along the ring. Upon receipt
of barrier_out, managers notify the clients, setting the client_barrier_in bit,
that the synchronization has occurred. A special constant ALL_BITS corresponds
to a bit-vector with all bits set.
We verified two correctness conditions. First, all clients pass the barrier.

timeout -> assert(client_barrier_out==ALL_BITS)

Second, an invariant holds: a client is allowed to proceed only when all clients
have reached the barrier and all managers have released the barrier_in message.

assert((client_barrier_out==0) ||
((client_barrier_in==ALL_BITS) && (holding_barrier_in==0)))
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Table 1. Verification statistics summary

Model| Time |Memory|Vector Size States Search

Algorithm |Property| Size | (s) (MB) (byte) Stored/Matched |Depth
Insert State 4 ]105.35| 768 224 3.83e+06/7.97e+06| 115
Insert Trace 3 0.80 3.3 136 5743/6718 58
4* 1159.33| 173 224 4.57e4+06/9.28¢4+06| 115
Recover | State 9 69.70 | 376.0 520 734040/3.26e+06 | 158
12* 15340.19| 772.6 876 2.75e+07/1.76e+08| 209
Recover | Trace 8 163.39 | 814.1 464 1.93e406/7.83e+06| 199
9% 11919.94| 502.5 520 1.62e4-07/7.85e4+07| 232
Barrier 12 | 127.97 | 549.2 288 1.95e4+06/1.18e4+07| 101
14* |3050.96| 571.3 332 1.75e4-07/1.25e4+08| 117

3.4 Verification Statistics

Table [l summarizes verification statistics for the three algorithms. All verifica-
tion runs were conducted on a 933 MHz Pentium III processor with 970 MB
of usable RAM, with default XSPIN settings, except the memory limit. Com-
pression (-DCOLLAPSE compile-time directive) was used in cases identified by an
asterisk. We show statistics for the largest models on which verification succeeded
with and without compression.

We were unable to exhaustively verify the ring insertion algorithm on models
with five or more daemons, even with compression. Applying predicate abstrac-
tion techniques enabled verification of models of eight daemons, but a desirable
correlation of the model to the C code was lost, as was the ability to perform
meaningful simulations. For other algorithms, verification succeeded for larger
models, although, admittedly, the algorithms are rather simple.

Let us put in perspective the size of models on which verification succeeds.
While a running MPD may consist of tens or hundreds of processes, prior ex-
perience with debugging MPD code suggests that even the most difficult errors
manifest themselves in systems of four to ten processes. Therefore, the models
of some MPD algorithms at the current level of abstraction allow us to verify
some algorithms on models of satisfactory size. For other algorithms, such as the
ring establishment algorithm, a slightly more abstract model or a more efficient
socket library will enable meaningful verification.

4 Summary and Future Plans

We described here our initial experiences in applying the SPIN-based approach
to verifying a parallel process management system called MPD. Our models
relied on a reusable model of Unix socket operations. For the ring establishment
algorithm, we were able to complete exhaustive verification only on models with
up to four daemons. We were, however, able to exhaustively verify larger models
of other algorithms.
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p-1 : (msg.cmd == barrier_in) ->

p.2 if

p.-3 (IS_1(client_barrier_in,_pid)) ->
p.4 if

p.5 :: (_pid == 0) ->

p.-6 make_barrier_out_msg;

p.7 find_right (fd, _pid);

p-8 write(fd,msg)

p-9 :: else —>

p-10 make_barrier_in_msg;

p-11 find_right (fd, _pid);

p.-12 write(fd,msg)

p.13 fi

p.14 :: else —>

p-15 SET_1(holding_barrier_in,_pid)
p.16 fi

c.1 if ( strcmp( cmdval, "barrier_in" ) == 0 ) {
c.2 if ( client_barrier_in ) {

c.3 if ( rank == 0 ) {

c.4 sprintf ( buf, "cmd=barrier_out dest=anyone src=Ys\n", myid );
c.5 write_line( buf, rhs_idx );

c.6 }

c.7 else {

c.8 sprintf( buf, "cmd=barrier_in dest=anyone src=Ys\n", origin );
c.9 write_line( buf, rhs_idx );

c.10 ¥

c.11 }

c.12 else {

c.13 holding_barrier_in = 1;

c.14 }

c.15 }

Fig. 4. Portion of the PROMELA model and C implementation of the barrier algorithm

Based on our experiences, we believe that design and development of algo-
rithms for MPD and similar systems can benefit greatly from application of the
SpPIN-based software verification methods. SPIN’s simulation capability enables
rapid prototyping of new algorithms. Since even the most difficult errors can be
discovered on models comprising only a few processes, the verification engine of
SPIN enables us to verify the algorithms on models that are sufficiently large for
our purposes.

A long-term goal of this project is to model and verify MPD algorithms and
then translate them into C or another programming language, while preserving
the verified properties. Ideally, translation should be automated. To allow this
to happen, the PROMELA model must not be overly abstract. Figure @ shows
a PROMELA model and a C implementation of a portion of the barrier algo-
rithm. Given the one-to-one correspondence between the control structures, and
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a mapping between the rest of the code, automated translation certainly appears
feasible for this level of abstraction. In general, verifiable models of the MPD
algorithms should fall into just a few different classes with respect to the level of
abstraction, and a separate mapping can be defined for each class to enable the
PROMELA-to-C translation. Only the handlers in the middle tier of the process
model need to be translated.

Many algorithms execute in parallel in a running MPD system, and their
interaction is important. We hope to be able eventually to reason formally about
MPD models that consist of several related and interdependent algorithms.

More information on the project, including the discussed PROMELA models,
can be found in [§] and at http://www.mcs.anl.gov/ matlin/spin-mpd.
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Abstract. Local First Search (LFS) was recently introduced as a new
partial order reduction approach. It is based on the observation that lo-
cal properties can be found searching on paths with a low degree (LFS-
number) of concurrent progress. It has shown its potential to find se-
quences to local states fast. In this paper, we explore several improve-
ments of LF'S: On the one hand, we propose a replacement of the static
bound on LFS-numbers by a dynamic criterion to detect exhaustion of
reachable local properties faster. On the other hand, we explore the pos-
sibilities of combining LFS with other partial order reduction methods.
It turns out that the combination with transition merging is possible and
rewarding, while the sleep-set method is incompatible with LFS.

1 Introduction

Local First Search (LFS) was recently introduced by the authors as a heuristic
method to reduce the state explosion problem in the search (verification) of
local properties of distributed systems. It is based on the (theoretically founded)
observation that in systems with local (binary, ternary, ...) communication the
number of components progressing in true parallelism (called LFS-number) can
be bounded to a logarithmic fraction of the number of processes when searching
for path leading to local goals (local states of one or two processes independent of
the states of the other processes). This is not the case if an arbitrary number of
processes may synchronize in a single transition. As a heuristic search strategy,
local first means to explore paths with a low LES-number first.

The potential interest of LF'S to the Spin community results from the fact
that the method is based on state exploration while providing reductions related
to the Unfolding approach [ERV96]. Like the sleep-set method [GW93|, LFS
relies solely on properties of an independence relation and does not require static
analysis of the source code. It is thus relatively easy to integrate LFS with a tool
for state exploration as is SPIN.

However, the basic method presented in [NHZLO1] still needs refinement to
become a practical tool. The present work establishes important steps in this
direction.

D. Bosnacki and S. Leue (Eds.): SPIN 2002, LNCS 2318, pp. 221-229] 2002.
© Springer-Verlag Berlin Heidelberg 2002



222 D. Lugiez, P. Niebert, and S. Zennou

In [NHZLOI], we observed that LFS does indeed expose paths to local prop-
erties rapidly if they exist, and the LFS-numbers found for these cases stayed far
below the theoretically predicted bound. However, exploration up to this bound
was needed to show the absence of such a path, and this turned out to yield state
spaces exceeding those without reduction. The reason is that the LFS procedure
presented requires some overhead information and that this overhead need not
always be compensated by the reductions. In [BMNZ02], we combined LFS with
ideas from unfoldings (adequate orders) in order to eliminate the double explo-
ration of states due to the overhead information. With this refinement, one is
guaranteed to obtain a state spaces inferior to the state space without reduction.
On the other hand, unfolding LFS does not (as yet) seem to allow an efficient
incremental exploration with growing LFS number: Its use would require either
to unfold up to the theoretical bound or to recalculate unfoldings for some or all
of the lower bounds.

At least for the non-unfolding version of LFS, we propose a solution for
dynamically detecting that the exploration of local properties has already been
exhaustive at some LFS-level. For the case of binary communication, the dynamic
LFS-bound can be stated as follows: If for some LFS-number n+1 no local states
were detected that were not already detected at LF'S-number n then no new local
states will be found at any higher level. In practice, this means that we can stop
exploration at just one level above the actually highest LFS-number of local
properties of the system.

As a second contribution of this paper, we have studied the potential of
combining LFS with other partial order reduction methods.

On the positive side, we show the strong compatibility of LFS with a tech-
nique known as transition merging (see e.g. [DR99]): Transition merging pre-
serves the parameters of a system essential to LFS and in particular excludes
the possibility of an increased LFS-number of a local property. Moreover, it seems
that the reductions achieved by LFS and transition merging are complementary.
The experimental results indicate that this combination has a great potential.
On the negative side, we found that LFS and sleep-set reductions interact and
are incompatible.

Finally, we did some experimentation with a prototype implementation writ-
ten in Caml. The rapid prototyping approach that we currently follow has al-
lowed us to explore a number of combinations of methods in a short time, but of
course it does not scale up as would an efficient implementation in an imperative
language. Indeed, LF'S only starts to unfold its potential (reductions for systems
with many processes) where our implementation already suffers resource prob-
lems. We believe that nevertheless the potential of the method is visible through
these results.

The organization of the paper is as follows: In Section 2, we develop the formal
Framework of transition systems with an independence relation. In Section 3,
we restate the formal particularities of LFS and the theorem on the static LFS-
bound taken from [NHZLO1]. In Section 4, we indicate the functioning of the
LFS-methods of [NHZLO01]. Section 5 contains the main technical contributions
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of the present article: The dynamic bound for LFS and the combination of LFS
with transition merging. In Section 6, we give some experimental results for
illustration. Due to lack of space, we omit all proofs and reduce the formal
development to a strict minimum. For a more thorough treatment of LFS we
refer the reader to [NHZLOIIBMNZ02).

2 Formal Framework

Our formal setting relies on the theory of Mazurkiewicz traces (for a thorough
treatment, see [DR95]; for verification applications, see also [GW93|[Pel93]).

Independence and asynchronous transition systems. Let X be a finite alphabet,
and let ||C ¥ x X denote an (irreflexive and symmetric) independence relation.
Intuitively, this relation represents concurrency between actions occurring on
distinct processes in a distributed system.

Definition 1. We say that (X,]||) has parallel degree m if m is the maximal
number of pairwise independent actions in X,

(i.e. m =maz{|A| | AC XY and a,b€ A,a#b = a | b})

Next, we look at the interleaving semantics of parallel systems: A transition
system is a triple T' = (S, —, sp) with S a finite set of states, so € S the initial
state, and —C S x X' x S a transition relation. As usual in partial order reduction
literature, we assume T to be deterministic. By the language L(T) C X* we
denote the set of all sequences corresponding to paths in 7" in the usual sense.

On the level of transition systems, the independence relation results in the
following structural properties for independent actions a, b:

b b .
ID: s % 51 = sy implies s = s} — so for some state s|  [Independent Diamond]

b . . b .
FD: s % s; and s —> s} implies 81 — so for some state so [Forward Diamond]

A transition system respecting the axioms ID and FD is called an asyn-
chronous transition system.

From now on, we consider only an asynchronous transition system
T = (S,—,so) w.r.t. an independence alphabet (X, ||).

Mazurkiewicz traces and partial orders. The axiom FD states that it is possible
to exchange consecutive occurrences of independent transitions on paths in an
asynchronous transition system. The axiom ID in exchange says that independent
transitions cannot be in conflict (taking one will not disable the other). This
gives rise to the idea of equivalence classes of executions, where the equivalence
is generated by (iteratively) exchanging independent transitions.

Formally, the Mazurkiewicz trace equivalence associated to the independence
alphabet (X, ||) is the least congruence ~ over X* such that ab ~ ba for any
pair of independent actions a || b. A trace [u] is the equivalence class of a word
u € X*.
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Since all paths corresponding to one trace lead to the same state, it is natural
to consider traces as abstractions of executions.

In particular for cyclic systems, it is useful to consider an unfolding repre-
senting the paths and the prefix relation. For a transition system without inde-
pendence relation, this unfolding will typically be a tree with paths as vertices.

For asynchronous transition systems however, we prefer not to make a dis-
tinction between paths of the same equivalence class. This gives rise to a natural
generalization of tree unfoldings called trace systems. These are acyclic asyn-
chronous transition system with all paths leading to the same state belonging
to the same equivalence class.

Definition 2. Let T = (S, —, so) be an asynchronous transition system w.r.t.
(X, ). Then the trace system of T is the transition system TS(T') whose states
are the traces associated to an execution sequence, with the empty trace [g] as
initial state and —= {([w], a, [w.a]) | w.a € L(T)} as transition relation.

Given a sequence u = ai1as .. .ay,, there is a unique s = o(u) € S such that
s0 3 ... % s. Similarly, we define o([u]) = o(u) for any trace [u] (for any trace
[v] equivalent to [u] we have o([v]) = o([u])).

Traces are partially ordered according to the prefiz relation defined as follows:
We put [u] < [v] whenever there exists a word w € X* such that v.w ~ v.

A crucial notion for our development concerns the “last” letters in a trace,
again as a generalization of the last letter in a word.

Definition 3. For a trace [w] let last([w]) = {a | [w] = [va]} denote the set of
last letters of representatives of [w], and let #a5:([w]) = |last([w])| denote their
number. A trace [w] with #4st(Jw]) =1 is a prime trace.

In other words, a trace [u] is prime if, and only if, it has a unique last letter, or
equivalently a unique predecessor in the trace system.

3 Paths Leading to Local Properties

Local properties are the basis of several partial order reduction methods such
as the ample set method [Pel93|. The latter article formalizes locality via the
visibility of a transition: A transition is visible iff it has an effect on the property.
A property then is local iff no two transitions visible for it are independent.

LFS is designed for the reachability problem of local properties. As such, it
profits from the fact that a local property is reachable iff it is reachable via a
prime trace. Hence, a method exploring all prime traces is complete with respect
to the local reachability problem.

Communication degree and character. The fundamental reason for the reduc-
tions achieved by LFS is that communication in parallel systems is typically
rather local. More precisely, LFS will give good reductions for systems where
the number of components/variables affected by transitions is very small com-
pared to the parallelism in the system.

We formalize these important parameters for LFS as follows:
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Definition 4. The communication degree of (X,||) is the mazimal number n
of pairwise independent actions which all depend on a common action, i.e. n =
maz{|B| | BC XY andVb,t) € Bjb#V = b||V andIc e X s.t.YVbe B, c |f
b}. The character of (X,]) is (m,n) where m is the parallel degree (Def.[d) and
n the communication degree.

LES-numbers of traces. The crucial ordering criterion for the “complexity” of a
trace concerning LFS is called “LFS-number”.

Definition 5. The LES-number of a trace [w], denoted by LEF S([w]), is the least
number | such that there exists a representative v = ay ...ax € [w] such that for
each 1 < j < k we have #ast([a1 ... a5]) < L.

The LFS approach relies on the following theorem stated in [NHZLOT]:

Theorem 1. For all prime traces [w], the LFS-number of [w] is at most |(n —
1logn(m)| + 1, where (m,n) is the character of (X,]]).

The bound |(n — 1)log,(m)] + 1 is referred to as the static LFS-bound of
(X,]]). To illustrate the meaning of this theorem let us consider the case of a
system of 1000 components with binary communication. While the trace system
of this system may contain traces with up to 1000 last elements (otherwise stated:
States with up to 1000 predecessors), its static LFS-bound states that all local
properties are reachable on paths with intermediate traces with no more than
10 last elements (states with no more than 10 predecessors).

In [NHZL(OT], we also show that the static LES-bound given in Theorem [
cannot essentially be improved, i.e. for any character it is possible to construct
systems with local properties with LFS-number equal to the static LF'S-bound
(or in some cases equal to the static LFS-bound minus one).

4 Search Procedures

Theorem [Tl assures the existence of a path with a bound on the number of last
elements of the traces on the path, but there will still be an infinite number of
such traces. We have found two ways to exploit this property of traces on finite
structures.

Local First Search. The first method [NHZLOT] is based on the following observa-
tion: last([ua)) = {a} U{b € last([u]) | b || a}. In particular, if last([u]) C last([v])
then last([ua]) C last([va]). This leads to the definition of the last label tracking
transition system: Given the transition system (S, —, sg), the last label track-
ing transition system LLTTS(T,X) is defined by LLTTS(T, X) = (S, —, s(),
where s'g = (s0,0),5" = {(s,M) | s € S,M C 2%}, (s, M) % (s', M') iff s & &'
and M’ = M\{be€ M | b |fa}. In [NHZLOT|, we proved that a local property is
reachable in the original transition system T iff it is reachable in LLTTS(T, X).
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The basic algorithm for model- B:=|(n—1)log, m+1];
checking local properties is de- Explore::{(so,(bf}; Visited:=0;
scribed by the scheme at right 6 Explores 0
(see [NHZLOI] for details). It ob-

> - / choose (s, M) from Ezxplore;
viously terminates for finite state

o . a
for each transition s — s’ do

systems, but the necessity to keep if s = P then return(s)

the set of last labels may add a ’a_ .
o else M’ :=U{a}U{be M |a| b}
significant overhead to the con- if |M’| < B and for all (s”, M")
struction, notably it can neces- c E:cpﬁ)reu Visited: M" Z’ M
sitate to explore a same state then add (s/, M’) t.o Ezxplore
s with several incomparable sets ’

, remove (s, M) from Ezplore,
M. Local First Search as a re- add (s, M) to Visited;

finement of the above algorithm

chooses (s, M) in Explore such that |M| is minimal. Our first experiments
[NHZLO1] showed that this heuristic could be quite effective in finding states,
whereas the exploration up to the theoretical bound for showing the absense of a
state usually fails. A crucial remark is that usually the set of states correspond-
ing to prime traces generated by the method quickly stabilizes which suggests
that we could use a dynamic bound instead of the static theoretical bound. In
this paper, we give such a dynamic bound (see Section [B), which will help make
LF'S usable also for showing the non reachability of local properties.

Unfolding. In order to avoid the overhead caused by exploring certain states
more than once, in [BMNZ02] ideas were taken from McMillan prefixes (notably
the notion of an adequate order [ERV96]) and adapted to LFS. As a result,
it is possible to construct a locally complete finite prefiz of the trace system
that uses the static LFS-bound as a cutting criterion and avoids double explo-
ration of states. While it is a very promissing approach, it does not currently
allow the incremental computation with growing LFS-numbers. Therefore, the
dynamic bound elaborated in Theorem [2 is not immediately applicable, but we
will nevertheless evaluate this bound on the unfolding approach to illustrate its
potential.

5 LFS Optimizations

This section contains the two main technical innovations of this paper: A dy-
namic LFS-bound that allows to stop much earlier in an exhaustive LFS-search
with the result “unreachable” than with the static worst case bound; and a
combination of LFS with a wide spread partial order reduction technique called
“transition merging”. Negatively, we show that at least a straight forward com-
bination of LFS with the “sleep set method” is not possible.

LFS with dynamic bound. The static LFS-bound of Theorem [ is a bound for
the worst case. This has motivated us to look for tighter criteria for discovering
bounds on the LFS-numbers of a concrete system.
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Let TS(T) be the trace system associated to a transition system T'= (.5, —,
so) w.r.t. (X,]|) where (X, ]|) has character (m,n) with n > 2. Let L, denote
the set {[u]|[u] is prime and LFS ([u]) < p}. Theorem [I] can be rephrased in
saying that Lp, where B is the static LFS-bound, already contains all prime
configurations, and thus Lp = Lpy1 = Lpys = .... In short, the sequence
Ly, Lo, ... converges latest at L. The following theorem gives a criterion to
detect convergence:

Theorem 2. L,=L,11=...=Lpin1=>Vk>0 Ly =1L,

The proof follows the structure of the proof of Theorem [ given in [NHZLOT].
A immediate consequence of this theorem is the following improvement for the
LFS basic algorithm: In the search algorithm, which iterates over the LFS-
number p, we check for new states (in Ly+1 \ L,) where L, = {(s, M) | [M| =1}
and we stop the search as soon as we have L, 1\Ly, = ... = Lpin—1\Lpsyn—2 = 0.
In practice, there is no need to compare sets, it suffices to use boolean variables
to memorize the detection of new prime traces at the last n levels.

In the examples treated in Section[d, always the actual LFS-bound turns out
to be 2, i.e. exhaustive search stops at 3 rather than at the logarithmic bound
predicted by Theorem [I.

Transition merging. A simple and yet very effective reduction method in the
partial order family is called transition merging (see e.g. [DR99]). The basic ob-
servation is that often system descriptions contain sequences of local transitions
(of one process of a system) that do not interfere with the behavior of the rest of
the system and the local property to verify. Merging such an inwvisible transition
that does not take part in a choice to a predecessor thus preserves local proper-
ties. It turns out that transition merging is compatible with LFS and that the
reductions achieved by the two methods are nearly orthogonal.

In our formalization, we assume a fixed local property and correspondingly
a fixed set of visible transitions. Our formalization is a semantic one, defined
on trace systems. In practice, sufficient syntactic criteria to be detected by the
static analysis component of the verification system must be used.

We say that a transition [u] — [ua] is local iff there exists a decomposition
[u] = [u1buz] such that a ['b but a || uz and [u1d] is a prime trace. We say that a
transition [u] — [ua] is in conflict iff there exists a decomposition [u] = [ujus)
such that b || us for some b and furthermore there exists in the trace system a
trace [ujvb] such that a || v but a # b and a |[f'b. Otherwise, we call [u] — [ua]
conflict free.

For a transition [u] — [ub], we say that the sequence v = a; ... a, is mergeable
to b (yielding the merged transition [u] — [ubay ... ay] iff for all i with 1 <i<mn
we have a; || ba;...a,—1, and furthermore [uba; ...a;—1] — [uba;...q;] is a
local invisible conflict free transition. For simplicity, we call the latter transitions
“attachable”.
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Let a merged trace system be the trace system where each transition [u] —
[ub] is replaced by an arbitrary set of mergeable transitiond] [u] — [ubas . . . ay).

With these definitions, we observe the following properties for the merged
trace system.

Proposition 1. (1) The communication degree of transitions in the merged
trace system is bounded by the communication degree of simple transitions. (2)
The static and dynamic LFS-bounds determined for the simple trace system hold
for the merged trace system. (3) A local property reachable in the merged trace
system is reachable in the simple trace system. (4) A local property is reachable
in the trace system with LFS-number [ is reachable in the merged trace system
with LFS-number < [.

Sleep sets and LES are incompatible. A well known partial order reduction tech-
nique is the sleep set method [GW93]. While sleep sets combine well with a
certain number of partial order reduction methods, in the full paper we explain
by a counter example, why sleep sets and LFS are incompatible. In fact, both
methods cut paths rather than states (and while LFS thus indirectly removes
states, sleep sets preserve all states), and their interaction in pruning can lead
to the elimination of prime traces, thus not preserving local properties.

6 Experiments

We have tested our Objective CAML prototype implementation on a number
of parametric examples. Here we give tables for the experimental results for
dining philosophers and a network broadcast protocol, each time varying the
number of components as well as the reduction method: LLTTS approach with
dynamic bound and with or without transition merging; transition merging in
isolation; unfolding LFS with the static bound; unfolding LF'S using the dynamic
bound (oracle) obtained via the LLTTS approach; unfolding LFS with transition
merging.

For each experiment, we measured the number of states explored on the
LFS level (states in the hash table). (e.g. on two process systems, it will give
no reduction at all) For all examples, the stabilization according to Theorem
occurs at LFS-number 2, which is detected after exploring the LLTTS up to
LFS-number 3. Unfortunately, the first occurrence of a difference between the
dynamic bound and the static bound occurs at m = 8 and lacking an efficient
implementation we cannot go much further than m = 10.

The two series of examples differ in that the state copying problem is rather
light for the philosophers and nearly disappears in presence of transition merg-
ing, whereas this is not the case for the instances of the echo protocol: Indeed,
the LLTTS approach does not give any reduction compared to merging in that

! In practice, we will use a merging strategy in order to reduce the number of states
visited. Intuitively, we want to join a maximal number of attachable transitions to
b, thus obtaining a single replacement for b. Care has to be taken concerning cycles.
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case. As a consequence, the combination LLTTS with dynamic bound and merg-
ing gives the best reduction for the philosophers, whereas unfolding LFS with
merging gives the best results for the echo protocol.

[philosophers (m) [1[2[ 3] 4] 5[ 6 7] 8] 9] 10] 20|
dynamic bound, merging 9| 16| 25| 36 49 64 81| 100{400
dynamic bound (no merging) 37]202|1006]4195|13981|38759 - - -

2|4
2|8
merging (no LFS) 2|5/16| 45| 116 283| 666| 1529| 3448| 7611 -
no reduction 2|8|26| 80| 242| 728| 2186| 6560|19682|59048| -
2|8
2|8
2|4

unfolding LFS 25| 79| 226| 598| 1450| 5347(13372|31286| -
unfolding LFS, oracle bound 25| 79| 226| 598| 1450| 3229| 6655[12806| -
unfolding LFS, merging 8| 15| 26| 42 64| 163| 256| 386 —

lecho processes (m) [ 2[ 4[ 6[ 8[ 10[ 12‘
dynamic bound, merging 8| 47| 208| 885|3631|14395
dynamic bound (no merging)|16]190|1763|10844 - -
merging (no LFS) 8| 51| 216/ 843|3120(11139
no reduction 18827 — - — -
unfolding LFS 13|278|5646 - - -
unfolding LFS, oracle bound [13|278|5646 - - -
unfolding LFS, merging 6| 18| 54| 162| 482| 1452

It must be noted that LFS is a reduction method tailored to systems with
a lot of parallelism — beyond our current experimental possibilities. As a rule,
the higher the degree of parallelism in the system, the better LFS performs
compared to other reduction methods (whereas it will give no reduction at all for
small systems, e.g. just two parallel processes). While the results are encouraging
already on our small examples, the potential on large examples is likely to be
much stronger.
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Abstract. There are two main paradigms for model checking: symbolic
model checking, as is performed by the tool RULEBASE, and explicit
state model checking, as is performed by SPIN. It is often accepted that
the former is better for verifying hardware systems, while the latter has
advantages for verifying software. We examine this piece of common wis-
dom in light of experience in verifying the software of a disk controller
using both symbolic and explicit state model checking.

1 Introduction

Hardware and software model checkers are often distinct. The former are usually
based on a symbolic search strategy [I4] that examines sets of states in each step,
while the latter are often based on explicit state search, where progress is made
one state at a time. More importantly, hardware model checkers usually use
a synchronous model of execution, in which all the enabled processes progress
simultaneously, while the execution model of software model checkers is usually
asynchronous (not to be confused with asynchronous message passing), where
the execution of independent transitions can be interleaved in all possible orders.
In this paper we report on a verification project performed at the IBM Haifa
Research Laboratory. In this project, we verified the software for a disk controller
using both symbolic as well as explicit model checking. This verification project
stands on the cutting edge of verification technology for the following reasons:

— The size of the project. We deal with actual software, over 2,500 lines of
code, with minimal number of abstractions. The attempt is to avoid man-
ual modeling, and verify the software almost as is. We used abstraction
only when absolutely necessary, in particular, when pointer manipulation is
involved. The checked software involves several concurrent processes with
shared variables, each consisting of tens of recursive procedures.

— The state space involved. The system has a parametric number of processes.
Even a single process of this system involves a huge number of states due to
its interaction with the environment.

D. Bosnacki and S. Leue (Eds.): SPIN 2002, LNCS 2318, pp. 230-239] 2002.
© Springer-Verlag Berlin Heidelberg 2002
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— The modeling technique, which involved direct compilation of the C code
into the target languages used by the two model checkers. Since several dif-
ferent efficiency issues were involved, we constructed a parametric automatic
translator and compared the efficiency of the different translation modes. For
this reason, the usual methodology of repeatedly refining the model using
the counterexample found during verification was augmented by repeatedly
refining the translator. We believe that the translation techniques and the
tool generated for this project can be useful for similar projects, especially
taking into account the popularity of the C language.

The symbolic part of the work was performed using RULEBASE [4]3]. RULE-
BASE was originally based on a version of SMV [14]. After eight years of devel-
opment, the original SMV code is a small part of the whole. Alternative model
checking algorithms [I7/16//TJ6] have been added, the original engine has been
optimized [15/10], the temporal logic has been enhanced [2], and features [5]
supporting debugging of formulas (as opposed to debugging of the model) have
been developed. The explicit model checker used in the work described in this
paper was SPIN [L1].

2 The Verified Software

The software verified is a distributed storage subsystem software application. In
other words, it is the software that runs on hardware that connects one or more
computers with one or more magnetic disks. It is a distributed application that
runs on several nodes, providing full data availability after the failure of a single
node, and at least partial service in the event of simultaneous failures. Like most
storage subsystems, it contains a cache to speed up read and write operations.
The algorithms used to implement the software cache are the subject of the work
described in this report.

A software cache, like a hardware cache, holds a copy of the data stored
elsewhere (on disk in the case of a software cache, in main memory in the case of
a hardware cache). The copy can be either clean, which means that the data is
identical to that on disk, or dirty, which means that the cached copy is different
from (and newer than) that on disk. If the cached copy is dirty, then the cache
algorithms must ensure that any read of the dirty address gets the newer (cached)
copy, and that the new data is written back to disk before the address is discarded
from the cache. Because the system is distributed, the cache algorithms must also
provide the coordination between multiple nodes. In the case of multiple cached
copies, all are identical. Because the system must ensure high availability, there
is an additional functionality, which is to ensure that there are always at least
two copies of dirty data; a second copy is used in the case of a failure of the node
holding the first copy.

The software consists of approximately 20,000 lines of C code; the part that
was verified in this project is approximately 2,500 lines. The code is structured as
a large number (slightly more than 100) small functions and procedures, which
pass pointers to work buffers, each of which contains information regarding a
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single request being processed. The procedures are (non-tail) recursive, although
a bound on the depth of the stack is known. A set of procedures operating on

one request communicate using shared variables.

3 Issues in Model Translation

Issues in Representing C Programs for RULEBASE

The input language of hardware model checkers is usually very simple, reflect-
ing the simple semantics of hardware description languages. EDL, the input
language of the RULEBASE model checker, is no exception. An EDL model basi-
cally consists of a set of next state functions, describing a synchronous model in
which the next state of each variable is calculated in parallel with all the others.
The basic idea behind translating software into EDL follows directly from [I3]g],
and was described in [9]. A simple example will suffice to explain the main idea.

Consider first the C function getmax() shown below.

getmax (9
int max, a;

0 a = max = 0;

1 do {

2 if (a > max)
3 max = a;

4 a = input(Q);
5 } while(a);

6 return(max);
7}

We start by annotating the code with the value of the program counter (pc).
We then restrict the integers a and maz to a finite range, say 0 through 3. If we
interpret the call to a = input() on line 4 as a non-deterministic assignment to
the variable a, it is a simple process to rewrite getmax() in terms of next-state

functions of the variables, as shown below.

next(a) = if pc=0 then O

else if pc=4 then {0,1,2,3}

else a
next(max) = if pc=0 then

0

else if pc=3 then a
else max

next(pc) = if pc=0 then
else
else
else
else
else
else
else

1

if
if
if
if
if
if
if

pc=1
pc=2
pc=3
pc=4
pc=5
pc=6
pc=7

then
then
then
then
then
then
then

2

if a>max then 3 else 4
4

5

if a then 1 else 6

7

7
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With minor syntactic changes and the addition of state variable declarations,
this is a complete EDL program, and can be model checked using RULEBASE.

The code verified in this project contains many constructs not covered by
the basic solution described in [9] and presented above. Among these are: use
of complex data types, such as structures and pointers, overloading of memory
location names through the use of unions, and support for local variables and
parameters. Structures, pointers, and unions were solved manually, by modifying
the C code before the automatic translation into EDL: structures were flattened
into sets of individual variables; pointers were converted into integer indices
into an array of variables of the types pointed to; unions were resolved so that
only one name was used for each data location. Support for local variables and
paramters were solved automatically, by modifying the tool, with one caveat:
one of the characteristics of local variables is that a recursive function call gets
its own copy (unless the variables are declared as static). Because the software
verified in this project contains no local variables which need this behavior to
function correctly, this feature of local variables was ignored.

Issues in Representing C Programs in SPIN

The input language of software model checkers is usually much richer than that
of hardware model checkers. However, even software model checkers usually allow
a restricted syntax for representing the model of the checked system. The design
of such a syntax is influenced by several objectives:

Ezxpressiveness. The class of systems that may be verified is quite large. It can
include hardware designs, as well as sequential or concurrent programs.

Simplicity. Modeling is perhaps the most difficult task of the verification. Thus,
it should be made as easy as possible for the user.

Efficiency. The translation from the syntactic representation of the model into
the internal representation, used by the tool, should be as fast and as space
efficient as possible.

SPIN’s modeling language PROMELA has a rich syntax. It includes C ex-
pressions, Dijkstra’s guarded command sequential constructs and Hoare’s CSP
communication operators, representing synchronous and asynchronous commu-
nication. It also allows a mode of lossy communication channels, and the use
of shared variables. Thus, PROMELA allows modeling a wide range of software
systems. Still, translation is often required, since the verified system can be repre-
sented using any programming language. Because of the wealth of programming
languages, automatic translation is usually not available.

The easiest part of the translation is changing the C syntax into PROMELA.
Another straightforward problem is the representation of procedures. PROMELA
does not have a special construct for representing procedures. However, as shown
in the SPIN manual [I2], we can simulate procedures with processes. Consider
for example the following C code:
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int firstproc (int num)

{
int local;
é;;secondproc(d);
Lééurn local;

}

We simulate procedure firstproc with a process of the same name. In order
not to allow concurrency between the process representing the calling procedure
(firstproc) and the process representing the called procedure (secondproc),
the calling procedure waits until it receives the returned value from the called
procedure. If no value is returned in the original code, we return a dummy value.
Thus, the PROMELA code for firstproc is as follows:

proctype firstproc(int num; chan ret)
{

int local;

chan mychan = [1] of {int};

run secondproc(d, mychan);
mychan?sv;

ret!local;
goto end_firstproc;

end_firstproc:skip}

We use the same channel name in all processes that simulate a procedure. Ac-
cording to our translation, the channel is called mychan by the calling procedure,
while the called procedure recognizes the channel by the name ret (since the
channels it uses to communicate with the procedures it calls are called mychan).
We also include the directives xs ret and xr mychan at the beginning of each
process in order to report that the process exclusively sends messages on ret
and exclusively receives messages on mychan. These directives allow the partial
order reduction algorithm used in SPIN to better reduce the number of states and
transitions explored. However, when a procedure calls more than one other pro-
cedure, then it can receive messages from the multiple corresponding processes
on the same channel. In this case, sending to the channel mychan (recognized as
ret in the called procedures) is not exclusive. It can be shown that because of
the sequentiality in the execution of these procedures, the partial order reduc-
tion could be executed correctly albeit the non exclusiveness. However, SPIN is
not programmed to deal with such a special case. One solution is to manually
remove such directives when they do not truly reflect exclusivity. Experiments
we have performed in doing that show that the reduction obtained by adding
such directives in our code was negligible anyhow, and thus eliminating the need
for a complicated solution.
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A trickier problem involves the spawning of multiple copies of a process. The
checked system is designed to work with a parameterized number of processes.
Each copy starts with one main procedure, main, which calls other procedures
recursively. Each main needs to communicate with the processes it has spawned
using a set of shared variables. We model these shared variables in PROMELA as
a set of global variables, one per main process. Say, for instance, that we want
to declare the integer variable glb for 3 processes. We declare it as an array
variable using int glb[3]. Access to these global variables now depends on the
process number, which we pass as a parameter from the main process to its
called processes. Thus, we execute run main(1), run main(2), run main(3),
and convert a process firstproc(parm) that calls secondproc (moreparm) into
firstproc(id,parm) calling secondproc(id,moreparm).

Tradeoffs in the Translation Process

Instead of the solution presented above for spawning multiple copies of a process,
we can choose to define the fixed processes main_1, main_2, ..., and similarly,
firstproc_1, firstproc_2, etc. We then declare copies of the global variables,
e.g., glb_1, glb_2, .... This generates, for n processes, n times more code, and
more entries in the process table. This can be a disadvantage, since SPIN keeps
several internal enumerating mechanisms limited to one byte.

For non-recursive procedures, we also have an alternative to the representa-
tion of procedures as processes as described above. For procedures which are not
recursive, we can replace the call for that procedure with its code, as in macro
expansion. There is an obvious tradeoff in doing so. When a procedure is rep-
resented as a process, extra memory is allocated in each state for the program
counter and its local variables. These include in particular the channels through
which the process communicate with the processes representing the procedures
calling it or called by it. This is avoided when a macro expansion is performed.
The macro expansion usually involves only an increase in the address space of
the program counter of the process that includes this procedure. In this case,
the trace of the counterexample loses the information about the original chain of
procedure calls. For this matter, some additional assignments can be performed
in order to annotate the counterexamples with the necessary information.

State Size vs. State Space Size

There are two separate measures of the size of the model under model checking.
One is the number of bits needed to represent a single state (state size), while the
other is the number of states in reachable state space (state space size). While
related, these two measures are not tightly coupled. In particular, if we model
a digital circuit with n bits, there can be no more than 2™ reachable states. In
practice, there are many dependencies, thus the number of reachable states is
usually much less than 27".

In symbolic model checking, the number of bits needed to represent a single
state is limited by the internal data structures. However, because BDDs give a



236 Cindy Eisner and Doron Peled

CPU time to compile the EDL model 3.5 minutes
memory use to compile the EDL model [625M

CPU time to perform the model checking|28 hours
memory to perform the model checking [249M

lines of pseudo-code in C model 2478
number of state variables in EDL model |362
number of reachable states 10150

Fig. 1. Run time, memory usage, and model size for a 2-process system under RULE-
BASE

compact way to represent sets of states, the number of reachable states is not
a problem: the size of a BDD is not proportional to the number of states it
represents. In explicit model checking, both state size and the state space size
are important.

4 Experimental Results

4.1 Results with Symbolic Model Checking under RULEBASE

Using the translation process described in Section [, the RULEBASE model was
built. Due to size problems, only a 2-process system could be model checked. In
that configuration, problems were found. Of those, nine were modeling errors,
one was deemed a possible bug, one a real bug, and one a problem in a portion
of the code not yet relevant to the current release.

All other rules passed for the 2-process configuration. Run time , memory
usage, and model size is summarized in Figure [l There are two surprises in
Figure[D First of all, the fact that the memory requirements of the compilation
phase of RULEBASE were 625M, while the memory requirements of the model
checking itself were only 249M. Model checking is usually much more expensive
in terms of memory requirements than any pre-processing phase. A reduction
algorithm dedicated to software could probably do a better job at reduction
while reducing the memory requirements considerably. The second surprise is
that despite the long run time (28 CPU hours), the memory requirements of the
model checking itself were quite small - there was no state space explosion. This
was not true of early runs of the model, which exploded quickly. Additions of
hand-coded hints [16] achieved this impressive result. The hints controlled the
interleaving of the concurrent runs of the two work buffers, so that a fixed-point
was first reached with control belonging only to the first work buffer, then only to
the second, and so on. Only after a number of iterations were the hints released
so that more complicated interleavings could be examined.

! All run times in this paper are for an IBM RS/6000 workstation model 270
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CPU time to compile the Promela model |negligible

memory use to compile the Promela model |negligible

CPU time to perform the model checking |1 cpu sec. per 20K st.
memory to perform the model checking spaced out at 2G
lines of pseudo-code in C model 2478

number of state variables in Promela model|{419

number of states seen 10%

Fig. 2. Run time, memory usage, and model size for a 3-process system under SPIN

4.2 Results with Explicit Model Checking under SPIN

The SPIN model was built using the translation process described in Section [3]
The hope was to be able to verify a larger system than the 2-process configura-
tion which was the limit for RULEBASE. Obviously, with the number of states
reported in the table in Figure[l, we did not expect to be able to cover even
a small fraction of the states. Despite this, it was decided to attempt model
checking of a 3-process system using SPIN in the hopes of encountering new be-
havior which might uncover problems not seen in the 2-process system. Several
runs were done, each restricting the environment (inputs to the system) in a
different way. All of these runs spaced out at 10® states without finding any new
problems. Run time, memory usage, and model size for a 3-process configuration
under SPIN is summarized in the table in Figure 2

5 Discussion

The size of the state space for a 2-process model as shown in Figure [[l was 10°°.
Why then did we expect to be able to veirfy something even larger by explicit
state model checking? The answer is that things are not as straightforward as
they seem, even in a simple matter like counting the number of states.

In explicit state model checking, we perform a search (usually depth first
search) through the states of the checked system. The search proceeds state by
state (although some reduction techniques allow us to skip some states or to step
through representatives of equivalence classes of states). The search is performed
in the forward direction, from a state to its successors, unless the search strategy
requires backtracking. Thus, it is straightforward to assess the number of states
encountered during the verification. Moreover, all the states participating in the
search are reachable from the initial state(s).

In symbolic model checking, we keep a compressed representation of the state
space (usually, using a binary decision diagram, or BDD [7]). At each stage, the
representation holds a collection of states. We can apply a transformation to that
set of states, finding the set of states reachable from them with one transition
(forward search) or the set of states from that can transform to the given set
within one transition (backward search). Then we can append the given set of
states or restrict it depending on the search strategy and the property checked.
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Symbolic model checking can be performed using the classic algorithm [14] in
which state traversal is performed backward from the set of states violating the
property checked. In backwards traversal, we either hit an initial state, in which
case we have found a violation of the property being checked, or we have reached
a fixed-point, in which case we know that there is no violation. In backwards
traversal, we do not calculate the set of reachable states, hence we do not report
the number of reachable states.

The application of symbolic model checking described in this paper was done
using on-the-fly symbolic model checking [6], in which we use forward traversal,
just like explicit state model checking. Since we know how to count the number of
states seen in each symbolic step, it is straightforward, as with explicit state space
traversal, to assess the number of states encountered during the verification.
Moreover, as with explicit state space traversal, all the states participating in the
search are reachable from the initial state(s). The 101° states report in Figure [
are states reachable from the initial state in the constructed RULEBASE model.

However, because of its particular way of compressing the state space, it is
often the case that the BDD representation requires less memory when more
states are added. In fact, it may be beneficial to ‘pad’ the state space with
extra states in order to reduce the size of the BDD. This is done, in fact, in our
EDL representation of the checked system. One example of this is that since
the recursive stack is represented on the state space, its unused slots are padded
with all possible values. Thus, the number of reachable states in an EDL model
does not mean that an equivalent model in PROMELA necessarily reaches the
same number of states. Thus, our initial optimism even in the face of the huge
number of reachable states reported by RULEBASE.

As expected, when applying SPIN, we encountered an explosion in the number
of states. The state space problem was more severe with the explicit state model
checking with SPIN. We could only check 10® states before spacing out at 2G
memory, and our gut feeling was that this was a small part of the real state space
of the model. In order to check our intuition, we ran RULEBASE on a 2-process
model, after modifying the code in order to cancel out the states that were
‘padded’ for RULEBASE performance reasons as described above. This analysis
showed that the SPIN model could be expected to contain at least 10%° reachable
states. Even with advanced hashing modes, which allow representing each state
as a small number of bits (even as one bit), we cannot expect to cover this
number of states with the explicit search strategy. On the other hand, because
of the limit on state size, RULEBASE could not represent a state large enough
to include the information needed for more than a 2-process configuration. In
that respect, RULEBASE gave us a better assurance about the verified system
for a low number of processes, while SPIN allowed us to simulate executions with
more processes.
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Abstract. Until recently, symbolic model checking was synonymous with fix-
point calculations using Binary Decision Diagrams (BDDs). However, today
there are a number of approaches to symbolic model checking that avoid the
use of BDDs altogether.

One of the most successful of these new approaches is model checking using
satisfiability solvers (SAT-solvers). Although the body of literature on SAT-
based model checking is small, it is already clear that this approach makes it
possible to achieve order of magnitude performance improvements compared to
BDD-based model checking, even when relatively unsophisticated algorithms are
used.

In this talk, T will present three different approaches to SAT-based model
checking, and discuss the experiences we have had at Prover Technology when
applying them to industrial problems.

The first of the approaches I will present, Bounded Model Checking (BMC),
attempts to reduce the search for counterexamples and witnesses to satisfiabil-
ity checking. BMC has proved to be a strong technique for finding bugs. The
second approach, induction, is a method that extends the BMC analysis in such
a way that safety properties also can be proved. The third approach, SAT-based
reachability analysis, is a method in which the BDD package used in the stan-
dard reachability algorithms is replaced by a SAT-solver and an algorithm for
translating quantified boolean formulas.

In addition to giving an introduction to the SAT-based verification algo-
rithms, I will discuss some of the strengths and weaknesses of SAT-solvers com-
pared to BDDs, and the relative performance of the three SAT-based approaches
compared to traditional BDD-based model checking.

One of the aims of this talk is to present a “from the trenches” perspective on
the use of SAT-based model checking. Industrial problems are rarely as clean and
structured as the problems that are encountered in academia, and the demands
that are put on a model checker by industrial users are very different from
the demands of researchers. I will discuss some of the experiences we have had
at Prover Technology when dealing with designs from our customers, and the
challenges that we have had to overcome. I will also present two industrial case
studies from the domains of safety critical software verification, and industrial
hardware verification.

D. Bosnacki and S. Leue (Eds.): SPIN 2002, LNCS 2318, p. 240, 2002.
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Abstract. I will present in my talk a problem typical for the activity of
telecommunications operators where formal methods should bring some
help: validating equipment (for example, cellphones) which is supposed
to act as an interpreter for an XML-like language (in that case, WML,
a script language for the WAP protocol). Testing interpreters suppose
that test scripts have to be separated in two parts: a data part which
is a program in the interpreted language, and a script part which de-
scribes what the interpreted program is supposed to do if it is correctly
interpreted. The data part is very often reduced to very simple programs
exercising only one feature of the language, and the script part is then
informal, in general a description in natural language. This does not en-
able to exercise combinations of features of the interpreted language. To
change this situation, it would be necessary to encode in some way the
semantics of the interpreted language. From that encoding, and from
a significant program in the interpreted language, automatic test gen-
eration tools derived from model-checking technology will provide test
suites of hopefully better quality.
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1 Introduction

Two recent areas of interest in software model checking are checking programs
written in standard programming languages [LI5] and using heuristics to guide
the exploration of an explicit-state model checker [3]. Model checking real pro-
grams has the drawback that programs often contain a larger degree of detail
than designs and hence are more difficult to check (due to the more acute state-
explosion problem); however the large amount of detail in a program allows
more precise heuristics for narrowing down the search space when using a model
checker for error-detection. This paper describes the addition of support for
heuristic (or directed) search strategies to Java PathFinder (JPF), an explicit
state model checker for Java bytecode that uses a custom-made Java Virtual
Machine (JVM) [5].

The primary benefits of heuristic search are: discovery of errors that a depth-
first search fails to find, and shorter (and thus easier to understand and correct)
counterexample paths. In JPF a number of pre-defined heuristics are provided,
but a user can also write their own by using an interface to the JVM. The rest
of the paper is structured as follows: in section [ we illustrate JPFs heuristic
capabilities by showing two novel predefined heuristics as well as a simple user-
defined heuristic, in section Bl we give results of using JPF with heuristics and
in section Bl be briefly sketch some future work.

2 Search Capabilities

The heuristic search options in JPF are primarily aimed at checking for deadlocks
and assertion violations. Using heuristics for more general LTL properties is
possible, but complicates the search strategy (heuristic searches are not very
effective for cycle detectiond]). We have found that two kinds of heuristics work
well for a variety of programs in searching for assertion violations and deadlocks.

Branch Exploration: Traditional branch coverage metrics measure the percent
of branches in a program covered by test cases. Although using a heuristic that
greedily searches for high branch coverage over paths (or globally) performs
poorly, something more complex works well: (1) States covering a previously
untaken branch receive the best heuristic value. (2) States that are not reached

D. Bosnacki and S. Leue (Eds.): SPIN 2002, LNCS 2318, pp. 242 2002.
© Springer-Verlag Berlin Heidelberg 2002
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by taking a branch receive the next best heuristic value. (3) States that cover a
branch already taken are ranked according to how many times that branch has
been taken.

Thread Interleaving: Another useful heuristic is to maximize the interleav-
ing of threads along each path in order to find deadlocks or race conditions
that cause null pointer exceptions or assertion violations. Many JVMs and JIT
compilers only switch between threads at explicit yields inserted in the code
or after multiple bytecodes have been executed (for obvious efficiency reasons).
This scheduling can leave errors based on subtle interleavings undetected until
the code is used in a different setting. By context switching as much as possible,
the interleaving heuristic uncovers some of these subtle errors.

What makes these two heuristics particularly interesting is that they focus on
the structure of the program being analyzed: the interleaving heuristic will only
work well if a program is concurrent whereas the branch-exploration heuristic
is best suited to programs where nondeterministic actions are explored (nonde-
terminism is most often encoded in a branching control structure, such as an
if or case statement). These observations are supported by the results shown
in the next section. JPF also includes other heuristics: maximizing the number
of blocked threads out of running threads (for deadlock detection), randomized
exploration, and counting executions of every bytecode rather than branches.
Other options include using the sum of two heuristics, limiting the size of the
search queu (sacrificing completeness for focused exploration), and using an A*
search rather than the default best-first search. Users may also change the code
in the file UserHeuristic.java to create their own heuristics. Consider a program
with a class Main with a static field buffer, itself an object of a class with inte-
ger fields current and capacity. Following is the code for a heuristic returning
either (capacity — current) or a default value (defined in the UserHeuristic
class) if the Main.buffer field hasn’t been initialized:

public int heuristicValue() {
Reference m = getSystemState().getClass("Main");
if (m != null) {
Reference b = m.getObjectField("buffer");
if (b != null) {
int current = b.getIntField("current");
int capacity = b.getIntField("capacity");
if (current > capacity)
return O;
return (capacity-current);

b}

return defaultValue;
}
Note that lower heuristic values are better, with zero (0) being the top prior-
ity, and negative values indicating that a state should not be queued for explo-

! Heuristic search in JPF is implemented by generating all successor states from the
current state and then adding them to a priority queue depending on the heuristic(s)
being used.
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ration (for trimming the state space when a runtime computation can show that
no successors of a state can give rise to a counterexample). Options allow states
with the same heuristic value to be explored in the order they were generated
(for BFS-like behavior when all states have the same value), in the reverse of
the order in which they were generated (for DFS-like behavior), or in the order
of their hash values. The code above would be useful if errors were suspected to
occur when the buffer was at or near its capacity.

3 Experimental Results

DEOS
Search/Heuristic | Time [Memory[States Explored|Length[Max Depth
branch 60 91 2,701 136 139
branch(A™) 59 92 2,712 136 139
statement 62 88 2,195 136 137
statement(A™) 63 94 2,383 136 137
BFS FAILS - 18,054 - 135
DFS FAILS - 14,678 - 14,678
DFS (depth 500) | 6,782 383 392,479 455 500
DFS (depth 1000)| 2,222 196 146,949 987 1,000
DFS (depth 4000)| 171 270 8,481 3,997 4,000
Dining Philosophers
Search/Heuristic Size| Time [Memory|States Explored|Length{Max Depth
branch 8 |FAILS - 374,991 - 41
BFS 8 |FAILS - 436,068 - 13
DFS 8 |FAILS - 398,906 - 384,286
DFS (depth 100) 8 |FAILS| - 1,357,596 - 100
DFS (depth 500) 8 |FAILS - 1,354,747 - 500
DFS (depth 1000) 8 |FAILS - 1,345,289 - 1,000
DFS (depth 4000) 8 |FAILS - 1,348,398 - 4,000
interleaving 8 |FAILS - 487,942 - 16
interleaving (queue 5) 8 2 1 1,719 66 66
interleaving (queue 40) | 8 5 5 16,569 66 66
interleaving (queue 160) | 8 12 27 62,616 66 66
interleaving (queue 1000)| 8 60 137 354,552 67 67
interleaving (queue 5) | 16 4 5 6,703 129 129
interleaving (queue 40) | 16 16 45 69,987 131 131
interleaving (queue 160) | 16 | 60 207 290,637 131 132
interleaving (queue 1000)| 16 |FAILS - 858,818 - 41
interleaving (queue 5) | 32 11 32 25,344 257 257
interleaving (queue 40) | 32 |FAILS - 472,022 - 775
interleaving (queue 160) | 32 |FAILS - 494,043 - 86
interleaving (queue 5) [ 64 | 59 206 101,196 514 514

The first resultdd are from the DEOS real-time operating system case study [5],
where a very subtle error exists that can lead to an assertion violation. Because
the error results from a particular choice of action at a particular point in time
on the part of threads, the branch coverage based heuristics (and statement cov-
erage heuristics) find the bug quickly by exercising different options as quickly as
possible. The thread interleaving heuristics were not used as the real-time con-
straints prevent any thread interleaving choices in DEOS. Note how the limited
depth DFS searches find much longer counterexamples in each case.

2 All results obtained on a 1.4 GHz Athlon with JPF limited to 512Mb. Times are in
seconds and memory is in megabytes. FAILS indicates failure due to running out of
memory.
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The second table shows the results of applying heuristics to the classic din-
ing philosophers problem. Here, branch based heuristics are not very success-
ful (since there are almost no branches in the program), but the interleaving-
based heuristic plus queue size limitation (analogous to the depth limitations for
DFS) produces counterexamples even for quite large numbers of philosophers
(threads).

4 Conclusions and Future Work

Explicit-state model checkers such as JPF and SPIN will always be faced with
the state-explosion problem — it can be pushed further away but it will never go
away — therefore it seems inevitable that unless we employ clever abstractions [I]
we will need to focus on error-detection, in which case the development of clever
heuristics to guide the model checker towards likely errors will be a fruitful area
of research.

It is our view that when doing a heuristic search not only should one gear
the heuristics towards the property to be checked, but also one should focus
the selection of the heuristics to be used on the structure of the program be-
ing analyzed. We showed two such structure-dependent heuristics here: namely,
one geared towards finding interleaving related problems, and one for analyzing
highly nondeterministic programs. Furthermore, one should allow the capabil-
ity for the user to specify heuristics, since the user’s domain knowledge will be
invaluable during model checking.

Many areas for future research exists within heuristic-based model checking,
most notably how to select the best heuristic and heuristic parameters for a
specific problem. This area has seen much attention in the Al community and
we hope to leverage their results. We also believe a closer link between the
property specific language and heuristics should exist: we envisage a property
including certain heuristic guidelines, e.g. we might like to specify “DFS until
full(queue) then show no-deadlock using branch-exploration”. The next phase
of the heuristic-based JPF development will therefore focus on learning when
to use which heuristic as well as the development of a language for guiding the
model checker during property checking.
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Abstract. This paper describes a sample modelling and verification ses-
sion using SDL and SPIN modelchecker via the PEP tooll]. We will focus
on the tight integration of all involved tools allowing the user to stay
within his known environment of SDL specifications. Thus the user need
not know about the underlying Petri net or the Promela language even
while formulating the properties to be checked.

1 Introduction and Motivation

The PEP tool [1] provides an integrated development and verification environ-
ment for a selection of formal modelling techniques, including the Specification
and Description Language (SDL, [10]). SDL is widely used in industry. It pro-
vides synchronous and asynchronous channels for communication of different
processes, that run in parallel. In addition to the usual parts of most languages,
like variables and control flow with choice and sequence, SDL also offers a proce-
dure concept and dynamic process creation during runtime. This facilitates the
system development and allows compact and readable models.

To support the user during the development process and further while veri-
fying the model, it does not suffice to group different tools in one user interface.
Instead, all tools have to be tightly connected making use of all features from
a single point of view. It is usually best to stay at the top level of system de-
scription for ease of use and understanding, i.e. to allow a user to stay within his
known environment even for verification purposes. Thus all of the involved steps
have to relay their results to upper levels, providing simulation, verification and
debugging in terms of the specification language.

This paper presents features offered by the PEP tool, that support all topics
mentioned above, with an emphasis on temporal logics. It is structured as follows:
Section [2] describes the modelling and simulation of SDL specifications. The
verification of such specifications are presented in Sec. B, while Sec. ] concludes
the paper and shows possible further developments.

! http://parsys.informatik.uni-oldenburg.de/ pep
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2 High Level Modelling

An SDL system may be directly modelled within the PEP interface by entering
SDL code in PEP’s text editor, but may also be read from external specifications.
The editor allows the selection of most SDL language blocks with the mouse and
offers online syntax checking.

Before further action can take place, the SDL specification is translated into
an M-net [2] representing its formal semantics. In conjunction with this and fol-
lowing transformations, a set of references is created [7], providing feedback from
lower levels to the original specification and facilitating the methods described
in this paper.

The first step to occur after the specification is usually simulation. Simple
design flaws and unwanted behaviour may be detected this way. Due to the ref-
erences, it is not only possible to simulate the net and gain the SDL behaviour
from annotations, but also to simulate the SDL program directly. Simulation
cannot guarantee properties though, it only helps in understanding the system.
To verify properties for all possible states of the system, model checking pro-
vides an effective and widely used method. The next section will present some
algorithms and PEP support of them.

3 Verification of the Specification

Various verification tools are integrated into the PEP tool to offer the user a
large base of formal concepts to check properties of the system, e.g. partial order
representation [4] and BDD based [I1] algorithms. The SPIN tool [9] is used to
verify LTL formulae over Petri net state properties.

To transform the high level M-net into Promela code, the net is first un-
folded into a semantically equivalent low level net and subsequently compiled
into Promela code according to [8]. This yields a SPIN compatible process ver-
sion of the Petri net which emulates the net behaviour.

Properties that may be checked have to be defined over Petri nets. Depending
on the model checker used, the temporal logic is determined. The SPIN tool
provides LTL checking, while other tools may be used for branching time logics.
The formula may be entered in the formula editor shown in Fig. [[l This editor
not only offers a simple text entry to enter and save terms, but also allows
the creation of formulae using the mouse. As shown in Fig. [ all syntactical
components of the logic are choosable.

While simple properties may be formulated directly in terms of net entities,
e.g. [|(P1), stating “the place P1 is always marked”, this method is tedious
and error prone for more complex ones. Instead, a high-level syntax allows to
state explicitly model properties within the formulae, which are automatically
transformed into net formulae, using the mentioned references. A sample formula
using this concept is shown in (), stating the property “The send state in client
process 1 is always reachable again” (liveness).

[| <> (client[1].state = send) (1)
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Fig. 1. Formula editor in PEP

To use these types of formulae, PEP provides two different mechanisms.
The first is a reference mode of the SDL editor. The user may select states or
components of the SDL specification and send their corresponding places into
the formula editor. The second approach allows the high level terms to be entered
into the formula and thus making it invariant to changes of the underlying Petri
net, as the corresponding places are regenerated each time. Both techniques are
available at the same time, so the user may choose depending on his needs.

Continuing the verification process, the formula is expanded into the corre-
sponding net formula if some high level terms were used. Then it is translated
into a “never claim” and included in the promela code. The model checking in-
terface is started via the SPIN button and creates a window (cf. Fig. 2)) offering
a result display and buttons to change SPIN options and start checking. When
the SPIN tool is invoked, the promela code is compiled into a binary which is
automatically executed. The result is displayed in the model checker window.
Additionally to the complete SPIN output, a transition sequence of the Petri net
is calculated where applicable as shown in Fig. Bl Using the references ranging
from the low level Petri net back to the SDL specification, the user may simulate
the counterexample (if one is found) not only in the Petri net, but also in the
original specification as defined at the beginning of the session. This allows a
debugging technique solely based on high level terms of the chosen modelling
language, reducing the efforts of users to a minimum.

4 Conclusion and Future Work

We have briefly presented the features of the PEP tool supporting the entire
modelling process of SDL specifications, including simulation and verification,
at the abstract SDL level. The user does not have to cope with different formal
models but gets all results in terms of the specification. The development process
will be completed by a graphical editor, that is currently being implemented, and
an extension of the SDL fragment used towards SDL-2000.

While the PEP tool supports the transformation of low level Petri nets to
Promela code only, [8] describes also possible transformation of high level nets
and code of B(PN)? [3]. A further, very promising direction is the translation
of time Petri nets into Promela code. Due to the variable concept in Promela it
should be fairly easy to add this functionality.
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Fig. 2. Result of SPIN and counterexample

The PEP tool is currently extended by some additional LTL model check-

ers from [5] and [12]. This will give an opportunity to compare the different
approaches and choose the algorithms best suiting the particular problem.
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1 Introduction

The state of the art of test tools for web-based applications is still dominated
by static approaches, focussing on a posteriori link-structure reconstruction and
interpretation [2J6], e.g. to determine unreachable pages, rather than on func-
tional aspects directly related to the application’s behaviour. As it has happened
in the areas of telecommunications, evolution in this direction is however nec-
essary in order to test applications also for their intention, rather than just for
environmental accidents.

We demonstrate a methodology for functional testing of web-based applica-
tions. It bases on the experience we gained in system level test of Computer
Telephony Integrated applications, where our coordination-based coarse grain
approach has been successfully applied ([4]). Central properties of the test envi-
ronment are:

— the capability of handling (distributed) testing of web-based applications
— the capability of proving properties about the test cases via model checking
ensuring executability conditions and test purpose coverage.

We show in the demonstration how the approach works in practice, by testing
complex role-based functional features of the Online Conference Service [I], a
cooperative-work management system that supports the web-based organization
of scientific conferences.

2 Dealing with Web-Based Applications

Modern web-based applications are complex multitiered, distributed applications
that typically run on heterogeneous platforms. Their correct operation increas-
ingly depends on the interoperability of single software modules, rather than just
on their intrinsic algorithmic correctness. This has a huge impact on the test and
validation requirements: it is increasingly unrealistic to restrict the considera-
tion to single units, e.g. the client side only, since complex subsystems affect
each other. Instead, scalable, integrated test methodologies are needed that can
handle the application as a whole.

D. Bosnacki and S. Leue (Eds.): SPIN 2002, LNCS 2318, pp. 250 2002.
© Springer-Verlag Berlin Heidelberg 2002
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To our knowledge, our integrated test environment, which focusses on global
functional aspects (informal described in [5]), is unique in addressing distributed
web application in a whole. It is a modular and open environment, allowing
the diverse units under test and their corresponding test tools to be added at
need. The heart of our test environment is the Test Coordinator, built on top of
METAFrame’s Agent Building Center (ABC) [7], a generic and flexible develop-
ment environment providing, in particular, support for the design, verification
and execution of workflows. The Test Coordinator drives the generation, ex-
ecution, evaluation, and management of the system-level tests in this highly
heterogeneous landscape, as will be illustrated during the demonstration.

3 Case Study: Testing the Online Conference Service

We demonstrate the key features of the test environment on a real life exam-
ple: the test of the Online Conference Service [1], a complex web-service that
proactively helps authors, Program Committee chairs, and Program Committee
members to cooperate efficiently during their collaborative handling of the com-
position of a conference program. The application provides a timely, transparent,
and secure handling of the papers and of the related submission, review, report
and decision management process. The online service includes in particular a
role based access and rights management feature that is reconfigurable online,
which accounts for a high flexibility and administration comfort. These features
and their flexible administration, at the same time, also embody a potential
for disruptive behavior in connection with sensitive information, which calls for
intensive and well-guided testing in order to explore the full potential of the
underlying complex workflows.

The test process supported by the test environment is organized in the fol-
lowing main steps: identification of generic test blocks, and design, verification
and ezxecution of test cases.

1. Identification of Generic and Reusable Test Blocks. The first task is
to identify generic test actions which allow us to control the online service
via a browser and also to validate certain properties of the service state
(e.g. by checking the current state of the GUI or by checking the entries of
an underlying database) according to the coarse grained design approach of
services presented in [§]. For each action a test block is prepared: a name and
a class characterizing the block are specified and a set of formal parameters is
defined to enable a more general usage of the block. In this way, for the Web-
based application to be tested a library of test blocks has been incrementally
defined.

2. Graphical Design of Test Cases. The design of test cases consists of the
behavior-oriented combination of test blocks. This combination is done
graphically, i.e., icons representing test blocks are graphically stuck together
to yield test graph structures that embody the test behavior in terms of
control.
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Fig. 1. Test Execution: A Successful Execution Path and the Users’ Views

3. Verification of the Test Cases. In our environment, the design of test
cases is constantly accompanied by online verification of the global correct-
ness and consistency of the test cases’ control flow logic [3]. During the
test case design, vital properties concerning the usage of parameters (local
properties) and the interplay between the stimuli and verification actions
of a test case (global properties) can be verified. Test cases conflicting with
the constraints and consistency conditions of the intended system are thus
immediately detected.

4. Execution of the Test Cases and Reporting. Test cases can be
executed immediately in the Test Coordinator. Starting at the initial test
block of a test graph the tracer proceeds in interpreter modus from test
block to test block. Actions represented by a test block are treated in three
steps as follows: stimuli and inspection requests are sent to the correspond-
ing system’s component, the responses are received and evaluated, and the
evaluation results are used to select the relevant next test block.

Verification is crucial to support a reliable test case design, as tests for com-
plex systems are complex themselves. The global properties, expressed in a user
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friendly specification language based on SLTL, the Semantic Linear-time Tempo-
ral Logic of [7], capture the essence of the expertise of test designers about do’s
and don’ts of test creation, e.g. which test blocks are incompatible, or which
can or cannot occur before/after some other test blocks. Such properties are
rarely straightforward, sometimes they are documented as exceptions in thick
user manuals, but more often they are not documented at all, and have been
discovered at a hard price as bugs of previously developed tests.

Systems developed with the Agent Building Center, like the Online Confer-
ence Service, enjoy in this respect a double bonus: the same functional constraints
enforced at design time (as detailed for this particular service e.g. in [8[1]) can
now be reused to validate the test cases, ensuring consistency of the test purposes
with the original system specification.

Typical test-phase specific additional constraints for the test of Web-based
applications refer e.g. to the resource management at test execution time: one
can ensure that all used resources are correctly released after the execution of
the test case, and this independently of the test’s outcome. E.g. every log-in for
a user must be followed by a log-out for this user. If the model checker detects
an inconsistency, a plain text explanation of the violated constraint appears,
together with the identification of a path responsible for this inconsistency. As
will be illustrated during the demonstration, our test system also highlights
local errors, like wrong parametrizations and incompatible branching in the test
graph.
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1 Introduction and Motivation

Model Checking is a powerful verification method to increase the quality of
software systems. However, the application of this technique is only possible
and fruitful if useful models of the software are available. A useful model is an
abstract representation of a system, containing only the details necessary to
ensure that satisfaction (non-satisfaction) of interesting properties in the model
provides information about the behavior of the real system. Abstraction methods
have become one of the hottest topics in the automatic verification of software
systems because they can reduce the state space to be explored and allow the
verification of more complex systems [T/J3].

This paper presents an overview of aSPIN, a tool to introduce abstraction
capabilities in the model checker SPIN[I0]. aSPIN is oriented to the verification
of universal temporal logic formulas using abstract models. Its theoretical basis
were presented in [4] and [7]. The implementation has been carried out using
XML[12], as presented in [6]. Advances in our projectl] will be found at [&].

2 Verification with aSPIN

The usual aim of SPIN users is to check a universal temporal formula F' against
a PROMELA model M. With aSPIN, we check an abstract formula F'* against an
abstract version M* of M, expecting verification results to provide information
about the satisfaction of F' against M (see Fig.[). To do this, M and F are
abstracted following the data abstraction approach (see [1/[3]).

In the syntactic transformation module in Fig. [[, abstraction involves
modifying the type of a given set of variables as well as the instructions that
access these variables. These changes also affect the temporal formula. The trans-
formation process is driven by an abstraction function « provided from a library
of abstraction functions.

The "selection of a” depends on the predicates in the temporal formula,
and may also depend on the relation among the variables in the model. An
output like the one in Fig. [ gives information about the model variables,

! This research is partially supported by the European Commission and CICYT under
projects TIC99-1083-C02-01 and TAP-1FD97-1269-C02-02.
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the abstraction functions available in the abstraction library and the assign-
ment of functions to variables. The user can establish/delete relations between
variables and abstraction functions. For example, the information in Fig.
corresponds to the model for an elevator controller. “Last selection” for the
variable Position points to the function Floors that is useful to reduce any
number of floors to the smaller set of abstract values: Lower,Upper,Middle,
NoLower ,NoUpper ,Unknown,Illegal (see [8]). The user can apply abstraction
to several variables in a single transformation step. Furthermore, it is possible
to abstract a previously abstracted model.

To inform the user about the relation between SPIN output when verifying
M® and F* and the expected output for checking F' against M, the analysis
of results relies on analyzing the correctness conditions to be held by a with
regard to M (see [4]7]). This analysis is carried out at two complementary points:
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— Off-line correctness.- Some correctness conditions should hold for any ab-
straction function « independently of the model, so they could be analyzed
before putting the functions in the abstraction library.

— On-line correctness.- By inserting a special code in the PROMELA represen-
tation of M, it is possible to check whether the analysis of F'* implies some
loss of information during model checking. Checking the way that predi-
cates lose information, we can establish weak preservation (M?* = F* =
M = F*), or strong preservation (M® |= F* = M |= F) (see [7]). It is also
possible to enforce the checking only for strong preservation purposes.

3 Implementation Notes

The syntactic transformation module of aSPIN has been implemented using XML-
oriented tools. The PROMELA model is translated into an XML format, then a
new XML document is produced using the selected abstraction function. The
abstract PROMELA version is only obtained in the last step. Thus, most of the
work is done with XML objects.

To employ existing tools for XML, we have defined a vocabulary of tags and
a DTD (Document Type Definition). The DTD file helps to verify that an XML
document is well formed, i.e., it respects the full PROMELA grammar. The same
DTD may be extended to include the definition of the abstraction library, thus
making it easier to implement the transformation tool. For example, the next
code shows part of our library, containing an excerpt of the abstract version of
the instruction v++ for the abstraction Floors:

<template name="Floors" concreteDomain="INT">
<map><abstractValue name="LOWER" infolLevel="1"> ... </abstractValue>

<abstractValue name="UNKNOWN" infoLevel="3" moreImpreciseThan="NOUPPER.NOLOWER" />
</map>
<operation id="INC">

<option><test left="LOWER" /> <effect return="MIDDLE" /> </option>

<option><test left="MIDDLE" /><effect return="NOLOWER" /></option>

Note that this is an internal representation and more friendly formats have
been designed for users. The DTD for PROMELA can be downloaded from [§].
Implementation details of aSPIN can be found in [6] and [g].

4 Conclusions and Future Plans

There are other tools that add some kinds of abstraction to SPIN, like FeaVer
[11], Bandera [2] or JPF [9], that have been applied to industrial problems. These
tools follow the model extraction approach, which consists in producing a high
level model (PROMELA) from the source code (C, Java). Although our work has
been carried out independently, some problems and their solutions are similar.
In particular, abstraction libraries and static analysis (like variable dependence)
are also used in Bandera. However, even though some techniques are shared, we
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believe that aSPIN is complementary to other tools because it deals with different
problems. In model extraction, the major aim seems to be how to "remove”
great amounts of code to obtain the PROMELA model. In our case, we start with
a relatively simple model, and our work is focused on incrementally applying
abstraction to the initial and the new PROMELA models. Furthermore, it remains
to be studied whether asPIN could be employed to optimize the verification of
the models extracted with other tools.

Specific future work to improve asSPIN consists of features like strategies to
automatically analyze the correctness of complex abstraction functions (provably
using a theorem prover), and more powerful methods to analyze the results
(especially the counter-examples for non-deterministic executions). The use of
XML as the intermediate language to support the abstraction process has been
proven to be a good decision, so we plan to employ the same PROMELA DTD
for other extensions to SPIN such as generating code skeletons or producing
documentation. We are also considering the application of the same approach to
extend other model checkers, as proposed in [5]. Advances will be found at []].
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